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e Compositional analysis framework for real-time embedded systems Developed a com-
positional design framework for real-time embedded systems with expressive interfaces that
are amenable to efficient resource satisfiability analysis. The framework introduces task and
resource models with conditional branches and addresses the problem of compositional analysis
by generating abstractions that capture the resource requirements of the underlying compo-
nents.

e Analysis framework for network code programs Network Code is a domain-specific pro-
gramming language to write predictable, verifiable distributed communication for distributed
real-time applications. In this work, a formal modeling framework for network code programs
was developed and results on schedulability and average service times with these models were
given. Further, composition techniques for different models were developed and their impact
on different properties studied.

¢ Reliable code generation from hybrid system models Co-developed techniques for reli-
able code generation from hybrid systems models for embedded systems. The work focused on
providing faithful implementation of the model with respect to its switching semantics. The
techniques relied on an instrumentation technique to avoid faulty transitions and identified
conditions to detect missed transitions.

e Isotropism Co-developed communication theory and analytical model of Isotropic channels,
special broadcast communication media in which no party can reliably determine the source
of an intercepted message and no party can reliably direct a message towards a particular
receiver. Designed protocols for achieving near-perfectly secure confidentiality in Isotropic
channels.

¢ Quantifying security in sensor networks Developed metrics for quantifying eavesdropping
vulnerability in sensor networks. Different topologies and aggregation functions provide dif-
ferent guarantees about system security, and make different trade-offs in power and accuracy,
and the work tries to quantifies these probabilistically.

e Formal verification of avionics full duplex ethernet (AFDX) The Avionics Full Duplex
Switched Ethernet (AFDX) has been developed to provide reliable data exchange with strong
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data transmission time guarantees in internal communication of the aircraft. In this work,
a formal model of the AFDX frame management was developed to ascertain the reliability
properties of the design. The analysis showed that the frame management of AFDX was
vulnerable to faults such as network babbling which could trigger unwarranted system resets.
Suggestions to improve the design and fix these vulnerabilities were provided.
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