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1. Abstract

The world is a fast-moving place. More and more services are available over the
internet, but at the same time, users are increasingly mobile. They spend time
disconnected from the internet, and on multiple devices, including laptops, palmtops,
and smart-phones. Some application domains, such as email, have readily adapted
to these circumstances, but others still assume a continuous connection between a
single client and the server.

Since it is impractical to change all of the protocols in use today, the best solution to
this problem is to add a level of indirection—specifically, to introduce an intermediate
node that can continuously talk to the server node as its "client", and discontinuously
talk to actual client nodes. The protocol for communication between the intermediate
and client nodes should be easily extensible, and allow both client- and server-
driven events (i.e. no polling). These requirements are fit well by XMPP, an internet
messaging protocol built on top of XML.

This paper describes the motivation behind and the implementation of wockd, an
XMPP server written in C++, with an aim of extensibility and integration with other
libraries. It compiles and runs on both Mac OS X and Linux, supports both IPv4 and
IPv6 socket connections, and currently includes the foundation support for running a
BitTorrent client remotely.

2. Introduction

There are two things | want to hold true when | get data from the internet:
1. I'want it once
2. | want it fast

Different protocols achieve varying levels of success in providing such behavior.
IMAP, for example, does very well. The sender of a message does not have to wait
until the recipient is online, since there is a server accepting messages on the
recipient's behalf. The recipient can access their mailbox from multiple computers
and see it as "new" only once, since the server tracks when messages are read.

Unfortunately, most application domains lack a protocol with the same level of
flexibility, and instead make assumptions that may no longer be valid: e.g., that a
user wants to stay connected constantly; or has only one device capable of
connecting to the service. My laptop usually remains tethered to the internet because
| want to receive messages over AIM, or complete a download in BitTorrent.



As with IMAP, the solution is a smarter server. But, established legacy protocols like
AIM and BitTorrent have a lot of inertia; trying to replace them won't work, no matter
how great the improvements. So, this "smarter server" should itself be a client of
established networks. It should be able to remain constantly connected as a single
client, and allow other devices to operate behind this layer of abstraction.

Aside from IMAP, another protocol which shares the goal of "smarter servers" is
XMPP. XMPP also aims to be extensible, with over a hundred extensions in varying
levels of standardization [xmpp-ext]. XMPP servers are thus well-suited to the
purpose of being a generic mailbox. | have concentrated on getting a working
BitTorrent client running within XMPP, but it is my belief that the protocol could be
extended to a number of different application domains:

— Instant Messaging (AIM, IRC, MSN)
— File downloading (Gnutella)

— News feeds (RSS, Atom)

— Email (IMAP, POP3, webmail)

— Net news (NNTP)

— Music control

— Log review

— Certain games

3. Related Work
3.1. Remote Execution

There are already solutions for the problem of executing services remotely—they are
simply insufficiently general. In this section, | mostly discuss the problem of running a
BitTorrent client remotely. | find this desirable because | have two computers, one of
which is a laptop, and the other of which stays in my room, connected to the internet.
| would like to run the client on the stationary computer and be able to monitor
progress from my laptop.

3.1.1. GNU screen

Typically, Unix power-users have relied on the utility GNU screen [screen] to fill this
role. GNU screen multiplexes a virtual terminal to zero or more actual terminals, and
works over ssh. Any process that can be run within a normal terminal can be run
within a screen session, including e.g. irssi  or rtorrent (clients for IRC and
BitTorrent respectively). If the user disconnects from the session, the process will
continue to run in detached mode.

This solution has three problems: first, not everyone is a Unix power-user. This
solution is already not a possibility for most people. Second, this solution limits the
possibility of alternate front-ends; the process must be used within a terminal, as
opposed to being used within a dedicated application or webpage.



A more subtle point is that the underlying protocol used for network communication
(presumably ssh) is unaware of the purpose it is being used for, and this makes it
impossible to streamline the information transferred to contain only that which is
relevant or useful. For example, the rtorrent interface displays several statistics,
including download percent and upload ratio, with at most two decimal digits of
precision. It would be better to transfer integers, and thus be able to calculate
statistics to whatever precision is deemed appropriate.

In the same vein as the screen solution is the usage of remote desktops (i.e. VNC).
This suffers from essentially the same problems, particularly the problem of
streamline information transfer—it is extremely inefficient to transmit the pixels
associated with text rather than the strings themselves.

3.1.2. RPC

Recent versions of rtorrent  support remote procedure calls via XML-RPC [xmlrpc].
This is a rather bare-bones protocol intended to replicate function calls across the
network, using HTTP transfer of XML as the encoding mechanism. Unlike screen ,
XML-RPC permits the development of multiple front-ends; several web-based front-
ends are available (e.g. ntorrent [ntorrent], n2hell [n2hell]).

However, there are still problems with this method. XML-RPC clients must resort to
polling in order to keep up-to-date information. Even if no download is in progress, a
correctly-implemented client must poll every few seconds to determine if another
client has started one.

XML-RPC over HTTP also provides no mechanism for authentication, which is a
desirable feature for use across a network. This could be solved by using another
application-layer transport, such as XMPP, but if one were to do that, one might as
well implement an XMPP-based protocol, rather than simulating function calls across
it. It could also be solved through the use of ssh port-forwarding, but this again falls
into the category of "Unix power-user"-only features.

3.1.3. TorrentFlux

TorrentFlux [torrentflux] is a web-based front-end for several different downloading
clients. It uses a variety of methods to carry out the download, command-line
interfaces and local XML-RPC. It also provides a script to access the web interface
from the command-line.

The main problem with this is that it is largely a solution hand-coded around the use
of particular clients as back-ends and HTTP as transport. The work done on
TorrentFlux may do a decent job of running downloading services remotely, but it
gets you no closer to being able to run services remotely in general. It also is written
in PHP, which is a language with few merits.

3.2. Existing XMPP Servers



There are already several mature XMPP server implementations, so it is valid to ask
why another should be necessary. There are only two criteria | considered here: first,
that the server should be written in C/C++, so as to make it possible to provide
bindings in other languages; second, that the software be available under a
permissive free-software license. These conditions are necessary to ensure that the
software is usable by the greatest number of people: with the appropriate bindings, it
can be extended by users of any number of languages; and by developers both of
free software and closed-source projects.

The first criterion rules out many servers, including djabberd (Perl), ejabberd
(Erlang) and Openfire (Java). The two remaining implementations are jabberd14
and jabberd2 , two otherwise unrelated projects which share a name and
implementation language (C). Unfortunately, both are licensed under the GPL, a
copyleft license. Thus, | have written my own implementation (zlib-licensed) in an
attempt to fill the need for something sufficiently generic.

4. Technical Approach

The language | am using is C++, for a number of reasons: first, it is the language | am
most familiar with and can produce the best code for. Second, programming with a
low-level language such as C/C++ makes it possible to provide bindings in other
languages (e.g. Python, Ruby) most easily.

Another feature of C++ | am exploiting is the sigc++ library [sigc], to provide
callbacks. It is a long-standing tradition in C to pass function pointers and a void*
userdata  object in order to provide callback functionality, but this is neither
convenient nor type-safe. Using sigc++ gives library users both the flexibility to
define functions or methods as they choose, and the security of guaranteeing that all
arguments are of the appropriate types.

Initially, | had planned to approach the problem by first building a library for XMPP
communication, then building a server around it. This turned out to be an impractical
method of building a working system; while building the library, | encountered a great
deal of trouble trying to anticipate future needs and providing for them. So, instead, |
started work on the server, wockd. This proved much more fruitful, although | have
not yet been able to generalize my work to be usable both in client and server
applications.

4.1. Utilities

There are a few utility classes that are very heavily used within wockd, the most
important of which is pool . The pool class provides a growable pool of memory and
guarantees that, upon its destruction, it will also free the memory of all contained
objects in a type-safe manner (i.e., calling their destructors). Thanks to extensive use
of this class, wockd does not have any apparent memory leaks, as the number of
cases in which memory must be explicitly freed is fairly low.



4.2. Networking Layer

At the core of the server is a protocol-agnostic networking layer. It consists of several
classes:

— socket , a virtual class wrapping a file descriptor and allowing actions to be
performed upon it.

— buffered_socket , a socket subclass which buffers data to write and sends it
when the poll indicates that its socket is available for write.

— poll , an abstract virtual class allowing some arbitrary set of sockets to be
polled for read, write, and error conditions.

— poll_select , an implementation of poll that uses select(2)
— pol_glib , an experimental implementation of poll that uses glibmm.
— address , a wrapper for getaddrinfo(3) and getnameinfo(3) , allowing the

caller to name a server and port, then iterate through that server's addresses in
order to open connections (both active and passive).

— server , which takes a poll to operate on, as well as pairs of file descriptors
and callbacks. It creates its own type of socket to listen on the file descriptors,
and when new connections are found, feeds a new socket back to itself
according their matching callbacks.

Since large number of sockets are being used, all /O must be non-blocking, and a
buffer needs to be used on all sockets to which data can be written. In practice, that
means that buffered_socket will almost always be subclassed, rather than
socket —but it is best to keep the functionality of these classes separate.

The main loop of the server daemon consists of instantiating poll_select* p, then
using it to fill socket sets to select()  on. After each poll iteration, p->perform() is
called, in order to dispatch the appropriate events to all sockets, then
wockd::perform() , to perform periodic clean-up tasks (at present, there are none
such; see the discussion of response timeout in the XMPP Client Layer section).

For use with libtorrent, the socket sets are additionally filled by the corresponding
libtorrent poll_select , With the appropriate perform()  calls made. In order to use
libpurple (for bridging to other IM services) it is necessary to integrate with the glib
main event loop, which can be done through the experimental poll subclass
poll_glib . In the future, it would be possible to provide implementations that use
the more efficient kqueue(2) (on BSD, Darwin) or epoll(4)  (on Linux).

4.3. XML Abstraction Layer
For interacting with XML node trees:

— node, a representation of an XML node and its subtree
— name, which makes it easy to handle proper XML namespace information.

In addition, there is a file containing utility functions for escaping XML, including a



sprintf  -alike with the additional escape sequences %qgand %Qfor escaping and
quoting XML strings.

Instances of node store all their data in a shared pool , owned by the topmost node
in a tree. As a result, any of the functions that operate on a node (e.g. those that
modify the node tree, or c_str() , which returns a string representation of the
content of the node) can be called without worrying about memory management; so
long as the root node is freed (an easy contract to guarantee), all memory
management is automatic.

There are additional optimizations that could be done around node memory
management—for example, sharing data among different sub-nodes, since they are
all freed simultaneously—but since this is not necessary for correctness, | have not
really explored this area yet.

4.4. XMPP Client Layer

The largest number of classes provide support for handling and triggering events in
the XMPP protocol. They include:

— stream , a buffered_socket subclass that receives and sends XMPP data across
an open socket.

— message, a representation of an message stanza.

+ message:rule , for matching against incoming message stanzas.

+ message:filter , a class that contains, marshals and prioritizes between
different message::rule instances.

+ message:incoming , a message wrapper that is used to handle, modify,
and respond to incoming message stanzas..

+ message:.outgoing , @ message wrapper which facilitates the creation,
dispatch, and eventual response to message stanzas.

— presence , a representation of a presence stanza.

+ presence::{rulefilter,incoming,outgoing}

— iq , a representation of an iq stanza.

+ ig::{rulefilter,incoming,outgoing}

— jid , aclass that performs proper jid processing on textual jids.

— error , containing definitions for XMPP error conditions.

— manager, which provides singleton access to global objects. A manager is
created as part of startup; it is fed an implementation of poll and config and
creates a user_manager for use in the server.

— user_manager , which provides access to users.

— config , an abstract virtual class used to identify the virtual hosts served by the
server, as well as the users authorized to log onto them.

— user , a class representing a user, independently of any bound streams.

The stream class handles incoming character data on an open stream and
interprets it as an XML document, segmenting it into stanzas. Parsing is done
through the iksemel library, an XML library intended for use with XMPP.
Unfortunately, as I've developed more on wockd, I've had to take more and more of



the work on myself, to the point at which I'm not really taking advantage of any of
iksemel's XMPP-specific features.

A stream has three different filters one responsible for handling each type of
incoming stanza. These filters which allow new rules to be set up. As an example,
the following code:

[* ... stream*s ... */
s->igs().add_rule(sigc::ptr_fun(get_ig_auth))
.name("jabber:ig:auth”, "query")
type(ig::get)
.priority(priority::auth);

will match the XML fragment:

<iq id="..." type="get">
<guery xmins="jabber:ig:auth"/>
</ig>

and call get_ig_auth(ig::incoming&) to handle it. There are several different
functor objects and combinators available in the sigc++ library, allowing much
flexibility in how one chooses to handle events.

The priority level auth is used in order to signal that the rule has higher priority than
access -level rules. Access control is provided for by allowing access control rules to
match stanzas at relatively high priority and terminate them early if they are not
authorized—but since the above code is part of the authentication process, it takes
priority over, and is therefore not restricted by, access control.

Certain error conditions are handled automatically by the routines that specialize a
node into a stanza object (e.g. invalid stanza type, jid, or missing id for iq stanzas)
and need no specific handlers.

All {message,presence,ig}::incoming stanzas have a shared definition of the
methods yield_default() and vyield_error() to respond to the incoming
stanza; iqg::incoming additionally has vyield_result() . By virtue of the type

system, it is guaranteed that, so long as an unyielded reference is held to a stanza,
the memory will be kept. Once the stanza is yielded, or the reference is dropped
(causing an automatic yield_default() ), the memory will be reclaimed.

Likewise, {message,presence,iq}::outgoing stanzas retain memory so long as
a reference remains; the reference is invalidated when an outgoing stanza is sent,
and the memory is simply freed if the reference is dropped. ltis also guaranteed that,
at some point after sending the stanza, either the signal registered with on_error()

or on_timeout() (or, for ig::outgoing , on_result() ) will be called. This
behavior can be depended upon in order to do cleanup after receiving a response.

At present, stanzas only time out upon closure of the associated stream, rather than



timing out after a fixed period. This could be modified, although there is always a
question of how long it is valid to wait for an error message before assuming that a
request succeeded.

wockd also does not support the more secure TLS and SASL encryption and
authentication methods mandated by the XMPP specification. These are directly
mandated by the XMPP specification [xmpp-core], but there are many other security
features (auditing, IP white/blacklisting) that would be necessary before the server
could be put into production use anyway.

Providing Services

Since the server is fairly disjoint, it is possible to integrate it with other libraries, which
is of course the goal of the project. In particular, | worked to integrate wockd with the
BitTorrent library libtorrent [libtorrent]. The two use similar models for polling
socket events (actually, wockd's poll class was inspired in part by libtorrent 's,
although there are some differences). Currently it is possible to start a download over
XMPP, although there is no feedback beyond this point. The difficult part, however, of
running the two within the same event loop has been accomplished.

In the long run, it would be desirable to split the server up into several separate
components—for example, to restrict wockd itself purely to client-server
communication, and to provide e.g. wockd-s2s , wockd-torrent , and wockd-aim
for server-to-server communication, BitTorrent, and AIM transport respectively. In the
case of wockd-aim , this would be particularly beneficial, since for example the
libpurple IM client library runs within the glib event loop and it would be
unnecessarily restrictive to force other services to use it as well. However, wockd is
not yet featureful enough that there is a gain in splitting it up like this.

External Libraries

As part of the project, | make use of various external libraries that do general tasks. It
would be pointless for me to recreate an inferior implementation of them, so | use
preexisting implementations:

— libsigc++ [sigc], for callbacks. LGPL-licensed.

— iksemel [iksemel], for parsing XML. LGPL-licensed.

— libidn [libidn], to satisfy constraints the XMPP RFC places on internationalized
domain names, and character set limitations on JIDs. LGPL-licensed.

— libtorrent [libtorrent], for executing BitTorrent downloads.

Tools
Various tools are used to build the server:

— jam(1) , a make(l) replacement. There is a Makefile in place that should
allow the server to be built with the normal Unix procedure.
— git(1) , a distributed source code management tool. Git supports easy local



development and lightweight branches, both of which | use extensively.

— gcc(l) . Other compilers are untested, and would likely not work.

— pkg-config(1) , for detecting libraries listed in the above section.

— doxygen(1l) , for generating documentation from source comments.

— Not a ./configure script. In an ideal world, decisions should not need to be
made at compile time, and although the project is not yet complex enough to
merit it anyway, | hope to avoid a ./configure script in the future by providing
components as separately compiled packages.

Conclusion

Unfortunately, despite my enthusiasm and work on the project, | have not set out to
accomplish all of the goals | set out to. The server works at a core level, and provides
an expressive means to write functionality for it, but does not provide all the
functionality | would like it to. BitTorrent support is present, but still minimal.

In retrospect, | see many decisions that have cost me time. First, as | mentioned
before, was the initial intent to write a library before the server that used it. | spent a
good amount of time during that period writing code, then rewriting it out of
uncertainty of whether or not | had written it in the best way possible. When | finally
switched to writing the server directly, work proceeded much faster.

A second was that | did not start checking my work into version control until relatively
late in the process. This was simply a mistake on my part. Development was likewise
faster after starting to use git , since suddenly | could branch out to try experimental
changes without worrying about clobbering working code.

As a result, | have not been entirely happy with the results | have yielded. | wanted to
accomplish great things and | have accomplished modest things. However, wockd is
still the largest project I've ever worked on, and | am proud of what | have written; it's
just not yet all | had wanted it to be. | do intend to keep with it; my goals for wockd
were goals | had long before senior project and they're goals | will continue to have
afterwards.

Glossary

| have tried to edit this document so as to be consistent about my use of particular
terms, since many of them go by multiple names. In the interest of completeness,
however, here are some of the terms, along with any applicable synonyms.

legacy protocol: a protocol that pre-dates XMPP. Of interest in particular are the AIM
and BitTorrent protocols.

relay server: a server which communicates with a client using XMPP and a server
using a legacy protocol. This is similar to a proxy server, in that it provides
services across an intermediate node, but different, in that it actually interprets
information from the server and may make decisions about how best to convey
that information to its client. This is my own term, since | don't know of an existing
equivalent. A transport server is a type of relay server.



stanza: an element which is a child of a top-level stream:stream element, along with
its children. XMPP defines three stanza types, message (unidirectional notices
between entities), presence (usually broadcast notifications of a user's presence),
and iq (a question and the corresponding response).

transport server: a server that bridges XMPP with legacy IM protocols, such as AIM,
MSN, or IRC. This is a particular kind of relay server.

wockd: written as wockd . the XMPP server | am writing, short for "jabberwockd".

XMPP: an XML-based messaging and presence protocol, as called by the name
standardized on by the IETF in 2004. Also known as Jabber, its original, pre-
standardization name.
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