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Absrrucr-This paper addresses the issue of QoS path management in IP 
networks. We describe a proposal aimed at allowing management through 
the RSVP 131 protocol of paths selected by a QoS routing algorithm such 
as those of I1 1,161. The goals of the proposal are to allow efficient manage- 
ment of such QoS paths with a minimal impact to the RSVP protocol and 
the existing routing infrastructure. Basic features of the approach include 
leveraging of RSVP soft state mechanisms, and simple extensions to enable 
soft pinning (sticking) of paths selected by the QoS routing algorithm. In 
addition, the proposal addresses the issue of preventing the formation of 
data path loops, and of avoiding potential race conditions. 
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I .  INTRODUCTION 
The goal of QoS routing is to select paths for flows with Q o S  

requirements, in such a manner as to increase the likelihood that 
the network will indeed be capable of satisfying them. For ex- 
ample, in IP networks, QoS routes can be computed using ex- 
tended versions of existing link state algorithms such a s  OSPF 
El], [ 6 ] .  In general, though, the use of QoS routing algorithms 
has a number of implications above and beyond what is required 
when using standard Internet routing algorithms. 

First, a specific mechanism needs to be used to identify flows 
with QoS requirements, so that they can be assigned to the corre- 
sponding QoS routing algorithm. In this paper, we assume that 
the RSVP protocol [ 5 ] ,  [3] is used for that purpose.’ Specifi- 
cally, RSVP PATH messages serve as the trigger to query QoS 
routing. Second, because of variations in the availability of re- 
sources in the network, routes between the same source and des- 
tination and for the same QoS, may often differ depending on 
when the request is made. However, it is important to ensure that 
such changes are not always reflected on existing paths. This is 
to avoid potential oscillations between paths, and limit changes 
to cases where the initial selection tums out to be inadequate. 

As a result, some state information needs to be associated 
with a QoS path to determine its current validity, i.e., should 
the QoS routing algorithm be queried to generate a new and po- 
tentially better route, or does the current one remain adequate. 
We say that a path is “pinned” when its state specifies that QoS 
routing need not be queried anew, while a path is considered 
“unpinned” otherwise. The main issue is then to define how, 
when, and where route pinning and unpinning is to take place. 
In our context, where the RSVP protocol is used as the vehicle 
to request QoS routes, we also want this process to be as syn- 
ergetic as possible with the existing RSVP state management. 
In particular, our goal is to support pinning and unpinning2 of 
routes in a manner consistent with RSVP soft states while re- 
quiring minimal changes to the RSVP processing rules. 
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Readers are assumed to be familiar with the RSVP protocol. 
lNote that we use the terms pinning and unpinning in a generic sense, and in 

particular do not specifically associate them with a hard state concept. 

It should be noted that some changes are unavoidable, espe- 
cially to the interface between RSVP and routing. Specifically, 
QoS routing requires, in addition to the current source and desti- 
nation addresses, at a minimum, knowledge of the flow’s traffic 
characteristics (TSpec), and possibly also service types (as per 
the information in the Adspec), PHOP, IP TTL value, etc. In 
this paper, we assume that the information provided by RSVP 
to QoS routing includes at least the sender TSpec in addition to 
the source and destination addresses. While such changes seem 
unavoidable, our goal is again to keep them as small as possi- 
ble and also to avoid any change to the existing RSVP message 
format. 

Specifically, we assume interactions between RSVP and rout- 
ing that are very similar to what is currently defined. During 
the processing of RSVP PATH messages, RSVP queries (QoS) 
routing to obtain the next hop(s) for forwarding the PATH mes- 
sage. The PATH message is then forwarded on the interface(s) 
retum$d by (QoS) r9uting. As mentioned before, the sender 
TSpec is part of the information made available to routing, and 
a QoS routing algorithm such as in [ 11, [6]  selects the next hop 
along a path to the destination that is most likely to support the 
flow specified by the sender TSpec. Thus, forwarding the PATH 
message along this next hop should improve the likelihood of 
the reservation request succeeding during RESV message pro- 
cessing. In particular, RESV messages, if any, propagate as be- 
fore in the reverse direction of the PATH messages and attempt 
to reserve the required resources along the path delineated by 
PATH messages. 

In this context of hop-by-hop routing, there are two main is- 
sues associated with the pinning and unpinning of QoS paths. 
1. Detection of loops that may be caused by inconsistencies in 
the QoS routes returned by QoS routing at different nodes. Such 
inconsistencies are typically transient, but it is important that the 
pinning of a path does not result in the formation of permanent 

2, Query of a new QoS route in case of failures. An example 
of such failures is a reservation failure because the RESV mes- 
sage arrived substantially later after the QoS route was initially 
selected. Other failures include the usual link failures, and in 
general it is important to allow QoS routing to become aware of 
the failure and select a better route if one is available. 

The QoS path management scheme proposed here addresses 
the above two issues based on the following two design rules: 
(i) What is pinned is a “path” taken by a specific RSVP flow 
and not a “route” as computed by the routing algorithm. Hence 
pinning and unpinning could be considered as RSVP domain 
operations, and be completely independent of the specific QoS 
routing algorithm used. 
(ii) Path pinning and unpinning is kept “soft” by tying it to the 
existing RSVP soft state mechanism. In other words, we rely 
on existing RSVP refreshes and time-out mechanisms to detect 
the state changes that trigger pinning and unpinning of paths. In 
addition, such changes are triggered only on the basis of current 

loops. 
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RSVP state information. 
In the rest of this paper, we review how the above two rules 

translate into the conditions and processing rules for pinning and 
unpinning paths, that address the problem of loops while also 
enabling reactions to failures. Some examples that illustrate the 
operation of these rules in different configurations are also pro- 
vided. 

11. PATH MANAGEMENT (PINNING A N D  UNPINNING) 
STATE A N D  RULES 

The state of a QoS path as maintained by RSVP consists of a 
flag that is used to indicate whether the path is currently pinned 
or not. Specifically, a pinned path means that QoS routing need 
not be queried for a new path (next hop) for forwarding a PATH 
refresh. The rules for pinning and unpinning paths are as fol- 
lows: 
1. Paths get pinned during processing of PATH messages. 
2. Paths get unpinned when 

PATH-TEAR), 

change, 

ceiving a RESV message, 

(a) corresponding path states are removed (time-out or 

(b) some of the parameters received in PATH messages 

(c) a local admission control failure error is detected after re- 

(d) a PATH-ERR with a specific error code is received, or 
(e) failure notification of a local link belonging to the path is 

received. 
The above rules translate into a number of small changes 

to the existing RSVP processing rules. These changes can be 
grouped in two categories and are described next. 
(i) Modifications to RSVPIRouting interface to make use of 
QoS routing: 
Currently, RSVP acquires routing entries using its asynchronous 
query-response interface to routing [4]. Route query is of the 
form 
Route-Que y( [SrcAddress], DestAddress, NotijjJlag ) 
and Routing responds with OutInterface (or OutInterface-list in 
case of a multicast connection). 
In order for RSVP to interact with a QoS routing algorithm, 
QoSAoute-Query needs to also include (at a minimum) the 
sender-TSpec, so that it is now of the form 
Route-Quety( [SrcAddress], DestACklress, TSpec, NotibJlag) 
and again Routing responds with OutInterface (or OutInter- 
face-list in case of a multicast connection). 
Another small difference with the current interface is that the 
Notifyflag should always be set to True. This is because there 
will be no Route-Query to QoS routing in the case of pinned 
paths. Hence, it is important that a trigger be provided to unpin 
the path in case of failure. However, note that QoS routing will 
only generate an asynchronous Route-Change callback to RSVP 
in the case of the failure of a local (to the router) link currently 
used by the QoS path. 
(ii) Modifications to message processing rules in the context of 
pinninghnpinning of paths. 
- PATH message processing: When receiving thefirst PATH 

message, RSVP determines that no PATH-state exists for the 
flow. It then queries QoS routing to obtain the next hop along 
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the “best” available path. This next hop is stored as part of the 
PATH state with its pinned flag set. 
Upon receiving a PATH refresh, RSVP checks for changes in 
PATH state that are of relevance to QoS routing. In particular, 
it checks for changes in PHOP and the IP TTL value. If there 
are no changes and the current next hop is indicated as pinned, 
it will be used to forward the next PATH refresh. If the PATH 
state has changed or the current next hop is marked as unpinned, 
RSVP queries QoS routing again to obtain (and pin) a new next 
hop that is to be used when forwarding the next PATH refresh. 
Similarly, at the time when a PATH refresh is to be sent, RSVP 
checks if the current next hop is pinned or not. If it is, it is used 
to forward the PATH refresh. Otherwise, QoS routing is again 
queried to obtain (and pin) a new next hop. 
The unpinning of the path upon detecting changes in either the 
PHOP or the IP l T L  value of an incoming PATH message is 
used to infer that significant route changes have taken place. 
These state changes alert a router of possible unpinning actions 
at upstream routers or of potential looping conditions. This is 
hrther explained in Section 111-B. 
- PATH-TEAR Processing: Processing is similar to what is 

currently done. PATH and RESV states are removed. 
- RESV Processing: The only change needed is for the case 

when the resource reservation attempt fails. As currently spec- 
ified, a RESVXRR message with “admission control failure” 
error code is still sent downstream in such instances. However, 
some additional processing is needed in order to enable selection 
of a better path in case one exists. This starts with the unpinning 
of the current next hop, and then proceeds in either one of two 
ways: attempt local repair of the QoS path or not. 
In case local repair is attempted, RSVP queries again its local 
QoS routing table. If a different next hop is retumed, i.e., the 
reservation may now succeed, then local repair is attempted by 
pinning the new next hop and sending a PATH message along 
the new route. If the same next hop is retumed, then local repair 
has failed. In this case or when local repair is not attempted, the 
current next hop is then unpinned in the PATH state (but kept). 
Furthermore, a PATH-ERR message is sent upstream with a 
new QoSJathIailure Error Code and an associated Error Value 
specifjring that the type of error was “Requested QoS unavail- 
able”. As described below, the receipt of a PATH-ERR message 
with the QoS-PathJailure Error Code triggers unpinning of the 
next hop information at upstream router. This ensures that QoS 
routing will be queried at the time of the next PATH refresh, so 
that a better path, if one exists, can be identified. 
- Route-Change Notification processing: A Route-Change 

notification is triggered when QoS routing detects that a local 
link currently used by a QoS path failed. Upon receiving such 
a notification, RSVP immediately unpins the current next hop. 
As in the case of reservation failure, RSVP can then first attempt 
local repair, i.e., query QoS routing for a new next hop. If a new 
next hop is retumed by QoS routing, RSVP uses it to replace the 
previous next hop, marks it as pinned, and forwards the PATH 
message towards the new next hop. If QoS routing responds 
that no path to the destination is available or if local repair is not 
attempted, RSVP sends upstream a PATHZRR message with 
the QoS-PathJailure Error Code and an Error Value specifying 



“Link failure”. 
- PATH-ERR Processing: The only modification is, as men- 

tioned above, to recognize the new QoSYath-failure Error Code 
and unpin the associated next hop. This forces a fresh QoS route 
query during the processing of the next PATH refresh. 
- RESV-ERR Processing: There are no changes to 

RESVIRR processing. 

111. DISCUSSIONS AND EXAMPLES 

A. Impact of QoS routing on the datapath 

The use of QoS routing only affects the choice of a data path 
and not how the actual forwarding of data packet takes place. 
Nevertheless, there is an important aspect that needs to be noted. 
Specifically, while PATH messages are immediately forwarded 
onto the next hop returned by QoS routing, the same need not 
apply to data packets. This is because of the potential for tran- 
sient loops in QoS paths. Forwarding PATH messages on a QoS 
path that may contain loops has minimal impact on the routers 
and is actually useful to detect and eliminate loops (more on this 
below). However, depending on how fast loops can be resolved, 
forwarding data packets on a QoS path may be best deferred 
until the absence of a loop has been verified. 

As a result, it is proposed that modification of the packet clas- 
sifier in the forwarding loop that will result in data packets being 
sent towards the next hop specified by QoS routing, be deferred 
until the time a RESV message is received. As discussed below, 
the receipt of a RESV message also implies that loops are not 
present in the QoS path. Note that the update of classifiers at the 
time of receipt of a RESV message is consistent with when this 
is done using the current default routing. The main difference 
is that the actual flow of data packets may not start following 
the QoS path until after the classifier has been updated in the 
first node where the default and the QoS paths start differing. 
Such a scenario is illustrated in Figure 1, where the best-effort 
path between the sending host SH and the receiving host RH 
is SH ... RI-R2-R4-R5-R6 ... RH, while the QoS path is SH ... Rl- 
R2-R3-R5-R6 ... RH. In that case, data packets will not be sent 
over the QoS path until after the classifier at router R2 has been 
updated to forward them towards R3 instead of R4. 

There are some drawbacks with the above approach, e.g., 
inability to take advantage of partial reservations in some in- 
stances. For example, if the reservation fails on the link between 
R2 and R3. then the reservation in place on the link between R3 
and R5 will be of no use to the data packets from SH since they 
will not be forwarded along the path through R3. However, note 
that they will be able to benefit from the reservations on the links 
between R5 and R6 and R6 and RH since this portion of the QoS 
path coincides with the the best-effort path. 

There are a number of ways to address the above problem. 
One possibility, that may be acceptable if transient loops are 
detected and removed quickly, is to actually update classifiers 
upon receipt of a PATH message (or a certain number of PATH 
messages, when it appears that the QoS path is stable and loops 
are not present) instead of a RESV message. Another more com- 
prehensive alternative is to couple this process with the handling 
of policy information. Such a coupling is a natural step as the 
ability for users to specify how much of a partial reservation is 

acceptable to them, i.e., does one need to look for another path, 
is really a policy issue. In order to support such a coupling, 
policy data objects would have to be included in PATH, RESV, 
RESVIRR, and PATH-ERR messages, in order to enable the 
local policy control module [2] to assess the suitability of a QoS 
path. The discussion and description of such an approach is the 
subject of future work. 
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B. Handling andprevention of loops 

As mentioned before, pinning of a QoS path introduces the 
possibility of loops when nodes use inconsistent information to 
make QoS routing decisions. Therefore, it is important to detect 
such occurrence and unpin the selected QoS path (next hop), so 
that loops can eventually be eliminated once nodes have con- 
verged to consistent information. 

We now illustrate how the processing rules described earlier 
are successful at detecting and eliminating loops. Recall that a 
change in the PHOP or the IP TTL field in the received PATH 
message of a flow indicates to the router that an upstream router 
has effected a path change for the particular flow. By perform- 
ing local unpinning of the flow on seeing these changes, it is 
ensured that routing will be queried afresh to use the most cur- 
rent routing information before forwarding the PATH message. 
Additionally, as the following examples show, such unpinning 
rules help prevent pinning of looping paths. 

The first scenario below illustrates a transient looping sce- 
nario where the change in PHOP alone would be sufficient to 
detect the loop. 

In scenario 1 shown in Figure 2, we assume that R2 (and pos- 
sibly other routers along RX... RY) has routing (metrics) infor- 
mation that is not consistent with that of R1. Router RI identi- 
fied R2 as the next hop on the best QoS to RH on the basis that 
this QoS path was RI-R2-R3 ... RH. However, because of incon- 
sistent metrics information, R2 identifies RX as the next hop on 
the best QoS path to RH, so that the PATH message forwarded 
to RX eventually comes back to R2 from RY. As a result, a tem- 
porary loop is created and would remain in effect for as long as 
the next hop information remains pinned. However, because the 
PATH message arriving from RY to R2 comes with a different 
PHOP value, this triggers unpinning of the next hop information 
at R2. QoS routing is, therefore, queried anew the next time R2 
has to forward a PATH message for the flow, so that the loop is 
eventually (once the routing/metrics information at R2 becomes 
consistent with that at R1) removed. 

Note that how quickly the loop is removed depends on the 
RSVP timer values and also how they are synchronized between 
the different routers. For example, R2 may receive a PATH re- 
fresh from RY just after having received one from R1. This 
would not affect the unpinning of the next hop (RX), but means 
that RY will be kept as the PHOP for the flow, at least until the 
next refresh from RI (if the routing information at R2 is now 
consistent, PATH messages will be forwarded to R3 and not RX, 
so that RY will not receive PATH refreshes and, therefore, not 
send any itself). As a result, a RESV from RH may initially be 
forwarded to RY instead of RI. However, this will not create a 
reservation loop, since when the RESV returns to R2 from RX, 
R2 determines that RX is not the correct NHOP for the flow. 
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Fig. 1. Impact of differences between best-effort and QoS paths in the case of partial reservations. 

Fig. 2. Scenario I .  

Scenario 1 showed the case where the router which caused the 
loop was also the one where the loop closed. Scenario 2 shown 
in Figure 3 considers the case where the loop does not close at 
the router that caused it in the first place. 

Here the "correct" QoS path from SH to RH is SH .... RI-R2- 
RX-R3....RH. However, router RX has inconsistent routing in- 
formation based on which it identifies RY as the best next hop. 
This eventually creates a loop closing at R2 as RY identifies R2 
as the best next hop to RH. In this case, RX would not see any 
change in PHOP, and therefore this criterion cannot be relied 
upon to unpin the next hop state at RX. However, RX will re- 
ceive PATH messages with varying IP TTL values, and this will 
then trigger unpinning of the path so that when RX routing infor- 
mation eventually gets updated, it can then identify the correct 
next hop, namely R3. 

Clearly, any looping condition is characterized by a change in 
IP TTL and hence unpinning based on this change is sufficient to 
break loops. However, unpinning on seeing a change in PHOP 
is also a useful mechanism by which a downstream router can 
be alerted of a path change effected by an upstream router. 

C. Handling of race conditions in resources aIIocation 

The problem of race conditions, i.e., having several paths 
competing for the same resources, is intrinsic to the distributed 
nature of QoS routing decisions. This is not unique to the model 
assumed in this paper, e.g., PNNI routing in an ATM network 
faces a similar quandary, but the problem can be exacerbated 
by the potential time lag between the selection of a path and 
when reservation of resources is actually attempted, i.e., upon 
receipt of a RESV message. As a result, it is important to ensure 
that QoS routing and the associated mechanisms for establishing 
QoS paths is sufficiently flexible to handle such race conditions 
and change paths if and when required. 

In this section, we illustrate how the mechanisms described in 
this paper handle such situations in the context of a representa- 
tive example. 

Fig. 4. Competing Flows. 

Consider the topology shown in Figure 4 and assume that link 
R2-R3 can accommodate only one of the two flows at a time, 
and that the segment Rl-R2-R3-R5-R6 is pinned for both the 
flows before either RHl or RH2 has generated a RESV message. 
Next, assume that RHl is the first to generate a RESV message 
and that its reservation succeeds on the entire path. When RH2 
generates its own RESV message, its reservation will succeed at 
R6, R5, and R3, but fail at R2. Based on the processing rules 
outlined above, R2 will then unpin its next hop state in addition 
to forwarding a RESVZRR downstream. Note, that the path 
and reservation states for the flow remain intact on the down- 
stream segment. 
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If R2 attempts local repair next, it will then query QoS rout- 
ing. If the same next hop, R3, is returned, R2 determines that lo- 
cal repair has failed and sends a PATH-ERR message upstream 
with Error Code QoS-Path-failure and Error Value “Requested 
QoS unavailable”. Receipt of this PATH-ERR message then 
triggers unpinning of the next hop state at all upstream nodes, 
i.e., at RI (and SHI). This in turn will trigger querying of QoS 
routing at the time of the next PATH refresh. This ensures that if 
at some time resources become available on the path throughR4 
and this information is provided to QoS routing, then the flow 
from SH2 to RH2 will ultimately be routed over that path, i.e., 
R2 will identify R4 as its next hop for the flow. As a result, a 
PATH message will then be sent out on the interface to R4 so 
that RESV messages from R5 will eventually be forwarded to- 
wards R4, and the flows’ reservation will then likely succeed. 
A similar process would have been followed if QoS routing had 
returned R4 as the best next hop, when R2 attempted to perform 
local repair. 

Note that R2 did not issue a PATH-TEAR to R3 at the time 
of the reservation failure. There are a number of reasons for 
this. First, the path through R3 may indeed be the best one 
currently available, and any reservation that has succeeded on 
it so far should probably not be taken down (a PATH-TEAR 
would) unless the receiver itself decides so. Second, keeping the 
reservations in place also avoids the problem of having the re- 
sources on links from R5 to R6 and R6 to RH2 be taken by some 
other flows, while the flow from SH2 to RH2 is in the process of 
switching paths. Instead, the existing reservations on the down- 
stream segment R5-R6 .... RH2 will be reused, and the path and 
reservation states for the flow at R3 will time out. On the other 
hand, keeping the reservations in place may affect the outcome 
of QoS routing. This is because QoS routing typically won’t 
know, that on some links the resources actually available to the 
flow are higher than what is currently advertised. However, this 
should be mitigated by the fact that advertised resources are al- 
ways inaccurate and also because the QoS routing will always 
return the best possible path, even if it does not think that the 
necessary resources are available on it. 

Iv. SUMMARY AND EXTENSIONS 

In this paper, we have described a possible approach to pro- 
vide QoS routing while using RSVP as the signaling protocol to 
setup QoS routes. The goal was to minimize changes to RSVP 
processing rules, rely as much as possible on the existing RSVP 
soft states, and do so without limiting the benefits of QoS rout- 
ing. The approach taken relies on hop-by-hop routing decisions 

Fig. 3. Scenario 2. 
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similar to those used by the current best-effort routing. Potential 
routing loops are detected and eliminated through simple mon- 
itoring of RSVP state information. Similarly, reservation and 
link failures are handled using existing RSVP error messages 
with new error codes specifying the type of routing failure. 

It should be noted that while the approach described in this 
paper is not dependent on the use of a particular QoS rout- 
ing protocol, it has been essentially targeted at unicast routing 
and possibly multicast routing protocols such as MOSPF, where 
consistent routing decisions can be made at all nodes based on 
common global knowledge. Other multicast routing protocols 
may have additional requirements that necessitate additional or 
different processing rules. 

In the approach presented in this paper, the bulk of the re- 
sponsibility for QoS path management, i.e., pinning and unpin- 
ning of next hop information, lies with RSVP. This was moti- 
vated in part by the need to couple path management with the 
RSVP soft state management, and by the close relation to exist- 
ing RSVP processing rules. However, it can be argued that the 
path management functionality belongs to routing rather than 
RSVP. Such h c t i o n  placement can be realized by broadening 
the RSVP-Routing interface and at some increased cost of repli- 
cating some of the RSVP information in routing. Extending 
RSVP to carry opaque routing objects can also simplify some 
of the QoS path management issues as it would facilitate reser- 
vation set up along explicit routes. We are currently exploring 
these extensions. 
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