
Implementation and Performance Measurementsof QoS Routing Extensions to OSPFGeorge ApostolopoulosComputer Science DepartmentUniversity of MarylandCollege Park, MD 20742 Roch Gu�erin, Sanjay KamatIBM T. J. WatsonResearch CenterYorktown Heights, NY 10598AbstractIn this paper, we report on an implementation of QoS routing extensions to the OSPFprotocol, and on various performance measurements made on the basis of this implementationto assess the cost and feasibility of QoS routing in IP networks. The results provide insightinto the respective weights of the two major components of QoS routing costs, processing costand protocol overhead. More important, they establish strong empirical evidence that the costof QoS routing is well within the limits of modern processors. Furthermore, we also �nd thatalthough support for QoS routing does increase the amount of protocol tra�c, it still remains aminute fraction of the bandwidth of most links. The paper also explores the sensitivity of our�ndings to variations in network size and topology, by combining the information obtained fromthe implementation to results generated by means of simulations. This provides a comprehensiveinvestigation of the operational costs of QoS routing.1 IntroductionBecause of its potential bene�ts, Quality of Service (QoS) routing has recently received substantialattention in the context of its possible use in an integrated services IP network. QoS routing is theprocess of selecting the path to be used by the packets of a 
ow based on its QoS requirements,e.g., bandwidth or delay. Several recent research results [1, 2, 3, 4, 5] have pointed out the potentialof QoS routing for improving network utilization and the service levels provided to requests withQoS requirements. The improvement to the service received by users is in the form of an increasedlikelihood of �nding a path that meets their QoS requirements. Conversely, the improvement tonetwork e�ciency is usually in terms of increase in revenue, where revenue is typically a functionof the number of 
ows or the amount of bandwidth carried by the network.Despite these bene�ts, there remains much uncertainty regarding the value and feasibility ofimplementing QoS routing protocols in IP networks. This is primarily because of the additionalcosts that support for QoS routing entails. These added costs have two major components: compu-tational cost and protocol overhead. The former is due to the more sophisticated and more frequentpath selection computations, while the latter is caused by the need to distribute updates on thestate of network resources that are of relevance to path selection, e.g., available link bandwidth.Such updates translate into additional network tra�c and processing, in particular in the case oflink state protocols, on which most of the QoS routing proposals currently being put forward arebased, e.g., see [6] for an overview. In such a context, it is important to properly assess the mag-nitude of these costs, so that the weight of the associated bene�ts can be better evaluated. Suchan assessment should strive to both understand fundamental cost components, and provide insightinto actual implementations and the trade-o�s they involve.1



Several recent works have aimed at shedding some light into the costs inherent to QoS routing.In particular, di�erent variations of path pre-computation [7, 8, 9, 10] and path caching [11, 12]have been investigated to explore the possibility of reducing the processing cost of QoS path com-putation. Similarly, a variety of link cost metrics and update triggering techniques [13, 14] or pathselection techniques [14] have been proposed to lower the protocol overhead of QoS routing withoutsigni�cantly a�ecting its ability to compute e�cient paths. However, these works rely primarily onsimulations, and as a result are not able to fully capture some of the more implementation speci�cissues associated with QoS routing. Even the very detailed cost models used in [12, 14, 15], are notsu�cient to precisely characterize the processing load that a real QoS capable router will have tosupport. Therefore, despite the greater insight into the cost and bene�ts trade-o� of QoS routing,its feasibility in IP networks remains a question mark, and resolving it requires additional evidencethat only a real implementation can provide.As a result, the goal of this paper is to �ll this gap by providing a detailed report and assessmentof a complete implementation of a QoS routing protocol for IP networks. Speci�cally, we implementa QoS routing algorithm based on extensions to a popular implementation of the Open ShortestPath First (OSPF) [16] routing protocol under the gated [17] environment. In addition to describingthe design of these extensions and their implementation, we also evaluate their performance underseveral scenarios. This provides valuable insight into the overall implementation complexity of QoSrouting, and the behavior of several of its components. In particular, using this implementation weobtain realistic estimates for the cost of various QoS routing operations such as path computation,link state advertisements generation and reception, and compare the cost of our QoS enhancedversion of OSPF to that of the standard OSPF protocol. Finally, the paper also attempts tocombine simulation data and the �ndings based on our implementation, in order to emulate theoperation of a router that is part of a large QoS enabled network and get some insight into theamount of load that an \o�-the-shelf", gated based QoS router can handle.This paper is organized as follows: In Section 2, we present background information on OSPF,the QoS extensions we added, and the gated program, which is the base of our implementation.Section 3 gives an overview of our implementation and how we have added our QoS extensions to thegated base, while Section 4 reports on performance measurements for our implementation. Section5 summarizes the �ndings of the paper and identi�es a number of extensions and enhancements,which we are currently pursuing.2 Background2.1 Link State Routing and OSPFThe Open Shortest Path First (OSPF) [16] is a well established and widely deployed link staterouting protocol that has been an Internet standard for some time. An important characteristic oflink state routing protocols is that each router maintains the full topology of the network in a linkstate database, which can be relatively easily augmented to include QoS related link metrics. Thedatabase is constructed and updated by means of link state advertisements, that are generated byeach router and propagated to all other routers using reliable 
ooding. This 
ooding is controlled byhaving neighboring routers form a logical link between them called an adjacency, so that informationis 
ooded only between adjacent routers. Again, link state advertisements can themselves beextended to carry QoS information (see [18]).The OSPF standard speci�es that routers implementing the protocol run shortest path Dijkstra2



computation on their local link state database, and determine the shortest path to all other vertices1in the network. Vertices in the OSPF topology can correspond to routers, transit networks, or stubnetworks. The shortest path computation performed by each router creates what is known as theSPF (shortest path �rst) tree. As part of the SPF tree computation, the next hop information foreach destination is also derived and used to construct the corresponding routing table entry, i.e.,identify where packets are to be sent next based on their destination. OSPF allows multiple equalcost paths to a destination to support load balancing.In order to handle the scalability problems associated with both 
ooding and maintaining acomplete network link state database, OSPF allows for a two level hierarchy within the routingdomain. The routing domain (also called an Autonomous System or AS) can be split into mul-tiple areas which are all interconnected (either physically or logically via virtual links) through aspecial backbone area. The use of areas reduces the routing protocol tra�c and the size of the linkstate database maintained at each router, since each router needs to maintain a detailed topologydatabase of only the area to which it belongs and the summarized list of reachable destinationswithin other areas.Originally, OSPF speci�cation allowed for Type of Service (TOS) based routing in order tosupport the �ve di�erent Types of Service (viz., normal, minimum cost, maximum reliability,maximum throughput, and minimum delay) that were speci�ed for IP datagrams. OSPF enabledTOS-based routing by allowing routers to advertise independent cost metrics for di�erent servicetypes and specifying that routers compute a di�erent SPF tree for each type of service. In spite ofthis provision, there weren't multiple interoperable OSPF implementations supporting this feature.Neither were there host applications requesting speci�c TOS in IP datagrams. The semantics ofthe TOS byte in IP datagrams is being revised by the IETF and lack of deployment experiencecaused dropping of the TOS-based routing requirement from the OSPF speci�cation.However, in order to avoid potential backward compatibility problems, not all TOS features havebeen dropped from OSPF. Routers can indicate their TOS capability during adjacency formationand advertise TOS speci�c metrics in their link state advertisements although how such metricsare to be used for route computation is left unspeci�ed. This has provided an opportunity toexperiment with QoS routing as an extension of the TOS features provided by standard OSPF.There are several other aspects of the OSPF protocol, that are of importance to the QoS extensionswe implemented and report on in this paper. In the rest of this section, we review the major onesand attempt to highlight aspects of relevance to QoS extensions.One aspect of particular signi�cance is the 
ooding mechanism as it has a direct bearing onthe amount of routing protocol tra�c, especially when additional QoS information needs to bedistributed. The standard OSPF protocol tra�c consists of several types of packets, and theinterested reader is referred to [16] for details. Here, we brie
y review those of most signi�cance inthe context of our implementation of QoS extensions to OSPF. Link State Update packets containinformation about changes in the topology, and are used to carry multiple link state advertisements(LSA). As their name indicates, Link State Acknowledgment packets are used to acknowledge receiptof link state advertisements. Finally Database Description and Link State Request packets are usedto synchronize the link state databases of neighboring routers when they form an adjacency.There are also several types of link state advertisements (again, see [16] for details), with routerand network link advertisements being the most relevant ones to our QoS extensions. Router LSAscontain information about a router and all its incident interfaces, while network LSAs describe theset of routers attached to a given network. As mentioned before, multiple LSAs can be includedin a given link state update packet. Link state advertisement are either generated periodically1Throughout this paper we use interchangeably the terms vertex and node.3



or are triggered by topology changes such as link failures or recoveries. In the context of ourQoS extensions, they will also be triggered by \signi�cant" changes in the metrics, e.g., availablebandwidth, of any of the links. Note that because a router LSA advertises the current state of alllinks on the router, a change in the state of a single link results in the state of all links being updated.We preserved this characteristic in our implementation of update extensions for QoS metrics. Onreceipt of an LSA, the receiving router acknowledges the LSA with a link state acknowledgmentpacket. Multiple LSAs can be acknowledged in a singe link state acknowledgment packet.The OSPF standard mandates a variety of constants that control the frequency of the operationsrelated to the 
ooding of LSAs. Several of them are of particular relevance to the QoS extensionswe consider. In particular, the constant MinLSInterval speci�es the minimum time between anytwo consecutive originations of a given LSA by a router. The default value of MinLSInterval is 5seconds. This parameter is important in the context of QoS extensions, as it limits the frequencyat which changes in link state can be advertised. QoS metrics being more variable than linkstatus, LSAs aimed at updating QoS metrics are likely to be more frequent, and their processingcould then be a�ected (see [14] for an extensive discussion on how to limit the frequency of QoSupdates, and the associated impact on the performance of QoS routing). Another similar constantisMinLSArrival, which limits the frequency at which new instances of a given LSA can be accepted.If two consecutive instances of an LSA are less thanMinLSArrival apart, the second is not processedand simply discarded. This constant was added in the last version of OSPF because of problemscaused by too frequent retransmissions in some con�gurations. Its default value has been set to 1second.Besides LSAs triggered by state changes, a router also periodically generates LSAs with fre-quency LSRefreshTime, which has a default value of 30 minutes. Finally, recall that OSPF protocolmessages are sent as raw IP datagrams and reliability is implemented within OSPF through ac-knowledgements and retransmissions. The time between LSA retransmissions is determined byRxmtInterval, which has a default value of 5 seconds, but needs to be set to well over the round-trip time between neighboring routers. RxmtInterval can be set on a per interface basis, while allother constants are common to all interfaces.As mentioned earlier, of the above constants, MinLSArrival and MinLSInterval are the onesmost likely to interfere with the more frequent updates associated with QoS metrics. Avoidingsuch problems without weakening the protection provided by these two constants, is one of theissues that needs to be addressed when implementing support for QoS extensions. In the nextsub-section, we describe more precisely the nature of these extensions. In particular, we outline themodi�ed path selection used to compute QoS routes, and identify the modi�cations made to LSAsto support advertisement of QoS metrics.2.2 OSPF Extensions for QoS SupportOur implementation is based on the approach described in [18], which is similar to several otherproposals [7, 10] for supporting QoS routing. It is limited to handling requests with bandwidth re-quirements, and as a result link bandwidth is the only metrics extension that has been implemented.[18] identi�es several possible variations for QoS routing extensions, that include on-demand com-putation and pre-computation of QoS routes as well as both explicit and hop-by-hop routing modes.Our implementation performs path pre-computation and is based on a hop-by-hop routing mode.We chose to implement path pre-computation because of its potentially signi�cant gains in terms ofprocessing load, e.g., see [15]. Similarly, we opted for a hop-by-hop routing mode, simply because itcan be accommodated without major changes to RSVP [19], the signaling protocol that we assumeis used to request QoS guarantees, e.g., see [20]. 4



Our implementation computes QoS paths using the widest-shortest path selection criteriondescribed in [18]. At a router, the algorithm pre-computes paths from the router (the source vertexs) to all destinations in the network. For each destination, the algorithm computes paths of allpossible bandwidth values, and uses them to build a QoS routing table which is kept separate fromthe standard OSPF routing table (more on this later). Speci�cally, for a destination vertex d, thealgorithm generates the set Sd =< S1d ; S2d; : : : ; Snd >. This set further consists of an ordered list ofsets, where the set Shd contains all paths from s to d with hop count h and the maximum bandwidthachievable for that hop count. In cases when an increase in hop count from h to h + 1 does notimprove the available bandwidth, the set Sh+1d is currently2 omitted. In other words, the set Sdmaintains candidate paths in increasing order of hop count and available bandwidth.The QoS routing table generated by the algorithm can then be conceptually viewed as a matrix,with each row associated with a particular destination (entry in the IP routing table), and eachcolumn giving the amount of bandwidth available for a given hop count. Each entry (row-columnintersection) in the table contains, in addition to the available bandwidth and the hop count,information identifying the next hop on the path(s) to the destination3. Note that an entry in theQoS routing table can contain more than one next hop in cases when several paths exist for a givenhop count and available bandwidth.The information in the QoS routing table is used to identify paths capable of satisfying the band-width requirements of new requests. This is accomplished by comparing the amount of bandwidthrequested by a new 
ow to the available bandwidth in successive entries in the row associated withthe 
ow's destination. The search stops at the �rst entry with an available bandwidth larger thanthe requested value, at which point the corresponding next hop is returned and used to determinewhere to forward the request next (see [20] for details). If there is more than one next hop, oneof them must be chosen. A possible selection criterion is to choose the path at random based onthe available bandwidth on the associated local interface. That is, the probability pi of forwardingthe request to next hop ni reachable through interface i with local available bandwidth Bi, is setto pi = Bi=PNj=1Bj , where N is the number of possible next hops in the routing table entry. Thisis the approach used in our implementation as it favors local load balancing. However, it shouldbe noted that this method ignores potential sharing of subsequent links between paths, and hencemay have limited e�ectiveness in certain topologies. While other more sophisticated methods arepossible, in the current implementation, we chose to focus on the above simple method.In addition to the changes required to both the routing table and the path computation, theOSPF protocol and code also needs to be modi�ed to support the propagation of appropriatelyextended link state advertisements. In particular, information about available bandwidth needs tobe added to the link state database and updated through link state advertisements. The format ofLSAs is, therefore, extended to carry available bandwidth information. This information is encodedusing a new TOS �eld. The OSPF speci�cation allows a variable number of TOS-metrics to becontained in an LSA. However, only 16 bits are available to advertise the value of the metric. While16 bits are su�cient for advertising link costs for best-e�ort routing, advertising bandwidth valuesfor links ranging from few kilobits per second to many terabits per second requires more carefulencoding. One such encoding scheme is described in [18] and was used in our implementation.The proposal of [18] does not specify a number of details such as the mechanisms for triggeringupdates or guidelines on how often to pre-compute paths. These issues were investigated through2We have experimented with a number of variations on the path selection algorithm, that relax the hop countcriterion, e.g., keeping paths with higher hop count but the same bandwidth, but they are not incorporated in thecurrent implementation.3As described in [18] this can easily be extended to also provide the information needed to construct a completeexplicit route. 5



simulation in several other works [14, 15], and a number of design choices in the implementation wereport on in this paper are based on the �ndings of those works. However, before we proceed withthis discussion, we brie
y review some of the basic aspects of gated on which our implementationis based.2.3 Gate Daemon (gated)gated [17] is a popular, public domain4 program that provides a platform for implementing routingprotocols on hosts running the Unix operating system. The distribution of the gated software alsoincludes implementations of many popular routing protocols, including the OSPF protocol. Thegated environment o�ers a variety of services useful for implementing a routing protocol. Theseservices also facilitated implementation of some of the extensions that were required to supportQoS routing. These gated services include:� Support for creation and management of timers� Memory management� A simple scheduling mechanism� Interfaces for manipulating the host's routing table and accessing the network� Route management (e.g., route prioritization and route exchange between protocols)All gated processing is done within a single Unix process, and routing protocols are implementedas one or several tasks. A gated task is a collection of code associated with a Unix socket. Thesocket is used for the input and output of the task. gated's main loop consists, among otheroperations, of a select() call over all task sockets to determine if any read/write or error conditionsoccurred in any of them. Appropriate handlers for a variety of conditions are registered at taskcreation time and are invoked by gated's main loop. In addition, the main loop also schedules theexecution of expired timers and lower priority computations called jobs. It should be noted thatthe scheduling mechanisms of gated are low precision, and timers have a maximum resolution of 1second. Furthermore, scheduling is non-preemptive and operations run to completion. The lattermakes it particularly important to ensure that all tasks complete reasonably quickly. This needsto be taken into consideration when choosing a path selection algorithm for QoS routing.As an example, OSPF is implemented as a single task, associated with a single raw Unix socket.Arriving OSPF packets are processed by dispatching the packet reception handler registered bythe OSPF task. Periodic processing such as generation of link state updates is handled withtimers while longer processing such as SPF computations are scheduled as jobs. Currently, most ofour extensions to support QoS routing have been implemented using timers. These include bothgeneration of LSAs to update QoS metrics, and re-computation of the QoS routing table. This isprimarily because we are relying on periodic triggers for both these tasks (see [14] for motivationsand evidence supporting these choices).gated maintains a single routing table that contains routes discovered by all the active routingprotocols. Multiple routes to the same destination are prioritized according to a set of rules andadministrative preferences and only a single route is active per destination. These routes are peri-odically downloaded in the host's kernel forwarding table. Our QoS routing table is maintained as aseparate table, primarily to avoid con
icts created by prioritization and because of our requirementto keep multiple entries for a given destination as a function of hop count and bandwidth.4Access to some of the more recent versions of the gated is restricted to the GateD consortium members.6



Finally, the OSPF link state database is implemented using a radix tree, for fast access to aparticular link state record. In addition, link state records for neighboring network elements (suchas adjacent routers) are linked together at the database level with pointers. This makes traversalof the link state database during the shortest path computation easy and e�cient, avoiding theneed for full database lookups for locating link state records of neighboring network elements. Wetake advantage of these structures during the computation of the QoS routing table.3 Implementing the QoS Extensions of OSPF3.1 Design Objectives and LimitationsOne of our major design objectives was to gain substantial experience with a functionally completeQoS routing implementation while containing the overall implementation complexity. Thus, ourarchitecture was modular and aimed at reusing the existing OSPF code with only minimal changes.QoS extensions were localized to speci�c modules and their interaction with existing OSPF codewas kept to a minimum. Besides reducing the development and testing e�ort this approach alsofacilitated experimentation with di�erent alternatives for implementing the QoS speci�c featuressuch as triggering policies for link state updates and QoS route table computation.Several of the design choices were also in
uenced by our assumptions regarding the core func-tionalities that an early prototype implementation of QoS routing must demonstrate. Some of theimportant assumptions are:� Support for only hop-by-hop routing. This a�ected the path structure in the QoS routingtable as it only needs to store next hop information. As mentioned earlier, the structure canbe easily extended to allow construction of explicit routes, but this is currently not supported.� Support for path pre-computation. This required the creation of a separate QoS routing tableand its associated path structure, and was motivated by the need to minimize processingoverhead.� Full integration of the QoS extensions into the gated framework, including con�gurationsupport, error logging, etc. This was required to ensure a fully functional implementation,that could be used by others.� Modularity to allow experimentation with di�erent approaches, e.g., use of di�erent updateand pre-computation triggering policies with support for selection and parameterization ofthese policies from the gated con�guration �le.� Decoupling from local tra�c and resource management components, i.e., packet classi�ersand schedulers and local call admission. This is supported by providing an API between QoSrouting and the local tra�c management module, that hides all internal details or mechanisms.Future implementations will be able to specify their own mechanisms for this module.� Interface to RSVP. The implementation assumes that RSVP [19] is the mechanism used torequest routes with speci�c QoS requirements. Such requests are communicated through aninterface based on [21], and the RSVP code used was the one created by ISI, version 4.2a2[22].In addition, our implementation also relies on several of the simplifying assumptions made in[18], namely 7



� The scope of QoS route computation is currently limited to a single area.� All routers within the area are assumed to run a QoS enabled version of OSPF, i.e., inter-operability with non-QoS aware versions of the OSPF protocol is not considered.� All interfaces on a router are assumed to be QoS capable.3.2 ArchitectureThe above design decisions and assumptions resulted in the architecture shown in Figure 1. Itconsists of three major components: The signaling component (RSVP in our case); the QoS routingcomponent; and the tra�c manager. In the rest of this paper we concentrate on the structure andoperation of the QoS routing component. As can be seen in Figure 1, the QoS routing extensionsare further divided into the following modules:� Update trigger module determines when to advertise local link state updates.� Pre-computation trigger module determines when to perform QoS path pre-computation.� Path pre-computation module computes the QoS routing table based on the QoS speci�clink state information.� Path selection and management module selects a path for a request with particularQoS requirements, and manages it once selected, i.e., reacts to link or reservation failures.� QoS routing table module implements the QoS speci�c routing table, which is maintainedindependently of the other gated routing table.� Tspec mapping module maps request requirements expressed in the form of RSVP Tspecsand Rspecs into the bandwidth requirements that QoS routing uses.In the rest of this section, we outline the main functions of each of these modules.3.3 QoS Routing Table and Path Pre-Computation ModulesQoS paths are pre-computed and stored in the QoS routing table as outlined in Section 2.2. How-ever, instead of the \conceptual" matrix format described in that section, each row of the QoSrouting table consists of a path structure in the form of a linked list. Each entry in the list corre-sponds to a di�erent hop count and bandwidth value, arranged in increasing order, i.e., an entry fora given hop count is created only if it has a larger bandwidth than previous entries with a smallerhop count. This avoids having to allocate memory for entries associated with hop count values thatdo not correspond to an increase in bandwidth. In addition to the hop count and bandwidth infor-mation, each entry in the list also contains a linked list of next hops associated with the di�erentpaths available with the same hop count and bandwidth value. As mentioned earlier, this is usedfor load balancing between equal cost paths.Besides the linked list structure of each row of the QoS routing table, another important aspectis the means for accessing the row associated with a path request to a given destination. Speci�cally,a path request speci�es a destination address and a bandwidth requirement, and the �rst step inidentifying a suitable path is to retrieve the path structure associated with the vertex throughwhich the destination is reachable. Such a vertex can be a transit network, a stub network, orthe destination host itself. Identifying this vertex is accomplished by reusing the same radix tree8
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state database entities (vertices) that are being expanded by the Bellman-Ford algorithm withthe corresponding path structures that contain the paths discovered so far for this vertex. Thiscan be accomplished by using the radix tree of the QoS routing table to search for the addresscontained in the LSA associated with the vertex being expanded (router id's in the case of a routerLSA, and network id's in the case of a network LSA). This provides a general, albeit ine�cientsolution, as it requires a full lookup in the radix tree each time a vertex is expanded in the Bellman-Ford computation. In order to avoid such a penalty in our implementation, we added a pointerdirectly to the path structure inside the vertex structure in the link state database. This requireda small additional modi�cation to the existing vertex structure, which had to be modi�ed anyhowto support the QoS extensions.When the Bellman-Ford computation is instantiated, it proceeds from the source vertex andexpands vertices as the hop count increases. When a vertex is expanded, the pointer in the vertexstructure that points to the vertex path structure is examined. A null value for this pointer is anindication that this is the �rst time the vertex is being visited. As a result, this triggers both theinsertion of the vertex in the radix tree of the QoS routing table and the creation of an initial pathstructure for this vertex. At this time, the pointer in the vertex structure is updated to point tothe newly created path structure for the vertex. In addition, the ttsi �eld in the new (leaf) nodeinserted in the radix tree with this vertex as destination, is also updated to point to the same pathstructure. Both pointers are then available for the rest of the path pre-computation phase, andprovide immediate access to the existing path structure of any vertex being expanded. Anotherpointer back to the vertex is also added in the path structure itself, in order to allow decoupling thepath structure from the vertex structure, and facilitate porting of the QoS speci�c extensions toother OSPF implementations. Its main bene�t is that it decouples the path structures and the pathcomputation from the exact format used in the link state database. An overview of the resultingQoS routing table structure is shown in Figure 2.The last issue of signi�cance in the construction of the QoS routing table, is allocation andde-allocation of memory. Currently, when a new QoS routing table is to be computed, boththe radix tree and the path structures are freed. This is accomplished by traversing the radixtree in-order, and de-allocating each node in the tree along with any path structure that maybe pointed to by the ttsi �eld of the leaf node. This full de-allocation of the QoS routing table ispotentially wasteful, especially since memory allocation and de-allocation is an expensive operation.Furthermore, because path pre-computations are typically not triggered by changes in topology,the set of destinations will usually remain the same and correspond to an unchanged radix tree. Anatural optimization would then be to de-allocate only the path structures and maintain the radixtree. A further enhancement would be to maintain the path structures as well, and attempt toincrementally update them only when required because of a di�erent number of paths with distincthop counts and bandwidth values. However, despite the potential gains, these optimizations havenot been included in our initial implementation. The main reason is that they involve subtleand numerous complexities to ensure the integrity of the overall data structure at all times, e.g.,correctly remove failed destinations from the radix tree and update the tree accordingly.3.4 Update and Pre-computation Trigger ModulesThe update trigger module determines when a router 
oods a new LSA to advertise changes in itslink metrics. The pre-computation module is responsible for initiating the computation of a newQoS routing table. In order to allow for experimentation, these two modules support a number ofoptions that can be con�gured in the implementation.The update trigger module implements: 10
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ag. The 
ag is set when the timer is started and reset when thetimer expires. By inspecting the 
ag the module can then determine if the clamp down timerhas expired or not. b) Timers for periodic operation. These are simple timers coupled to theappropriate timer expiration handler. 11



� Be noti�ed when a local link changes status (up/down). This is accomplished through a smalladdition to the the OSPF code that handles interface status changes.Ideally, the operation of the above two modules should be transparent to the existing OSPFmechanisms for managing both path computation and update triggering. While this is easy toaccomplish for the path computation component as it operates independently of the regular OSPFpath computation, it is harder for update triggering. As was alluded to in the previous section, thisis because the regular OSPF update triggering rules can interfere with the triggering policy imple-mented by the update triggering module. Speci�cally, the periodic (RxmtInterval) and own clampdown timers (MinLSInterval and MinLSArrival) of OSPF may need to be disabled or bypassed inorder to avoid interfering with the generation of QoS LSAs. One option is to disable the existingOSPF clamp-down mechanisms in the case of QoS related LSAs. However, it remains necessaryto implement a similar mechanism to ensure stability of the protocol during periods of overload.As a result, we opted for the simple approach of decreasing the value of MinLSInterval to allowmore frequent QoS updates. Note that since the current resolution of gated timers is in seconds,one second is the smallest possible value we can specify, and it is the one we currently use in theimplementation. If in some situations, a smaller value is required, modi�cations to the Gated timercode will be needed to allow for a �ner resolution.In addition to the above issue, it is also important to inform the QoS update triggering moduleof any standard LSA generated by OSPF as this a�ects its book-keeping regarding the last availablebandwidth values advertised. This is achieved by implementing the update triggering module sothat all LSAs sent by the OSPF protocol are trapped and routed through it. As a result, the updatetriggering now \sees" all LSAs and can, therefore, control which ones to block, if any, e.g., the OSPForiginated periodic updates. For simplicity and given that periodic OSPF updates are originatedinfrequently (the lifetime of a database entry is 1,800 seconds), the current implementation allowsall updates originated by OSPF. Changes in the status of a local interface could be inferred from theassociated LSA generated by OSPF, but again for simplicity we opted for an explicit noti�cationof the update triggering module. Note that the pre-computation trigger module does not relyon such an explicit noti�cation mechanism, as it learns about changes in link status from thecomponent responsible for processing incoming LSAs (an LSA is also used to re
ect any changeof status of a local link in the link state database). This decoupling from local state informationalso extends to link metrics. In particular, computation of the QoS routing table is done usingthe metrics information available in the link state database, even for local links for which moreaccurate metrics information could be obtained. This is important to minimize inconsistencies inthe QoS routing tables computed at di�erent routers.Another existing OSPF mechanism that has the potential to interfere with the extensions neededfor QoS routing, is the support for delayed acknowledgments that allows aggregation of acknowl-edgments for multiple LSAs. Because updates of QoS metrics are likely to increase the amountupdate tra�c, this could cause over
ows in the retransmission queues of the sender. Unfortunately,it is di�cult to accurately characterize the transmission patterns of LSAs corresponding to QoSupdates, so that determining an appropriate value for delaying acknowledgment is also di�cult. Inaddition, the current default value is fairly large (about 20 seconds), which would interfere withQoS updates except maybe when using a periodic trigger mechanism with a large trigger (greaterthan 20 seconds). As a result, since achieving a meaningful level of aggregation for acknowledg-ments appears to require a delay value that will most certainly interfere with QoS updates, we chosein our current implementation to bypass this mechanism altogether and immediately acknowledgeLSAs received from neighboring routers.Another approach which we considered but did not implement at this point, was to make QoS12



LSAs unreliable, i.e., eliminate their acknowledgments, so as to avoid any potential interference.Making QoS LSAs unreliable would be a reasonable design choice because of their more frequenttransmission, but more important because the loss of a QoS LSA will not interfere with the baseoperation of OSPF, and only reduce the quality of paths discovered by QoS routing. We plan onimplementing and experimenting with such an option in the future.Finally, it should be noted that the above discussion has focused on existing OSPF mechanismsthat have the potential to interfere with the operation of the extensions needed for QoS routing.An equally and even more important aspect, is to ensure that QoS extensions do not interfere withthe proper operation of the base OSPF protocol itself. One such instance is the impact of QoSLSAs on the standard SPF computation. Because such LSAs do not correspond to changes in linkstatus, a new SPF computation is typically not required and should, therefore be avoided. Ourimplementation addresses this issue through the use of a 
ag that identi�es QoS LSAs and is usedto bypass the SPF computation.3.5 Path Selection and Management ModuleThis module has two parts, of which only the path selection part has been implemented. Pathselection is responsible for handling incoming requests for QoS routes, e.g., triggered by the receiptof an RSVP PATH message. This is done by �rst using the destination information provided in therequest, to search through the radix tree of the QoS routing table. This search identi�es the pathstructure associated with the destination. Recall that the path structure for a destination consistsof a list of next hops corresponding to longer, but higher bandwidth paths to the destination.Once the appropriate path structure has been identi�ed, it is scanned until the minimum hop pathwith an available bandwidth larger than or equal to the amount requested is found. The next hopinformation, i.e., the associated interface, or one of the next hops if more than one is present, isthen returned and used to forward the request onward. When more than one next hop is present,one is selected at random with probability proportional to the amount of available bandwidth onthe interface as discussed in Section 2.2. If the search of the path structure terminates without�nding a path with su�cient bandwidth, we currently return (one of) the widest available paths(i.e., the corresponding next hop) to the destination, i.e., we do not perform call admission at thetime of path selection.Once a path has been identi�ed, a corresponding entry is created in a 
ow table, and is associatedwith the request. The management of this entry in the presence of path or reservation failures (see[20] for details) is the responsibility of the path management part of the module. However, thislast feature is not yet supported in the current implementation.3.6 Tspec Mapping ModuleThis module simply extracts information from the RSVP Tspec that describes the QoS requirementsof a request, and maps it to the QoS model supported by the system, i.e., bandwidth. Currently,we support only a simple mapping where the token rate of the request is used as the bandwidthrequirement of the request. Other more sophisticated mappings can be added later without a�ectingthe rest of the system. The integrated services data structures are the same ones used by the ISIRSVP, version 4.2a2. 13



4 Performance Evaluation4.1 MethodologyIn this section, we attempt to evaluate the cost of QoS routing, when using our implementation.As discussed in the introduction, we assume that compared to regular Best-E�ort routing, QoSrouting has bene�ts for the network and the user, and the primary issue is the potentially greatercost of QoS routing. Consequently, we do not discuss routing performance issues or compare routingperformance of QoS and non-QoS routing (see [14] for such a discussion), and concentrate insteadon implementation cost comparisons. We explore three di�erent dimensions in our comparisons:a) processing cost, b) message generation and reception cost, and c) memory requirements. Forprocessing cost, we further subdivide it into path pre-computation and path selection costs.The most comprehensive and accurate method for measuring the cost of QoS routing is toconstruct a real network with routers running our implementation, and observe and measure theiroperational performance. Unfortunately, this approach is not practical for any non-trivial sizenetwork due to the high cost of building a real large scale network. As a result, we investigatemeasurement methods that are accurate without requiring a large equipment investment. The �rststep in that direction is to notice that most of the above costs can be measured individually or asstand-alone operations. For example, the time needed for a single path pre-computation, or thesize of the QoS routing table can be estimated based on a single router, whose link state topologydatabase has been populated using some external mechanism. The same holds for measuring thetime it takes to select a path. Even the cost of receiving or originating LSAs can be measuredreasonably accurately by using only two routers after they form an adjacency and start exchangingLSAs. Thus, it is possible, with a minimum amount of equipment, to obtain good atomic esti-mates of the cost of all individual operations of interest. We refer to this type of performancemeasurements as \stand-alone" evaluation mode.Stand-alone performance results alone are, however, not su�cient to provide a complete assess-ment of the impact of QoS routing on a router's operation. This is because, while this accuratelyestimates the intrinsic cost of QoS related operations, it does not fully capture the many dependen-cies and interactions that take place in a real operational environment. These a�ect performance,if only because they determine the frequency and timing of many of those operations, and theseparameters are di�cult to estimate without a full scale network environment. In order to addressthis shortcoming of the stand-alone measurement mode, we propose to combine its results withsimulations that we use to create the appearance of a large network.Speci�cally, we de�ne a simulation environment that allows us to specify an operational net-work with the following parameters: a) network topology, b) tra�c characteristics such as size ofrequests, arrival rates and distribution of request sources and destinations, and c) choice of pathpre-computation and link state update generation trigger policies in the routers. Each of the aboveparameters is \tuned" based on our previous experience with this simulation environment, so as tocorrespond to representative and realistic operational conditions. Once a given set of parametershas been �xed, we select one of the simulated routers as a \test-node" and use it to obtain anestimate of the operational behavior of a QoS routing enabled router in the simulated network.This is accomplished as follows:While performing a simulation run, we generate a log that contains the time at which each ofthe following operations occurred at the test node: a) generation of an LSA, b) reception of anLSA, c) initiation of path pre-computation and, d) initiation of path selection. The informationgathered in the simulation logs is then used to derive operational costs of the test-node routerusing either one of the following two methods. The �rst method uses the individual operations14



costs derived from the stand-alone experiment to compute a cumulative cost at the test-node. Thiscumulative cost is obtained by adding individual costs based on the simulation log that identi�es allthe di�erent operations performed by the router. The cumulative cost can then be divided by thetotal simulation time to yield an estimate of the router load. The second method uses the timingand operation information contained in the simulation log to drive a real router and observe itsbehavior. This is actually accomplished using two routers. One used to generate LSAs accordingto information in the simulation log on reception of LSAs. The second is our test router, and isused to perform all the other operations speci�ed in the test log. The load on this test router isthen measured and used to provide another estimate of the impact of QoS routing. Each methodprovides a di�erent estimate of performance costs, and as a result allows us to cross-validate results.In particular, the �rst method allows us to estimate the number of operations performed as variousparameters such as network size, tra�c load, etc., vary, but it assumes an additive relation betweenthem and the growth of operational costs. On the other hand, the second method focuses oncapturing possible interactions that can take place within a router as the processing load triggeredby external events varies.Before we proceed with our performance evaluation, it is important to point out that thesimulation based method we just described remains an approximation, albeit a reasonable one.First, the simulator (a modi�ed version of MaRS [23] built for previous works) used to derive theoperations and timing logs, does not exactly mimic the behavior of the OSPF protocol. The maindi�erence is that OSPF implements two types of LSAs, router and network LSAs, and the simulatorassumes that only router LSAs are sent. However, while handling of router and network LSAs dodi�er, the impact of ignoring network LSAs should be minimal as updates of link bandwidthinformation are provided only through router LSAs. Such LSAs represent, therefore, the bulk ofLSAs when operating a QoS routing enabled domain, with network LSAs being originated only incase of topology changes which we anyhow do not consider in our simulation.Another discrepancy between the simulator and the real implementation, is the minimum spac-ing of 1 second we impose between the transmission of two consecutive LSAs. This constraint forcesthe queuing of updates generated at a faster rate, so that they are properly spaced before beingsent to a neighboring router. This a�ects the arrival patterns of LSAs and is also likely to cause thecombination of multiple LSAs into a single OSPF network packet, which lowers their transmissionoverhead. These e�ects are not captured in the simulator, which does not impose any minimumspacing between consecutive LSAs, and further assumes that each LSA is transmitted in its ownOSPF packet. This can lead to slightly larger estimates for operational costs since the reception ofmultiple individual LSAs is likely to be more expensive than the reception of a single OSPF packetcontaining multiple LSAs.Hardware limitations introduce another source of discrepancy, which is more relevant to thesecond evaluation method. Speci�cally, only a single network interface was available for the testmachine. As a result, when measuring the utilization of the test router, all the tra�c, which in thesimulated node came and left through multiple interfaces, is now passing through the same interface.However, we don't expect this to have a major impact. Finally, the machine used as test router is anordinary Unix based host running gated without any of the software and hardware optimizations,that most commercial routers are equipped with. Nevertheless, despite these shortcomings, webelieve that this study provides realistic insight into the processing requirements of \typical" QoSrouting loads.In all experiments, the test systems used are IBM Intellistations with a Pentium Pro 200 MHzprocessor, 64 Mbytes of real memory, 3.4 Gbytes of disk, running FreeBSD 2.2.5-RELEASE andgated 3.6a.2 software. The Ethernet adapters used in the tests are 10 Mbit/second SMC PCI.15



4.2 Stand-Alone CostWe appropriately instrument the implementation in order to measure the cost of each of the QoSspeci�c operations we identi�ed earlier. In particular, we measure the time needed to computethe QoS routing table, the amount of memory this table needs, and the time it takes to select apath from this table. After obtaining these measurements, we contrast them with correspondingones in a non-QoS routing enabled implementation. In particular, we compare the cost of pre-computing the QoS routing table to that of the OSPF shortest path computation, and the memoryrequirements of the QoS routing table to those of the standard OSPF routing table. Path selectioncost in QoS routing has two components: the radix tree search based on destination address andthe linear scanning of the path structure list for a feasible path based on bandwidth requirement.The �rst of these two components is common to best-e�ort routing while the second is unique toQoS routing.It is important to note that QoS routing speci�c costs depend not only on the network topology,as is the case for the standard OSPF protocol, but also on the distribution of available bandwidth onlinks. This is because path pre-computation maintains alternate paths with bottleneck bandwidthlarger than that of minimum hop paths. As a result, the number of distinct paths to a givendestination varies according to the distribution of available bandwidth on network links. A largernumber of paths implies a higher path computation time as well as a bigger QoS routing table. Inorder to report representative �gures for the overhead of QoS routing, we therefore need to considerthe impact of link bandwidth distribution, and possibly report results for di�erent cases.One possible approach is to attempt to identify, for a particular network topology, an assignmentof link bandwidths, that results in the maximum distinct number of paths being generated whencomputing the QoS routing table. Unfortunately, such a direct approach appears too complexas identifying such a worst case bandwidth distribution seems to require the enumeration of anexponential number of paths. This makes the problem di�cult even in small topologies. As anintermediate solution, we propose to compute both best and average cases for those costs that weknow to depend on link bandwidth distribution. Speci�cally, we obtain the best case for a giventopology by defaulting the path pre-computation algorithm to a minimum hop count algorithm.This yields the minimum possible (one) number of paths to each destination. Next, we obtain anestimate of the average case by executing the path pre-computation algorithm for a sequence ofrandom link bandwidth distribution, and averaging the resulting costs.Comparison between QoS routing enabled and standard versions of the OSPF protocol, requirethat we also measure the cost of operations that are common to both. In particular, generationand reception of LSAs. The cost of these operations can be measured by considering each of themin isolation. However, there are also dependencies on external factors such as network size andtopology. In particular, generation and handling of LSAs typically involves accessing the link statedatabase, and the cost of such an operation can depend on the size and organization of the database.This in turn is likely to depend on network size. We investigate the extent of any such dependencyby considering multiple network sizes and topologies.Finally, in order to perform any of the above measurements, we need to �rst initialize the internalstate of our test routers5 to the one corresponding to the network topology we are assuming. Inparticular, this means arti�cially populating the link state topology database of the routers withthe corresponding set of entries. We consider two types of topologies.The �rst one is a topology that has been used in a number of previous studies, and is representa-tive of the network topology of a typical Internet service provider in the US. This is the isp topologyshown in Figure 3(a), where all nodes correspond to router nodes interconnected by point-to-point5Recall that we use two. 16
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Building Block(a) The isp topology (b) The variable size mesh topologyFigure 3: Topologies used in cost measurementslinks. In the isp topology, the maximum path length for the Bellman-Ford computation was set to16 hops. The topology is dimensioned for uniform tra�c, assuming minimum hop routing, so thatlink capacities range between 20 and 70 Mbits/second. The second type of topology we consider, isan arti�cial, mesh like topology that is constructed by repeating a basic building block. The basicbuilding block which consists of 4 routers and 5 transit networks is depicted in Figure 3(b). Thesmall black dots correspond to router nodes, while the white circles indicate transit network nodesin the OSPF topology database. An N�N mesh topology is constructed by repeating the buildingblock along two dimensions. Figure 3(b), also illustrates 2� 2 mesh topology. In this topology, alllinks are assumed to have a capacity of 45 Mbits/second. In our experiments we use instances ofthis topology ranging from 1� 1 to 10� 10. For a topology of size N �N , the maximum hop limitfor the Bellman-Ford computation was set to N + 2.4.2.1 QoS Routing Table ComputationVarying the size of the mesh topology allows us to observe how the computation cost varies withnetwork size. A recent survey [24] of vendors who have deployed OSPF in real networks, reportsthat the �gure for the number of routers in one area ranges from 20 to 350 with 100 being themedian and 160 being the mean. We show results for networks of up to 400 nodes. The timeneeded for computing the standard SPF tree and the QoS routing table for the mesh topology areshown in Figure 4. The performance estimate for both the SPF computation and the QoS path pre-computation are based on arti�cially con�guring the link state database of our test router for thedi�erent network sizes we assume. In the case of QoS routing, the pre-computation times includethe cost of de-allocating the previous QoS routing table, and results are shown for the best andaverage case. In both cases, the processing cost of QoS path pre-computation is not signi�cantlylarger than that of the SPF computation. However, one should remember that the frequency ofQoS path pre-computation may be signi�cantly larger than that of the SPF computation, and thisis an aspect which we investigate in Section 4.3.It is interesting to break down the cost of path pre-computation into individual components, asit can help identify items that may be worthy of further optimization, either in the implementation17
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Figure 4: Processing time for path computationor in the operation of the protocol itself. For that purpose, we use the pro�ling tool gprof toestimate individual operational costs. The tool provides us with information about the total timespent inside a function and its descendants. Based on this, we �nd that of the overall path pre-computation cost, 37% of the total time is spent in de-allocating the previous QoS routing table.Another 23% is used for accessing the link state database to retrieve information about nodes andtheir links, for searching through link state records, and for following pointers between link statedatabase entries. The remaining 40% includes the various computations performed by the algorithmas well as management and updates of path structures, and allocation of new path entries. Oneconclusion that can be drawn from the above numbers, is that given the cost of de-allocating theprevious QoS routing table, the memory management optimizations that were previously discussed,appear to have the potential to yield signi�cant performance improvements.4.2.2 Memory Requirements of the QoS Routing TableFigure 5 illustrates the di�erences in memory requirements between the QoS routing table and thestandard gated routing table for di�erent network sizes. As before, the mesh topology is used togenerate networks of varying size. It should also be noted that although the gated routing tablenormally contains routes learned from all the active routing protocols, in our experiments only theOSPF protocol was active. As a result, the comparison between routing table sizes is meaningful.Conclusions similar to the ones that could be drawn from the previous comparison of processingcosts, apply to memory requirements. Speci�cally, while the memory requirements for QoS routingare clearly higher, given the cost and availability of memory, the di�erence is again not extremelysigni�cant, e.g., about a factor of 2 for the average case. This di�erence was to be expected sinceboth tables contain a radix tree of all destinations, and the QoS routing table requires additionalstorage for the path structures. It is this additional storage that corresponds to the di�erencesshown in Figure 5.4.2.3 Cost of Path SelectionPath selection consists of accessing the QoS routing table for a given destination and bandwidthvalue and returning a suitable path (next hop). Accessing the routing table requires �rst a lookupin the radix tree based on the destination, and second a search of the path structure associated with18
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Figure 5: Comparison of memory requirementsthe destination until a path capable of satisfying the requested bandwidth is found. The cost ofthese operations is shown in Figure 6 for both the best and average cases. As mentioned earlier, thebest case is obtained by forcing all path structures to only contain one entry, the one correspondingto the minimum hop count. As far as the average case is concerned, there are two dimensionsalong which averaging can take place. For a given topology and distribution of link bandwidth,averaging can be done based on the destination node and the amount of requested bandwidth. Thedestination a�ects not only the cost of the lookup in the radix tree, but also the potential depth ofthe search in the path structure associated with the destination, as the number of entries in the pathstructure is likely to di�er from destination to destination. The search in the path structure is alsoa�ected by the requested bandwidth as large values will typically require stepping through moreentries in the path structure. In our measurements, we average based only on destinations, and theaverage is computed across all possible destinations in the network. Averaging based on bandwidthis avoided by forcing all requests to be for an amount of bandwidth larger than the capacity of thenetwork links. This results in the maximum search time through the path structure, so that we arein e�ect measuring an average worst case.Figure 6 shows similar performance for the average and best cases for networks of 50 nodes andfor networks of size over 300 nodes. There are a number of reasons for the observed behavior. The�rst is that the lookup in the radix tree is the dominant component, and since it is identical forboth the average and the best case, the di�erences between the two should be minimal. Anothercause is the arti�cial nature of the mesh topology, which has a large number of minimum hop countpaths and few link disjoint paths of higher hop count. This again minimizes any di�erence betweenaverage and best cases. Finally, the limited precision of the pro�ling tool might also have a�ectedthe result to some extent. The main message from Figure 6 is that while the cost of path selectionmay slightly increase with network size, this sensitivity is small and so is the actual cost of selectinga path, at least in the context of a pre-computed QoS routing table.We should also note that in a real operational environment, requests will be originated by RSVPand passed to gated through the RSVP-gated interface. Since in this study we want to isolate thecosts of QoS routing from other costs of the routing system such as RSVP and interface costs, wesimulated the arrival of a request by directly invoking the path selection function.19
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Figure 7: Cost of accessing the link state database4.2.4 Link State Advertisements Generation and ReceptionThe last set of parameters, whose costs we want to estimate, are common to the standard andQoS routing versions of OSPF. They consist of the cost of generating and receiving LSAs, thatare incurred in both cases. Generating an LSA involves scanning all the active interfaces of therouter, constructing the link state advertisement packet, and 
ooding it over all interfaces. Weassumed in our measurement that each LSA was sent in its own packet. Conversely, when an LSAis received, the information about the remote router needs to be entered in the link state database,and therefore a database access needs to be performed.The time required for generating and receiving LSAs was measured using two similar machinesconnected to each other, and running gated with our QoS routing enabled version of OSPF. Themachines were con�gured so as to form an OSPF adjacency, and then exchange LSAs between them.The OSPF clamp down mechanism based on MinLSInterval and MinLSArrival was disabled, inorder to get accurate measurements of the LSA generation and reception costs.According to our measurements, either generating or receiving an LSA takes about 200 mi-croseconds in our test system. This is however not a marginal cost when compared to some of20



the other costs we measured. The size of link state database does not appear to have a signi�cantimpact on the cost of link state update generation and reception. This is likely due in part to theuse of an internal radix tree within the database, that provides for e�cient access even for largedatabase sizes. This insensitivity of database access to network size is illustrated in Figure 7.4.3 Operational CostIn this section, we apply the two methods described in Section 4.1 to estimate the actual operationalbehavior of a router running our QoS routing enabled version of OSPF. Our �rst task consists,therefore, of simulating a complete network and recording operation and timing logs at a test routerin the simulation. These logs are then used to derive estimates of the test router's performance.In order to obtain sample points representative of di�erent network sizes and topologies, we runtwo simulations, one for the isp topology and the other for an 8 � 8 mesh. The isp topology ischaracteristic of a typical medium sized ISP network and the 8 � 8 mesh topology with its 284nodes provides an example of a fairly large network. In both cases, logs are kept at multiple testnodes to investigate how location might a�ect our measurements and the router's performance.The locations of the test nodes for each topology are shown in Figure 3. For both topologies, themain di�erence between the two test nodes is in terms of number of neighbors. As a result, weexpect a slightly higher load at the test node with the greater number of neighbors (test node A).In all simulations, we generate a workload assuming that requests arrive according to a Poissondistribution, and are independent and uniformly distributed across source-destination pairs. Themean request inter-arrival time at a node is set to 15 seconds, and bandwidth requirements areuniformly distributed between a minimum of 64 Kbits/sec and a maximum of 5 Mbits/sec. Theduration of requests is assumed to be exponentially distributed with a mean of 3 minutes. Theresulting workload corresponds to reasonably realistic operating conditions of moderate overload,with a small but non-zero blocking probability (less than 5%). In addition to this workload con-�guration, the simulations also assume speci�c values for several operational parameters of theprotocol. In particular, path pre-computations are performed periodically, for period values of 1second (the minimum allowed by our implementation, given the available timer precision), 5 sec-onds, and 50 seconds. Similarly, a threshold based mechanism was chosen to trigger the generationof LSAs, and two di�erent threshold values of 10% and 80% were used. A value of 10% providesvery precise link state information but corresponds to a relatively large level of LSA tra�c. A valueof 80% substantially reduces the amount of LSA tra�c, at the cost of greater inaccuracy in linkstate information. We believe that these combinations of parameter settings provide a reasonablycomprehensive coverage of di�erent operational environments.4.3.1 Router LoadThe measured processing load of the test router is reported in Table 1 for test node A in both theisp and mesh topologies, and for the di�erent combinations of path pre-computation period andlink state update threshold mentioned above. In addition to router load, the table also gives, inparentheses, the bandwidth blocking ratio for each combination. This provides some indication onthe trade-o� between higher processing cost and routing performance. The results were generatedusing the cumulative cost method described earlier. Similar results were obtained, and are thereforenot reported, when the information in the log �les was used to drive a real router, although therelatively low load levels made it di�cult, in some instances, to achieve precise measurements.Nevertheless, we feel that the strong correlation between the results generated by each method,validates the values reported in Table 1. 21



Pre-computation PeriodLink state threshold 1 sec 5 sec 50 sec10% .45% (1.6%) .29% (2%) .17% (3%)80% .16% (2.4%) .04% (3%) .02% (3.8%)isp10% 3.37% (2.1%) 2.23% (3.3%) 1.78% (7.7%)80% 1.54% (5.4%) .42% (6.6%) .14% (10.4%)8� 8 meshTable 1: Router utilization and bandwidth blockingThere are several conclusions that we can draw from Table 1. First and foremost, the processingload is low even when the QoS routing table is recomputed every second, and LSAs are generatedevery time the available bandwidth on a link changes by more than 10% of the last advertised value.This seems to indicate that given today's processor technology, QoS routing should not be viewedas a costly enhancement, at least not in terms of its processing requirements. Another generalobservation is that while network size has obviously an impact, it does not seem to drasticallya�ect the relative in
uence of the di�erent parameters. In particular, despite the di�erences thatexist between the isp and mesh topologies, changing the pre-computation period or the updatethreshold translates into essentially similar relative changes.Besides these general conclusions, Table 1 also provides some insight into the speci�c impactof di�erent protocol parameters. For example, in both topologies, increasing the update thresholdfrom 10% to 80% has the expected e�ect of reducing the processing load, but this reduction is largerfor large pre-computation periods. This is because in these cases the cost of updates is the majorcost component. In addition, for large pre-computation periods, increasing the link state updatethreshold from 10% to 80% reduces the processing load by a factor between 5 and 10, while thecorresponding loss in performance, i.e., the increase in blocking probability, is by a factor of lessthan 2. This means that when operating with large pre-computation periods, increasing the updatethreshold is a cost e�ective trade-o�. This is in line with the �ndings of [14]. On the other hand, forsmall pre-computation periods, processing cost savings are smaller and have the same magnitudeas routing performance loss. A similar trade-o� can be observed when varying the pre-computationperiod. Speci�cally, when the update threshold is at 10%, increasing the pre-computation periodyields savings in processing cost of similar magnitude as the routing performance loss. Conversely,with an 80% threshold, an increase in the pre-computation period a�ords a much larger relativesaving in processing cost than the corresponding increase in blocking probability.4.3.2 Bandwidth Requirements of LSAsThe last important cost component is the amount of link bandwidth that is consumed by LSAs. Notonly do LSAs contribute to the processing load of the router, but the bandwidth needed to transmitthem cannot be used by regular data tra�c. This bandwidth consumption can be computed foreach link using the timing information contained in the simulation logs and our knowledge of theLSA format. A router LSA in OSPF has a size of 88 + 16� l bytes, where l is the number of linksof the originating router, and is acknowledged with a link state acknowledgment packet that hasa size of 28 bytes. Both the LSA and the acknowledgment packet need an IP header of 20 bytessince we assume a single OSPF packet per network packet. As we already discussed, we ignore22



network LSAs as they are not used to transmit QoS updates, which we expect to be the dominantcomponent of LSA tra�c.As expected, a large update threshold results in lower LSA tra�c. For the isp topology theaverage data rate due to LSAs over one of the incident links of test node A, which has a capacity of70 Mbits/second, is 3112 bytes/second for a 10% threshold and only 177 bytes/second for an 80%threshold. For test node B, which has fewer interfaces and an incident link capacity of 32 Mbits/sec,the corresponding numbers are 2230 bytes/second and 97 bytes/second. Again, the variation dueto the location of the test node is relatively small, when considering the potential impact due tothe di�erent number of interfaces. More importantly, the bandwidth consumed by LSAs representsonly a minute fraction of the link bandwidth in the isp topology.For test note A in the larger mesh topology, we observe a bandwidth consumption of 15438bytes/second with a 10% threshold, and 1053 bytes/second with an 80% threshold. The num-bers are again similar for test node B, with 11677 bytes/second with a 10% threshold and 809bytes/second with an 80% threshold. This shows that while there is an expected increase in theamount bandwidth consumed by LSA tra�c as the network size grows, this increase is moderateand the absolute values remain well within what can be tolerated given the 45 Mbits/second linkspeeds in the mesh topology.The above numbers indicate that even with the more frequent updates that QoS routing requires,the bandwidth consumption of protocol tra�c should not be of signi�cant concern, at least not forthe kind of link bandwidth we have assumed. However, these results represent only a single samplepoint, and a natural question is whether and how this tra�c varies with link speed. For example, ifit remains fairly constant as link bandwidth is reduced, it may become a signi�cant overhead overlow speed links. Similarly, if it increases much faster than link bandwidth, a similar problem wouldbe present at link speeds higher than the ones we considered. Such scenarios appear unlikely aslower speed links will correspond to lower arrival rates for a given level of blocking, and this willin turn decrease the update rate of QoS LSAs. Similarly, while the bene�ts of greater statisticalmultiplexing gains may result in arrival rates increasing slightly faster than link speed for a givenblocking probability, we also don't expect this to have a substantial impact on the relative volumeof LSA tra�c. In order to con�rm our expectations, we performed an additional test by doublingthe bandwidth of all links in the isp topology and increasing the request arrival rate so as to achievean essentially similar blocking probability. In this set-up, the volume of LSA tra�c for the samelink of test node A as above was 6844 bytes/second with a 10% threshold and 576 bytes/secondwith an 80% threshold. This roughly corresponds to a factor of two increase, that is similar to theincrease in link bandwidth. This con�rms our expectation that the ratio of update tra�c to linkcapacity should remain approximately constant.5 ConclusionIn this paper, we reported on a detailed evaluation of the overhead incurred by extensions needed tosupport QoS routing in the OSPF protocol. Our investigation was based on a real implementationof those extensions, which showed that the increased processing cost of QoS routing is not excessive,and remains well within the capabilities of medium-range modern processors. In the worst casewhich we tested, path pre-computation took only 13 milliseconds. In general, we found processorutilization in our test system to be quite low, leaving ample margin and room to operate at evenhigher frequencies of path pre-computation than the ones we used. In addition, we veri�ed thatwhile LSA generation and reception costs are indeed a major cost component of QoS routing, theyremain tolerable even for large networks. More important, bandwidth consumption associated with23



LSA tra�c was also found to represent only a small fraction of link bandwidth.In addition to these general conclusions which contribute to establish the feasibility of QoSrouting, we also identi�ed several implementation speci�c issues. In particular, based on our pro-�ling results, we recognized that the area of most potential improvement for our implementationwas memory management of the QoS routing table, i.e., memory allocation and de-allocation forthe radix tree and the path structures. Such improvements should make the cost of QoS routingeven more tolerable. Beyond those improvements, there are also a number of architectural andfunctional enhancements that are possible, and can further improve the standing of QoS routing.One of them is support for explicit routes as it provides a better control of the paths used by
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