Practical Information- o w Control in Web-basednformation Systems

PengLi
Universityof Pennsylania
lipeng@cis.upenn.edu

Abstract

Thispaperpresentsa practical applicationof language-
basedinformation- ow control, namely a domain-speci ¢
web scripting language designedfor interfacing with
databasesThe primary goal is to provide strong enforce-
mentof con dentiality and integrity policies: con dential
data can be releasedonly in permitted ways and trust-
worthy data must result from expected computations
or conform to expected patterns. Sud security poli-
cies are specied in the databaselayer and statically
enforcedfor the restof the systemin an end-to-endfash-
ion.

In contrastwith existingweb-scriptinganguages,which
provide only ad hoc medanismsfor information security
thescriptinglanguage describechere usesprinciplesbased
onthewell-studiedecniquesn information- ow typesys-
tems.However, becauseweb scripts often needto down-
gradecon dential dataand manipulateduntrusteduserin-
put, they require practical and cornvenientwaysof down-
grading secue data. To achievethis goal, thelanguage al-
lows safedowngmding accoding to downgradingpolicies
speci edby the programmer This novel, pattern-basedp-
proac providesa practical instanceof recentwork on de-
limited releasendrelaxednoninterferencandextendghat
work by accountingfor integrity policies.

1. Intr oduction

This paperpresentsa language-basedpproachto en-
forcing con dentiality andintegrity of datain typical web-
basedinformation systems.Such systemsare usually im-
plementedusing a layereddesignin which datais stored
in the databaseand accesseddy using a web browser
The databasenanagemergystem(DBMS) providesa data
guerylanguagédfor example SQL)to store modify andex-
tractinformationfrom databaseg\pplicationsoftwarecon-
nectsto the DBMS via someprogrammindanguagenter-
faceand submitsqueriesasrequestdor informationfrom
the DBMS. The application software then processeghe
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dataandsendthe computatiorresultsto theend-userstyp-
ically bundledas HTML. This paperfocuseson a simple
yet widely useddesign,whererelationaldatabasesuchas
MySQL areusedasthe DBMS andwebscriptinglanguages
suchasPHPareusedfor developingapplicationsoftware.

In practice,thereare mary security concernsfor such
systems.For example, an unsafe PHP script could use
strings from untrustedinputs to composeSQL queries
and then have the DBMS executethe query which po-
tentially allows an attacler to insert arbitrary commands
in the SQL query PHP scripts that accesscon den-
tial datain the databasemust also releasethem only in
permittedways.For example,onemightrequirethatapass-
word can be comparedagainstuserinputs but cannotbe
printedto the web pageverbatim,or thatonly the last ses-
eral digits of a social security numberor a credit card
numbershouldbedisplayedn the HTML output.

As theseweb applicationshecomecomple, the secu-
rity of the systembecomeshardto manageln the worst
case the programmemustwalk throughall the codeand
checkeveryline to make surethatthereareno securityvio-
lations.In addition thequerieperformedy thescriptmust
comply with the desiredpolicieson the datastoredin the
databaseEnsuringthatall of the securityrequirementsre
metis dif cult to do manually tedious,anderrorprone.

Currently there exist only ad hoc ways to (partially)
enforce such security policies. To prevent accidentaluse
of untrustedinputs as parametergo safety-criticalopera-
tions—therebypreventing format string attacksand mali-
cious DBMS queries—somescripting languagesprovide
mechanismso track the usesof untrustedinputs, dynam-
ically checkingthatthey arenot usedinappropriatelyPerl,
for instance,can be run in a “taint checking” mode in
which userinput stringsare consideredainted until they
arematchedagainsta programmessuppliedpattern,which
establisheshatthe untrustednput actuallyconformsto an
expectedform.

In aneffort to enforcethe con dentiality policieson the
databasegxperiencedsoftwaredeveloperamplementmost
of the security-sensitie operationsin the DBMS as pro-
cedurecalls in the query language exposing explicit, re-
strictedinterfaces.Programmershoulduseonly thesein-



terfacesto performqueriesin the web scriptinglanguage.
This limited interface meansthat the databasegquery en-
ginecanitself enforcethe desiredpolicies.Suchencapsula-
tion meanghatthe programmeneeddo checkatleasttwo
things: (1) thatthe sensitve operationsarecorrectlyimple-
mentedin the DBMS and, (2) thatthe queryinterfacesare
properlyusedby thewebscripts.Thesechecksmustbeper
formedmanually

The above ad hoc approachesave several dravbacks.
First, they encouragehat a signi cant portion of the busi-
nesslogic beimplementedn the DBMS, which makesthe
interfacedessmodularandlessreusableFor example,we
mayrequirethatonly thelast4 digits of thecreditcardnum-
bercanbe displayedto the user If this limitation is imple-
mentedn aprocedurecall in the DBMS, thewebscriptcan
only getthe last4 digits of the numberusingthatcall. Se-
curity is guaranteedbut the web script cannotusethe full
numberto performfurtherqueriesto the databaselnstead,
adedicatecprocedurdor this webscriptmustbewrittenin
thedatabaséhatconnecthesegueriesogetherAs thebusi-
nesslogic becomesomple, the proceduresn the DBMS
becomehardto manage.

Second,doing the dynamicchecksmay be inef cient.
For example, the userinputs in web forms usually have
constraintson themthat restricttheir datarangesand data
types.Suchconstraintareoftendynamicallychecled mul-
tiple timesby the web scripts,the DBMS proceduresand
thetriggersin thedatabased hereasoris thattheprogram-
ming interfacebetweerthe DBMS andtheapplicationsoft-
wareis eitheruntypedor dynamicallytyped,andmary con-
straintscannotbe easilyexpressedsdatatypes.

Third, the intendedsecuritypolicy of the systemis not
apparenfrom its implementationThereis no explicit de-
scription of what datais consideredo be con dential or
whatthe requirementsre for checkingthe validity of un-
trustedinputs. This makesthe software morefragile (local
changego the systemcanbe inconsistentvith the desired
global securitypolicy) and much harderto maintainover
time.

1.1. Contributions

This paper proposesa language-basedsolution to
the above problems.Insteadof implementingall the ac-
cess control mechanismsin the DBMS proceduresor
dynamiccheckswe allow the programmeto specifysecu-
rity policieson the applicationprogramminginterfacesof
the DBMS. Suchinterfacesare strongly typed. The secu-
rity policiesarestaticallyenforcedn thescriptinglanguage
usinganinformation- ow type system.

Following the ideasof recentlanguageprototypessuch
asJif [7], which extendsJava, and FlowCaml [14, 9, 1Q],
which extends Caml, we design a security-typedlan-

guage suitable for writing web scripts. Web scripting
languagediffer from general-purpos@rogramminglan-
guagesin mary aspects,several of which simplify our
information- ow analysesFor example,mostweb scripts
containlittle or no state,and very limited looping con-
structs;they involve little computationand are intended
to terminate quickly. Thesedomain-speci c featuresal-
low us to deal with covert channels(such as the timing
channelsland someside effects more easilythanin gen-
eralpurposdanguages.

Importantly whenwe reasorabouttheinformation o ws
in suchweb scripts,dawngradingis very common.Many
web scriptsreadsensitve datafrom databaseandrelease
themto the end user (i.e. declassi cationof con dential
data).Corversely web scriptsalsotake untrusteduserin-
putsandusethemto synthesizelatabaseguerieswhich can
altertrusteddata(i.e. endorsementf low integrity data).To
malkeinformation- ow controleffective,downgradingmust
be controlledin asafemanner

Our contributionsinclude several importantextensions
to prior researchb, 12]. First, we presentsimpleyetgen-
eral architecturefor building secureweb systemsthis pa-
per emphasizeshe scripting-languageomponentof that
architecture Second,our languageaddresseshe problem
of downgradingin information- ow systemsby providing
a practical instanceof our recenttheoreticalframeavork
on downgading policies[5]. Third, we extendthe frame-
work to include integrity policies and conditional down-
gradingpoliciesthat usea novel pattern-matchingublan-
guageto expressinformation- ow constraintsConditional
downgradingpolicies are extremely useful for specifying
requirementshatinvolve run-timeidentity tests.

Therestof the paperis organizedasthe following. Sec-
tion 2 discusses layeredarchitectureor information o w
controlin onlineinformationsystemsSection3 presentsa
languagef securitypolicies,de nesthesecuritylevelsand
formalizedowngrading Sectiord presentsheabstracsyn-
tax of theweb scriptinglanguageshaws a programexam-
ple andintroducesits type system.Section5 discussess-
sueswith untrustedcodeandrelatedwork. Section6 con-
cludes.

2. Mandatory accesscontrol in online infor-
mation systems

2.1. Systemarchitecture

Typical web-basedsystemsconsist of a databasea
databasejuerylanguageand variouscomponentsuchas
scriptsandweb senersthatwork togetherin a multi-tiered
fashion.Thesesystemganhave massie amountsf con -
dentialandtrustedinformation,with quitecomple security
policies.For example recentlawsin theUnited Statesnan-



Figure 1: Information-o w contr ol in web-based information systems




datecomplicatedprocedures$or releasingnmedicalinforma-
tion aboutpatients;suchpolicies mustbe enforcedin the
information managemensystemsusedby healthcare of-
ces. Giventheubiquity andfamiliarity of theweb, provid-
ing awebinterfaceto suchinformationwould be valuable,
but enforcing the appropriatesecurity policies is a chal-
lengingtask.

We proposea simpli ed, yet generalarchitecturefor
suchweb-basednformation systems as depictedin Fig-
urel. Thekey elementsare:

Thestoragdayer: a databasenanagemenrgystenthat
storesand managexon dential andtrustworthy data
usingdatabaseschemastables,views and a database
querylanguage.

The accesscontrol layer: a query interfacelanguage
that controls the releaseand update of information
in the databaseA queryinterfaceprovides meansto
accesdhe databasebut also speci es language-leel
information- ow policiesontheinterface.

The presentatiodayer: a web scriptinglanguagethat
executeghequeriesmanipulateheresultsandgener
atewebpagedor endusersTheinformation o w poli-
ciesfrom the queryinterfacesareenforcedn theweb
scriptinglanguage.

It is desirableto use security-typedlanguagedo pro-
gram thesesystems becausdanguage-basedhformation
ow control provides strong end-to-endsecurity guaran-
teeq[13]: information- ow policiesarespeci edattheend-
pointsof the program(on variablesandmoduleinterfaces)
andenforcedn thewhole program However, in theseprac-
tical systemsgcon dential datalivesoutsidethe programs
that manipulatethem. The sourceof suchdatais not pro-
gram variablesor function call interfaces,but ratherthe
databasethemseles.To enforceinformation o w policies
acrosghewhole systemijt is necessaryo specifythe poli-
ciesdirectly at the very end of the system,namely at the
databasé¢evel, andenforcetheseinformation o w policies
acrosgheboundarie®f differentcomponents.

The following sectionsoutline how the piecesof this
architecturet together;subsequensectionsexplain the
scriptinglanguagen moredetail.

2.2. Policy speci cation in the DBMS interface

We require that all databasegueriesare accessedria
strongly typed programminginterfaces provided by the
DBMS. This is shawvn in Figure 1 as the accesscontrol
layer, which, for this examplecontainstwo queriesGetID
andFetchRecords . Theapplicationprogrammecanuse
only thedeclarednterfacesto accesghe databaséut can-
not executearbitrary SQL queries.As describedn thein-
troduction thisis astandardngineeringractice asit man-

datesthat all the security-relatedjueriesbe implemented
as procedurecalls in the DBMS layer However, because
our scripting languagetypesinclude securitypolicy infor-
mation, this layer doesnot have to enforce all the security
policiesin the DBMS. Instead,t canspecifysecuritypoli-
ciesastypeson the outputof the queriesandlet the appli-
cationsoftwareenforcethesepoliciesusinglanguage-based
information- ow control.For example theprogrammercan
declaretheoutputof a queryto have securitylevel “secret”,
sothewebscriptsusingthis querywill notleakits informa-
tion to public places.

Oneissueis how to propagatethe typing information
from databasesueriesto the scripting languageln rela-
tional databasesa query returnsa table that hasa x ed
numberof columns.The type of eachcolumnis statically
known. The script readsthe query resultsiteratively in a
row-by-row fashion,sothe schemaof a tablecanbetrans-
latedto a tuple type thatrepresentshe datatypesfor each
column.As shavn below, our scriptinglanguageprovides
built-in constructdor accessingows of queryresults.

In our architecturejnformation- ow policiesare speci-
ed onthequeryinterfacetypes.For con dentiality, we can
annotatethe outputassecretsothatit is not allowedto be
leaked to public places.For integrity, we canannotatethe
argumentof a queryasuntaintedsothatits valueis not af-
fectedby tainted inputs.Besideghesebuilt-in levels, pro-
grammerganspecifydowngrdingpoliciesassecuritylev-
elsthat describehow secretvaluescanbecomepublic and
how untrustedvaluesbecometrusted.Section3 presentsa
generalizedramenork of theseinformation o w policies.

2.3. Policy enforcementin the web scripting
language

This remainderof this paperpresentghe designof a
web scripting languagesimilar to PHR which is usedfor
the presentatioayershavn in Figure1l. The majordiffer-
encewith PHPis thatthe queriesto databasearestrongly
typed. The agumentsandresultsof queriesare annotated
with information- ow policies.Theinterfaceto eachquery
is explicitly de ned in the program,which makesauditing
the software for securityand maintenanceurposesasier
for humansand provides the information neededby our
type checler to determinewhetherthe web script satis-
es the policies. At run-time,whenthe script connectsto
the DBMS, the type signatureof eachquery interfaceis
matchedagainstheinterfaceprovidedin the DBMS.

At a high level, a web script takes some input data
provided by interactionwith the userandthe DBMS and
producesHTML data as output. The input data coming
from the client web browser can be treatedas having the
security labels public and tainted. Resultsobtainedfrom
databasguerieshave securitypolicy speci cationsde ned



Labels

Con dentiality Labels  cl::= fcpy;:::;cpg]j secretj public

Integrity Labels il m= fipy;:::;ipkg] taintedj untainted

Con dentiality Policies cp:= cjsj ?] cp;:::;cpxjif cpepcepjthis
Integrity Policies ip= cjsj?j ipyiinipkjifipipip
TrustedVariables Si= S

Constants cCi= G

Operators ;= +j jhashj built-in operators...

DowngradingActions a:

cjsj ?]

Figure 2: The pattern langua ge for security labels

by thequeryinterfacesThewebscriptperformssomecom-

putation using theseinputs from different security levels
andproducestringsthat constitutethe resultingweb page,
which hassecuritylevel public. Additionally, the queryar-

gumentssentalongwith thequeryarealsooutputsandthey

may have requiredsecuritylevels suchasuntainted In our

model,the securitypolicieson the outputsof the scriptare
enforcedby an information- ow type system,which pro-

videsend-to-endecurityguaranteesntheinput—outpure-

lationshipof the program.The following sectionspresent
our scriptinglanguagdeaturesn detail.

3. Security levelsfor con dentiality and
integrity

In mary corventionalinformation- ow typesystemsthe
securitylevels consideredarelimited to the simplelattices
publicv secretfor con dentiality and untaintedv tainted
for integrity. Our scriptinglanguageinterpretsthesesecu-
rity levelsin a moregeneralframewnork, wheredowngmad-
ing policies[5] are usedto expressthe security levels of
data.A securitylevel is simply a non-emptysetof down-
gradingpolicies,whereeachpolicy describeshenecessary
computatiorthatmustbe performedn orderto downgrade
the dataat this securitylevel. Suchpoliciesare expressed
in a small pattern-matchinganguageCon dentiality poli-
ciesandintegrity policiesaremostly symmetricin our lan-
guage Thefollowing subsectionpresenthesyntaxandthe
semantic®f thesesecuritylevels.

3.1. Input variables and the pattern language

Eachprogramtakes someinput dataand producesome
outputs We classifythe programinputsinto two kinds:

Untrustednput: inputswith securitylevel tainted and
public. Untrustednputscomefrom theuserinputsvia
webforms.

Trustedinput: inputswith securitylevel untaintedand
secret or otherprede nedsecuritylevels. Trustedin-
putscomefrom database@ueryinterfacesandrun-time
API calls. In our scripting language suchinputs are
representedstrustedvariables For example theroot
passwverd canbe modeledasa secretanduntaintedn-
put to the login processWe usethe metazariables to
represensuchtrustedinput variables.

Thesyntaxof securitylabelsis de nedin Figure2. Each
labelhasits con dentiality partandintegrity part.Eachcon-
dentiality (orintegrity) labelis anon-emptysetof policies.
Specialnamessuchassecret public, untaintedandtainted
canalsobeusedaslabels;they canbeinterpretecassetsof
policiesasshavnin Figure3. Thenext two subsectiongx-
plain the semanticof thesdabels.

secret
tainted

public
untainted

f thisg
fipj?2ipg

fcog
f?g

Figure 3: Special security Labels

3.2. Con dentiality labels

Syntactically a con®dentiality policy is an expression
embeddedvith this and?. The meaningof sucha policy
is somecomputatiorrequiredto declassify(or downgrade)
the secret.Whenthis is replacedby the annotatedsecret
valueand every ? is replacedby a value at securitylevel
public, the resultof the expressionis at public. For exam-
ple, if the password p hasa policy “this = ?” andx is
a public value, thenthe expressionp=x is a public value.
This policy allows the passverd be comparedo untrusted
values,but doesnot allow the passwerd be leaked by other
means.



Policy equivalence We write cpy ¢ to denotethat
the two policies have the samesemanticmeaning.For ex-
amplex + y y+ x. Tokeepthingssimplein this paper
we useonly syntacticakequivalence.

A con®dentiality label is a non-emptysetof con den-
tiality policies. Sucha label describesa securitylevel for
con dentiality. If datax hasa con dentiality label cl =

public by using one of the policies cp in that label. In
other words, a label speci es possibleways (policies) to
downgradethe datait annotatesFor example,the label
fthis = ?;hasHthis)g on a passverd valuealsoallows the
passwerd beleakedby computingts hashWe de ne thein-
terpretation of alabelcl to beanin nite setof policies:

S(cl) e fecprjcpr  [cpe=this|eps; cp2 2 cl;si 2 cpsg

Intuitively, it meanghatif cp, is avalid downgradingpol-
icy, i.e. cp represents public expressionwe canputcp,
in anothercontext cp; to yield anotherdowngradingpolicy
cp1, aslong asthe context cp; doesnot containtrustedse-
cretvariables(which we denoteass; 2 cps). Theinterpre-
tation of alabelis the setof all policiesthatcanbederived
from the policiesin thatlabel.For example,if “hasHthis)”
is a valid downgradingpolicy, thenit implies the policy
“hash(this)%16’ is alsovalid.

In this frameawork, both secretand public can be ex-
pressedising con dentiality policies: secretcanbe repre-
sentedby a constantpolicy f cog, which trivially hidesthe
secretafter substitutingthis with the secret.The interpre-
tation of secretis all the patternexpressionghat doesnot
containthis andsecretvariables.The securitylevel public
canberepresentedly the expressiort thisg, which saysthe
annotatedralue can be straightforvardly treatedas public
data.Theinterpretatiorof publicincludesall the patternex-
pressionshatdoesnot containtrustedsecretvariablesThe
ordering on labelsis thende ned usingsetinclusion:

S(clz)  S(cl)

As an example, it is easyto verify thatpublic v fthis =
?;hashthis)g v fthis = ?g v secret Intuitively, higher
security levels containsfewer downgradingpolicies. The
join of labelsis interpretedasthejoin of thelabelinterpre-
tations,which canbe conseratively approximatedy tak-
ing theintersectiorof two labels.

Thesesecuritylabelsallow usto formally de ne down-
grading in programsWe usethe metasariablea to repre-
sentactions, which speci esa fragmentof computatioron
avalue.In anactionexpressionthis denoteghe value of
interestandall the ? representaluesof publiclevel. A la-
bel cl canbe downgradedo anotherlabel usingan action
a

cly v clp ( )

+ (cl;a) = fcpy j[a=thislcpr  cp; e 2 clg

Here,+ (cl; a) is the label of dataobtainedby taking data
with label ¢l and performingactiona on it. For example,
supposeave de ne thefollowing labelsandactions:

cly £ f(hash(this)%4)=?g ai = hast{this)
cly £ f(this%4)=7g ap £ thisved
cls £ fthis=7g as = fthis=7g

We have + (cly;a1) = clp, + (clp;a) = clg, +
(clz;az) = public. If a variablex hassecuritylevel cly
andy is public, thenthe expressionhash(x) haslevel cl,,
hash{x)%4 has level cl3, (hasi(x)%4) = vy haslevel
public. Intuitively, an actionis a patternthat matchesthe
computationin the program:this matchesa secretvalue
to be downgradedand ? matchesary expressionsat level
public. Eachcon dentiality labelcorrespond$o a statema-
chinethatmodelsdowngrading wherestatesarelabelsand
transitionsaredowngradingactions.

3.3. Integrity labels

Integrity labelsarelargely the dual of con dentiality la-
belswith severalsubtledifferencesCon dentiality policies
specify what can be donewith the datain the future, in-
tegrity policy specify what hasbeendoneto the datain
the past.An integrity policy is an expressionembedded
with ?, meaninganexpressiorthathascomputedheanno-
tatedvalueasaresult,whereeach? representanuntrusted,
tainted input to the expressionFor example,if thevariable
X is tainted, thenthe expressionx%4 hasanintegrity pol-
icy “?%4’", which statesan integrity constrainton the re-
sult. An integrity label is anon-emptysetof integrity poli-
cies,whereeachpolicy describesan expressionthat could
have computedthe valueasa result.If the valuex hasan

computedusingoneof the expressiorip; 2 il . Mostinter-
estingintegrity labelshave only onepolicy in them,because
addingpoliciesto alabelonly wealenstheintegrity guaran-
tee.Similar to con dentiality labels,the inter pretation of
integrity labelsis de ned as:

Sil) 2 fip1jips  [ip2=31ips; ips 2 il g
Theordering onintegrity labelsis de ned as:
lpvilz () i) Sil2)

In this framework, tainted can simply be representeds
f?g, asthis is dual caseof public in con dentiality. The
security label untainted correspondgo an in nite label
fip ] ? 2 ipg, which includesall expressionghat do not
usetainted inputs.Althoughwe have untaintedv tainted,
mary interestingpoliciesdo not sit betweenthesetwo se-
curity levels. For example,f min(?;10)g hasno direct or-
dering with untainted This explains why traditional def-
initions of noninterferencayivesa weakform of integrity



Variables X = X

Expressions er= cCjsjxj e
Commands p:=

Types ;= stringl j queryname
Programs Prog:= Inputs Queries Vars Boby
Input Input ;= field) s

Query Query :=  name(Xq :ilq;::

Variables Var = x:cl!il

Body Body:= cBodyjpBodyj

Figure 4: Abstract syntax

guaranteethereare mary interestingintegrity policiesbe-
sidesuntainted In fact,untaintedis a very coarsesecurity
level andit canbe further strengthenedr-or example,the

integrity labelil 2 fs, + sgg satisesil; v untainted
It saysa very strongintegrity guaranteevaluesat this in-
tegrity level mustbe equalto the sum of two trustedpro-
graminputs.An evenstrongeiintegrity labelf Og workslike
a singletontype wherethe only inhabitantis zero.Down-
grading for integrity labelsis formalizedas:

+(il;a) £ fipyj[ipo=thisla  ipa; ip2 2 ilg
For example,suppose
a; £ Tolnt(this) il = fTolnt(?)g

ar 2 min(this; 10) il , = fmin(Tolnt(?); 10)g

as 2 maxthis;5) il 3 = f maxmin(Tolnt(?); 10); 5)g

We have + (tainted;a;) = ilq, + (ilg;a) = ily,
+ (il 2;a3) = il 3. If avariablex hassecuritylevel il ;, then
theexpressiormax(x; 5) haslevel il 3.

IR 1L 1R

4. The web scripting language
4.1. Languagesyntaxand semantics

The web scripting languageprovides a programming
modelsimilarto PHP The abstracsyntaxis shavn in Fig-
ure 4. Programfragmentsareinsertedto the web pageus-
ing speciakagslike<?ssp Issp> . At thetoplevel,
aweb scriptconsistof a headerandseveral programfrag-
ments.A headerincludesthe mappingfrom the form in-
puts to variable namesand the de nition of query inter-
facesA queryinterfaceincludesthe nameof the query the
gueryargumentstheresultvariablesandthe securitylevels
of thesevariables.Eachprogramfragmentis a command.
Commandscan be sequentialcompositionof commands,
assignmentshbranchesjoops, print statementsand query

operationsFor simplicity, function calls are not presented
in this paper althoughthey are not fundamentallydif -
cult to include. One other differencefrom PHP and other
information- ow languagess that a branchstatementan
have atagL onit; suchtagscanbe usedin declassifyand
endase expressionswhich will be explainedlater When
thescriptis executedby thewebsener, eachprogramfrag-
mentis substitutedoy its outputusingthe print statement.
Exceptquery handlesall valuesare simply stringsin this
language.

The type systemof the web scripting languageis pre-
sentedn Figuresb, 7 and8. Thetypesystemstaticallycon-
trols the information o w in the programs Con dentiality
labelsand integrity labelsare tracked separatelyLike Jif
and FlowCaml, the type systemgenerallydisallovs infor-
mation o w from high securitylevelsto low securitylevels,
wherethe orderingof securitylabelsis de ned asin Sec-
tion 3. For con dentiality, implicit information o ws are
alsotracked by addinga programcounterlabel pc to the
typing context. The pc labelis only permittedto be either
public or secret becausehe downgradingpolicieswritten
by the programmerapply only to expressionsnot to con-
trol ow.

A typing judgmentfor an expressionhas the form

; e: , where s the typing contet for vari-
ablesand is the contet of conditionalexpressionsgex-
plained belonv. The typing judgments for commands
are of the form ; ;pc’ p meaning that the com-
mandp is well-typedunderthe contexts ; andthe pro-
gram counterpc. For example,the C-ASSIGN rule only
allowsinformation o w from low securitylevelsto high se-
curity levels. It also take pc label into accountto track
implicit o ws.

The programwrites its output usingthe print  state-
ment. Output datais publicly visible to the user so the
typesystenmmustensurethatthe con dentiality labelof the
outputis public in the C-PRINT rule. Furthermorethe pc



, spCc p1 ; SpCT p2

;PC” P15 p2
( x) = stringcly il 1
; e:stringcly il clov oclit pe ilov il
;pc” x = e
* e:stringcl il cl  public pc public
; ;pc” printe
; e:stringcl!il
cl  public ; spublic’ p pc public
;pc” whileep
;. e:stringcl!il clt pcv public
[ (L" :e);public’ p; ;[ (L :e);public’ p;
. spc L:ifepip:
; e:stringcl!il
; ;secret” pp ; ;secret’ py

;pe L iifepyp2

Q(name) = (Xg tilg;:ixe tilg) ) (2:2)
;g :stringcl lil? ¢l public

i1ov il pc public [ (x:queryname); ;pc” p

;pc” X = queryname (er;:::;&);p

( X) = queryname
Q(name) = (:::)) (Sp:cly;:::;Sk:cl)
clP2 pet 158 [ =Sl
pc public [ (s :stringcl’!fsig); ;pc’ p
;pc” (S1;:::;Sk) = readrav X; p

Figure 5: Command typing rules:

C-COMPOSITION

C-ASSIGN

C-PRINT

C-WHILE

C-1F-PuB

C-IF-SEC

C-QUERY

C-READROW
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<?ssp_header
FormlInputs ( "UserName" => u, "Password" =>

Query GetID ( username: ltainted ) => (
PASSWORD {this=*,
ID . {if (PASSWORD=*)this 0}
);

p, "QueryYear"

Query FetchRecords( index:  luntainted, year:{Integer(*)}

ORDERID : public,
AMOUNT : public,
CCNUM  : ({tailstr(this,4)}

);
Variables ( pub_id:  publicluntainted );

Issp_header>

<html><head><title>....</title>

<meta http-equiv="content-type" content="text/html;
</head><body>

gl := query GetlD(u);

if ( empty(ql) ) {
print  ‘'Unknown username’;

charset=UTF-8">

} else {
(pwd, id) := readrow(ql);
L_AUTH: if (pwd=p)
{
print 'Username ="', print u;
pub_id := declassify(id, L_AUTH:(pwd=*));
print  'School ID = print pub_id;
g2 := query FetchRecords( pub_id, Integer(y)
while  (lempty(g2)) {
(orderid, amoumt, ccnum) := readrow(q2);
print  'Order ID ="' print orderid;
print  'Amount = '; print amount;
print  'Credit Card = XXXX-XXXX-XXXX-";
print tailstr(ccnum, 4);
}
} else {
print  'Wrong password’;
}
}
Issp>

Figure 6: A web script example

);




E-ConsT

; c:stringpublic! fcg

('s) = stringcl !l

E-TRUSTVAR

;  s:stringcl!il

( x) = stringcl !l

E-VAR

;X :stringcl il

;X :gqueryname

E-EMPTYTEST

;. empty(x) : string public! tainted

;  ep:stringcly il
CL( ;cly;cly;ilg;ily) = cls

T ey :stringcly il

IL( ;cly;clyilggily) =il

E-Op

; Sl

e : stringcls il g

; ey :stringcly il

(LN =&

match( ;ep;a)

cl, £+ (cl; if a this 0)

E-DECLASSIFY +

;  declassifger; L : a) : stringcly !l

;e :stringcly !l

(L)=e&

match( ;e;; a)

clp £+ (cl: if a 0this)
E-DECLASSIFY-

; declassifger; L : a) : stringcly !l

Figure 7: Expression typing rules:

label in the typing context of the print  statemenimust
alsobe publicto preventimplicit information o w suchas
“if secret then print 1 else print 0" Se-
cretdatamustbedowngradedo publicdatabeforethey can
be printedto webpages.

Figure 6 showns an actualweb script. It hastwo query
interfacesto the databaseThe script takesthe userinput,
performsqueriesto the databasereadsthe resultsfrom the
gueryandgenerates web pagefor the enduser The fol-
lowing subsectionsvalk throughthis examplestep-by-step
to presenthelanguagdeatures.

4.2. Query interfacesand type declarations

Queryinterfacesandvariablesaredeclaredn theheader
sectionof a script. In Figure6, the script headerfrom line
1 to line 17 speci esall the input/outputdatatypes.Line
2 speci estheinputs elds submittedfrom the web forms
in a HTTP requestand mapsthemto variablesu, p andy
in the scriptinglanguageAll of thesevariablesareconsid-
eredto be public, untrusteddata;they have securitylevel
“public! tainted” in thetypesystem.

Two queryinterfacesarede ned in lines 4-13. At run-
time, they mustmatchtheir speci cationsin the DBMS in-
terfacesThe rst query GetlD , looksupausemamein the
databasendreturnsthe users passverd andidentity num-
ber; both are secretsand cannotbe directly releasedo the
public. ThesecondqueryFetchRecords usestheusers
identity numberto look up the users transactiorhistoryin
thedatabase.

Query arguments: Integrity labels are speci ed for
gueryargumentsn theinterface;theircon dentiality labels
are public by default as requiredby the C-QUERY type-
checkingrule. For example the queryargumentindex on
line 9 hasanintegrity label untainted, which malkesit im-
possibleto passan untrustedtainted value to index .
The agumentyear on line 9 requiresa mandatorycon-
version from an arbitrary string to a string that contain
only an integer, which forbids certain SQL string at-
tacks.

Query results: Query results are modeledas trusted
variablesin the type system.All the trustedvariablesare
treatedasreadonly in the type systemthey cannotbe up-
datedusing direct assignmentsCon dentiality labelsare



CL-SECRET

CL( ;cly;clp;ilq;il ) = secret

cl; v public

cly v public

CL-PusLIC

CL( ;cly;cly;ilq;il2) = public

il, v fipg
a £ this ip

match(a;; az)

4
cly =+ (cly; ap)

CL-DOWNGRADE(L)

CL( ;cly;publigil;il,) = cls

IL-TAINTED

IL( :il1;il2) = tainted

il 1 v untainted

il , v untainted

IL-UNTAINTED

IL( ;ilq;il2) = untainted

IL-COMPOSE

IL( ;fip1g;fip2g) = fip1

ip29

Figure 8: Downgrading rules

speci edfor queryresults,andtheir integrity labelsareim-
plicitly de ned by the C-READROW rule: avariables has
an integrity label f sg. On line 5, the con dentiality label
for PASSWORS&ateghatthe only possibleway to leakin-
formationaboutthe passwerd is to compardt with a value
atlevel public

A row of the query result is read togetherusing the
readrow commandThecon dentiality policy of aquery
resultvariablecanmentionnamesof othervariablesin the
samequery For example,the variableID on line 6 hasa
policy that mentionsthe variable PASSWORBayingthat
thetheID stringcanonly bedisclosedf a publicly known
stringmatcheASSWOR@Nthesamerow of thequeryre-
sult. This policy speci esarun-timetestof identity infor-
mation.

4.3. Downgrading

Downgradingis the key featureof this type system.The
downgradingpoliciesspeci edby thequeryinterfacescon-
trol how con dential datais releasedand how trustworthy
informationis updatedTherearetwo downgradingmecha-
nismsin thetypesystem.

Implicit downgrading: Downgradinghappensmplic-
itly in eachstepof computatiorthatusesthebuilt-in opera-
tors. Without lossof generality we presenonly thetyping
rulesfor binary operatordn this paper In traditionalsecu-
rity typesystemsif x hassecuritylevell; andy haslevell,,
theresultof x y hassecuritylevellit |, whichis anupper
boundof I; andl,. The E-OP rulein Figure7 is backward-

compatiblewith thosetype systemsHowever, E-OP exam-
inesthe labelsof the operandsamore carefully using rules
in Figure 8. The CL-SECRET, CL-PuBLIC, IL-TAINTED
andlL-UNTAINTED rulesarestandardules—the givethe
label of the resultby approximatingthe join of the argu-
ments.The IL-CoMPOSE rule, however, attemptsto com-
pute the integrity label for the resultwhenboth operands
have goodintegrity guaranteesThe CL-DOWNGRADE(L)
rule declassi estheleft operandusinganactionthatcorre-
spondsto the useof the  operator(thereis a symmetric
versionthat operateon theright sideof ). Theintegrity
label of the otheroperands also usedto describethis ac-
tion.

It is possiblethat morethanoneactiona, canbe cho-
senin the CL-DOWNGRADE rule. For example,the action
this = ¢o canmatchthe policy this = ?. The predicate
match determinesvhetherthe actionmatchesa downgrad-
ing policy patternwe omit the straightforwardde nition of
whensuchpatternsunify. We malke this downgradingim-
plicit becausenostusefuldowngradingpoliciesaresimple
andit is easyto search(in the implementationof match)
for an usabledowngradingaction. To avoid searchingthe
languagecould be extendedwith anoptionalconstructthat
speci esthe downgradingactionasannotationn the op-
eratorsothatthetype checler knows which actionto use.

Conditional downgrading: The conditional expres-
sionsin the policy languageallow usto specifydowngrad-
ing patternsvith branchesThisis achievedin thetypesys-
tem by trackingthe “active conditions”on the currentex-
ecutionpath.The if statementganhave anoptionaltag L



in its syntax.In the C-1F-PuB rule,thecontext is usedto
keeptrackof all theconditionalexpressionsagsonthecur-
rentexecutionpath. Thesetagsarealsoannotatedvith ei-
ther +, indicating the “true” branch,or , indicatingthe
“false” branch.Programscan use declassifyand endase
statementdo downgradethe label of a value by specify-
ing the tag of the conditionalexpressionthat corresponds
to the if statementand an actionthat matdesthe condi-
tional expression.Here again,a match( ;e;a) predicate
is neededto determinewhetherthe expressione can in-
stantiate action a in context . Intuitively, the tag L
mentionedn the downgradingoperationprovidesthe jus-
ti cation for control ow that validatesthe use of the
downgradingaction. This is a novel extensionof our ear
lier type system[5] without breakingthe relaxednonin-
terference result: the relaxed noninterferenceof condi-
tional patternscan be be justi ed by an equivalencerule
“if eg E[ex] e3  if e1 EJif €1 e ¢] e3” whereE is aneval-
uation context, with some side conditionson the typing
contts andvariablebindings.

4.4. Information o w control in the example

In Figure®6, lines22-44shov a programfragmentin the
webscript.It useshequeryGetID to authenticatéheuser
andusesthe queryFetchRecords  to look up the users
historyof transactions.

Reading query results: Line 23 submitsa query to
the databaseand returns a handle g1 to the instance
of this query Line 27 readsa row from the query re-
sults. When the variables(pwd,id)  are addedto the
contet, their types are addedto the typing context ac-
cording to the databaseinterfaces. The variable pwd
has security level fthis=* ¢! fpwdg andid has secu-
rity level fif (pwd=*) this 0g! fid g. The variable
namesin the query interfacesare substitutedby the ac-
tualinstancesn the C-READRoOwW rule.

Implicit downgrading: Line 28 performsan implicit
downgradingin the conditional expression.The expres-
sion pwd=p correspondgo an action “this = ?" for
the variable pwd, and we have + (fthis = ?g;fthis =
?g) = public. Thereforethe expressionpwd=p hassecu-
rity level public! tainted by usingthe E-OP rule, the CL -
DOWNGRADE(L) rule andthe IL-TAINTED rule. Thein-
formationleak on this expressioris permittedby the policy
andthe pc label inside the branchwill be public. In con-
trast,in languagesik e Jif, downgradingmustbe performed
by usingits declassify expressionlmplicit downgrad-
ing alsohappenon line 33 for the variabley andon line
39 for thevariableccnum. Thetype systemprovidessub-
stantialguaranteesboutdowngrading—allthe downgrad-
ing mustfollow permissibledawngradingpathsspeci edby
thepolicies.

Conditional downgrading: Whentheif statemenis
typecheckdonline 28,thetagL _AUTHandtheconditional
expression(pwd=p) arestoredin the context . Thisin-
formationis usedto justify further downgradinginsidethe
body of thebranchesLine 31 shons suchanexample.The
declassifyoperationis ano-opatrun-time.It merelysenes
asa hint to the typecheckr thata conditionaltestis in the
currentexecutionpathandthe expressiorid canbedown-
gradedusinganactioncorrespondingo the conditionaltest
on line 28. First, the E-DECLASSIFY + rule veri es that
the action (pwd=*) matchesthe conditional expression
(pwd=p) thatcorrespondo the tag L_.AUTHin the typ-
ing context. Then,the securitylevel of id is downgraded
usingtheaction(if  (pwd=*) this 0) where0 isan
arbitrary constant.Thus, the resultingcon dentiality label
for pub _id is public. If the programmedoesnot perform
therequiredidentity test(speci edonline 6), thetype sys-
temwill notpermitthe programto outputtheID . This con-
ditionaldowngradingpolicy effectively enforcesarun-time
identity test[15].

Writing query arguments: The declassify state-
mentonly affectsthe con dentiality label. Theintegrity la-
bel for pub_id is still fid g. Line 33 calls anotherquery
FetchRecords usingthe value pub_id . Accordingto
the C-QUERY rule, the interfaceof FetchRecords de-
mandsthat the rst argumenthas an untainted integrity
level. This is satis ed becausdid g v untainted in our
framawork. If the FetchRecords query useda tainted
value—perhapsbtainedfrom userinput—thetype system
will detectsuchanerror.

5. Discussion

5.1. Untrusted code,timing channelsand side
effects

Our web scripting languageis primarily intendedas a
tool to help web-systembuilders createmore securesys-
tems. As such,the main focus of this paperhasbeenon
trusted code which is written without malicious intent.
Dealingwith untrustedcodeis a muchmoredif cult prob-
lem. However, the downgradingandtrust modeldescribed
in this paperdiffersfrom previouswork in a couplesigni -
cantways.

In Jif, downgradingis controlled using the decentral-
ized label model, where each principal can only down-
gradeits own policies. The DLM usesthe notion of au-
thority asjusti cation for privilegedoperationsbut author
ity is not connectedo the programsemanticsAs aresult,
untrustedcode (code without the authority of a principal
P) cannotdowngradedataownedby P. Our languagepro-
videsacomplementargbility to specifydowngradingpoli-
ciesbasedon required computatiorratherthanusingcode



privileges This makesit possibleto allow untrustedcode
to perform downgradingin a safemanneras long asthe
downgradingpolicies are correctly speci ed (and the un-
trusted code passegshe typecheckr). Of course,for un-
trustedcode, the downgradingpolicies must be speci ed
consenatively with possibleattacksin mind. For example,
theFetchRecords queryis notsafetousein anuntrusted
settingbecausehe attacler can enumeratepossibleiden-
tity numbersandstealinformationfrom the databaseThis
problemcan be solved by posingstrongerpolicies on the
query interface,for example,using run-time identity tests
likethepolicy online 6.

For con dentiality, untrusteccodecanalsoleakinforma-
tion throughcovert channelssuchastiming channelsand
side effects. This problemis solved by requiringthe pc la-
belbe publicatall placeswhereobsenablesideeffectsare
possibleto happenioops,readingrows from queries,etc.
In thetypesystemthe C-PRINT, C-WHILE, C-QUERY and
C-ReabRow all requirethe pclabelto be public. This so-
lution is impracticalfor languagedik e Jif and FlowCaml,
becausethe explicit declassi cationneededmalke it too
clumsyto allow usefulprogramsbe written. However, our
languagemalkesit morepractical,becausenary secretata
canbeimplicitly downgradedo public databeforethey af-
fectthepclabel.Thepclabelisindeedoubliceverywherdn
theexamplein Figure®. It is alsoworth pointingoutthatthe
control o w in awebscriptis oftensimplerthanotherpro-
grams.Web scripts naturally usethe continuation-passing
programmingstyleandmary scriptsexecutefor averyshort
time. By limiting thecon dentiality labelof theloop condi-
tion in the C-WHILE rule, timing channeleaksarelargely
eliminated.

For trustedcode,the requirementn the pc labelcanbe
relaxed.Insteadof rejectinga programthetypecheckrcan
raiseappropriatevarningsin the C-PRINT, C-WHILE, C-
QUERY andC-ReADRow rules,wherecon dential infor-
mationcanbeleakedthroughcovertchannels.

Thewebscriptinglanguageresentedh this paperis in-
tendedto be a practicalinstantiationof a moretheoretical
languagein our earlier paper[5]. However, despitecon-
dence in the type systempresentechere (asjusti ed by
that previous work), we have not proved any formal secu-
rity guaranteesboutit. The securitygoalis harderto for-
malizethantherelaxednoninterfeenceresultprovedprevi-
ously, becausehis languagencludessideeffectsandstate.
A promising future directionis to formalize the security
guarantedor this language perhapsy usinga functional
variantof thislanguagewith monadiceffects.

5.2. Relatedwork

Language-basddformation- ow controlhasbeenstud-
ied for sometime [13]. Recentanguageprototypessuchas

Jif [7], which extendsJava, andFlowCaml[14], which ex-
tendsCaml, provide nonstandardype systemshatenforce
information- ow policies. The security guaranteeof such
typesystemss usuallyformalizedasnoninterfeence4, 6],
anend-to-endxtensionafuarante¢hatrequireshatnoin-
formationpropagatefrom high securitylevelsto low secu-
rity levels.However, therehave beenvery few practicalap-
plicationsthat demonstratehe useof thesesecurity-typed
languagesin this paper we have proposedo apply these
techniquego web scripting languagesfor which security
concernsare increasinglyimportant. The currentstate-of-
the art in web scripting protectsdata con dentiality and
(perhapsmoreimportantly)integrity in ad hoc ways.Here
we aim to do better yet still provide a practicalenforce-
mentmechanism.

One important challengein making such an approach
practicalis the problemof downgiading([8, 16, 3, 11, 2, 5].
Noninterferencealoneis too strongfor practicaluse.For
con dentiality, it is usually necessaryhat secretdatacan
beleakedto public placesbut only in controlledways.One
approachthedecentralizetabelmodel(DLM) [8] cancon-
trol downgradingby using privileges associatedvith the
code.The DLM allows us to specify policies aboutwho
candowngradethe data,but doesnot specifyhowthe data
shouldbe downgradedandwhatwhatis downgradedAs a
result,the end-to-endhoninterferencguaranteeno longer
holdsfor codewith downgrading.

Another problemis information integrity policies [1].
Although con dentiality and integrity are usually consid-
eredasdualsin information- ow systemstheresultingin-
tegrity guaranteés weak.Noninterferencguaranteesnly
that tainteddatadoesnot affect the valuesof the trusted,
untainteddata,but it doesnot sayanything abouthow the
trusteddataare manipulatedn the system.Thereis abso-
lutely nointegrity guaranteéor datacomingfrom untrusted
codein the Jif languagebecausea maliciousprogramcan
manipulatethe trusteddatain arbitrarywayswithout using
tainteddata.As aresult,thetwo-dimensionaDLM degen-
eratego aone-dimensionarust modelor writers modelfor
integrity policies.

Recentadwancesin the researchon downgading ex-
tendthenotionof noninterferencéy specifyingdowngiad-
ing policiesassecuritylevels and studieshow the dataare
downgradedRelaxedoninterfeence[5] anddelimitedre-
lease[12] provide end-to-endsecurityguaranteesn down-
grading.In the relaxednoninterfeenceframework [5], an
information- ow type systemis usedto control downgrad-
ing in a ne-grained manneraccordingto the downgmad-
ing policies speci ed by the programmerA securepro-
gramcanbeprovedto beequialentto aspeciaform where
all the downgradingare explicit and externalto the body
of the program.The security guaranteecan then be in-
terpretedin the model of delimitedrelease[12] proposed



by Sabelfeldand Myers, which statesa wealened and
backward-compatibleversionof noninterference.

This paperintegratesthesetheoreticalframeworks to-
getherin a practical, domain-speci c programminglan-
guage.The relaxednoninterfeenceframeavork expresses
thedowngradingpoliciesaslambdacalculusterms;manip-
ulatingthepoliciesrequireshigherorderuni cation andex-
tensve proof searchingln this paper we simplify the pol-
icy languageby usingpatterngo represenpoliciesanduse
straightforvard patternmatchingin type-checkingo avoid
extensve searchinglnsteadof usingan effect type system
to enforcedelimitedreleasq12], we simply requirethatall
thecon dential inputvariablesareread-onlyariables Fur-
thermoretheconditionaldowngradingpoliciescanbeused
to enforcerun-timeidentity testsandachieve similar goals
with run-timeprincipals[15].

6. Conclusion

This paper presents an architecture for obtaining
strong, end-to-endsecurity in web-basedonline infor-
mation systemsand motivatesthe use of language-based
information- ow control in a web scripting language.
In this approach,information- ow policies are speci-
ed in the databasejuery interfacesand enforcedin the
web scriptinglanguagéby a statictypechecler.

Basedon prior researchthis papempresentsa frameavork
of downgradingpolicies using a simple and tractablepat-
tern languagethat connectamplicit downgradingto com-
putationgn thescript. Integrity policiesandcon dentiality
policies are treatedsymmetrically leadingto a cleanand
intuitive way for programmerdo describetheir policies.
Moreover, this paperpresents novel downgradingmecha-
nism thatworks by trackingthe conditionalexpressionsn
the typing context and usingthemto enforcepolicies on
run-timeconditionssuchasidentity tests.
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