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Abstract

Thispaperpresentsa practicalapplicationof language-
basedinformation-�ow control, namely, a domain-speci�c
web scripting language designed for interfacing with
databases.Theprimary goal is to provide strong enforce-
mentof con�dentiality and integrity policies: con�dential
data can be releasedonly in permittedways and trust-
worthy data must result from expected computations
or conform to expected patterns. Such security poli-
cies are speci�ed in the databaselayer and statically
enforcedfor the restof the systemin an end-to-endfash-
ion.

In contrastwith existingweb-scriptinglanguages,which
provide only ad hoc mechanismsfor informationsecurity,
thescriptinglanguagedescribedhereusesprinciplesbased
onthewell-studiedtechniquesin information-�ow typesys-
tems.However, becauseweb scripts often needto down-
gradecon�dential dataandmanipulateduntrusteduserin-
put, they require practical and convenientwaysof down-
gradingsecure data.To achievethis goal, thelanguageal-
lowssafedowngradingaccording to downgradingpolicies
speci�edby theprogrammer. Thisnovel,pattern-basedap-
proach providesa practical instanceof recentwork on de-
limited releaseandrelaxednoninterferenceandextendsthat
workbyaccountingfor integrity policies.

1. Intr oduction

This paperpresentsa language-basedapproachto en-
forcing con�dentiality andintegrity of datain typical web-
basedinformation systems.Suchsystemsare usually im-
plementedusing a layereddesignin which datais stored
in the databaseand accessedby using a web browser.
Thedatabasemanagementsystem(DBMS) providesa data
querylanguage(for example,SQL)to store,modify andex-
tractinformationfrom databases.Applicationsoftwarecon-
nectsto theDBMS via someprogramminglanguageinter-
faceandsubmitsqueriesasrequestsfor informationfrom
the DBMS. The applicationsoftware then processesthe

dataandsendthecomputationresultsto theend-users,typ-
ically bundledas HTML. This paperfocuseson a simple
yet widely useddesign,whererelationaldatabasessuchas
MySQL areusedastheDBMS andwebscriptinglanguages
suchasPHPareusedfor developingapplicationsoftware.

In practice,thereare many securityconcernsfor such
systems.For example, an unsafePHP script could use
strings from untrustedinputs to composeSQL queries
and then have the DBMS executethe query, which po-
tentially allows an attacker to insert arbitrary commands
in the SQL query. PHP scripts that accesscon�den-
tial data in the databasemust also releasethem only in
permittedways.For example,onemightrequirethatapass-
word can be comparedagainstuser inputs but cannotbe
printedto thewebpageverbatim,or thatonly the lastsev-
eral digits of a social security number or a credit card
numbershouldbedisplayedin theHTML output.

As theseweb applicationsbecomecomplex, the secu-
rity of the systembecomeshard to manage.In the worst
case,the programmermustwalk throughall the codeand
checkevery line to makesurethattherearenosecurityvio-
lations.In addition,thequeriesperformedby thescriptmust
comply with the desiredpolicieson the datastoredin the
database.Ensuringthatall of thesecurityrequirementsare
metis dif�cult to domanually, tedious,anderror-prone.

Currently, there exist only ad hoc ways to (partially)
enforcesuchsecurity policies. To prevent accidentaluse
of untrustedinputs as parametersto safety-criticalopera-
tions—therebypreventing format string attacksand mali-
cious DBMS queries—somescripting languagesprovide
mechanismsto track the usesof untrustedinputs,dynam-
ically checkingthat they arenot usedinappropriately. Perl,
for instance,can be run in a “taint checking” mode in
which user input stringsare consideredtainteduntil they
arematchedagainsta programmer-suppliedpattern,which
establishesthat theuntrustedinput actuallyconformsto an
expectedform.

In aneffort to enforcethecon�dentiality policieson the
database,experiencedsoftwaredevelopersimplementmost
of the security-sensitive operationsin the DBMS as pro-
cedurecalls in the query language,exposingexplicit, re-
strictedinterfaces.Programmersshoulduseonly thesein-



terfacesto performqueriesin the web scripting language.
This limited interfacemeansthat the databasequery en-
ginecanitself enforcethedesiredpolicies.Suchencapsula-
tion meansthattheprogrammerneedsto checkat leasttwo
things:(1) thatthesensitive operationsarecorrectlyimple-
mentedin theDBMS and,(2) that thequeryinterfacesare
properlyusedby thewebscripts.Thesechecksmustbeper-
formedmanually.

The above ad hoc approacheshave several drawbacks.
First, they encouragethata signi�cant portionof thebusi-
nesslogic be implementedin theDBMS, which makesthe
interfaceslessmodularandlessreusable.For example,we
mayrequirethatonly thelast4 digitsof thecreditcardnum-
bercanbedisplayedto theuser. If this limitation is imple-
mentedin aprocedurecall in theDBMS, thewebscriptcan
only get the last4 digits of thenumberusingthatcall. Se-
curity is guaranteed,but theweb script cannotusethe full
numberto performfurtherqueriesto thedatabase.Instead,
adedicatedprocedurefor this webscriptmustbewritten in
thedatabasethatconnectthesequeriestogether. As thebusi-
nesslogic becomescomplex, theproceduresin theDBMS
becomehardto manage.

Second,doing the dynamicchecksmay be inef�cient.
For example, the user inputs in web forms usually have
constraintson themthat restrict their datarangesanddata
types.Suchconstraintsareoftendynamicallycheckedmul-
tiple timesby the web scripts,the DBMS procedures,and
thetriggersin thedatabases.Thereasonis thattheprogram-
minginterfacebetweentheDBMS andtheapplicationsoft-
wareis eitheruntypedor dynamicallytyped,andmany con-
straintscannotbeeasilyexpressedasdatatypes.

Third, the intendedsecuritypolicy of the systemis not
apparentfrom its implementation.Thereis no explicit de-
scription of what data is consideredto be con�dential or
what the requirementsarefor checkingthe validity of un-
trustedinputs.This makesthesoftwaremorefragile (local
changesto thesystemcanbe inconsistentwith thedesired
global securitypolicy) and much harderto maintainover
time.

1.1. Contributions

This paper proposes a language-basedsolution to
the above problems.Insteadof implementingall the ac-
cess control mechanismsin the DBMS proceduresor
dynamicchecks,we allow theprogrammerto specifysecu-
rity policieson the applicationprogramminginterfacesof
the DBMS. Suchinterfacesarestrongly typed.The secu-
rity policiesarestaticallyenforcedin thescriptinglanguage
usinganinformation-�ow typesystem.

Following the ideasof recentlanguageprototypessuch
asJif [7], which extendsJava, andFlowCaml [14, 9, 10],
which extends Caml, we design a security-typedlan-

guage suitable for writing web scripts. Web scripting
languagesdiffer from general-purposeprogramminglan-
guagesin many aspects,several of which simplify our
information-�ow analyses.For example,mostweb scripts
contain little or no state,and very limited looping con-
structs; they involve little computationand are intended
to terminatequickly. Thesedomain-speci�c featuresal-
low us to deal with covert channels(such as the timing
channels)and someside effectsmore easily than in gen-
eralpurposelanguages.

Importantly,whenwereasonabouttheinformation�o ws
in suchweb scripts,downgradingis very common.Many
web scriptsreadsensitive datafrom databasesandrelease
them to the end user (i.e. declassi�cationof con�dential
data).Conversely, web scriptsalsotake untrusteduserin-
putsandusethemto synthesizedatabasequerieswhichcan
altertrusteddata(i.e.endorsementof low integrity data).To
makeinformation-�ow controleffective,downgradingmust
becontrolledin asafemanner.

Our contributions include several importantextensions
to prior research[5, 12]. First,we presenta simpleyetgen-
eral architecturefor building secureweb systems;this pa-
per emphasizesthe scripting-languagecomponentof that
architecture.Second,our languageaddressesthe problem
of downgradingin information-�ow systemsby providing
a practical instanceof our recent theoreticalframework
on downgrading policies[5]. Third, we extendthe frame-
work to include integrity policies and conditional down-
gradingpoliciesthat usea novel pattern-matchingsublan-
guageto expressinformation-�ow constraints.Conditional
downgradingpolicies are extremely useful for specifying
requirementsthatinvolverun-timeidentity tests.

Therestof thepaperis organizedasthefollowing. Sec-
tion 2 discussesa layeredarchitecturefor information�o w
control in online informationsystems.Section3 presentsa
languageof securitypolicies,de�nesthesecuritylevelsand
formalizedowngrading.Section4 presentstheabstractsyn-
tax of thewebscriptinglanguage,shows a programexam-
ple andintroducesits type system.Section5 discussesis-
sueswith untrustedcodeandrelatedwork. Section6 con-
cludes.

2. Mandatory accesscontrol in online infor-
mation systems

2.1. Systemarchitecture

Typical web-basedsystemsconsist of a database,a
databasequery languageandvariouscomponentssuchas
scriptsandwebserversthatwork togetherin a multi-tiered
fashion.Thesesystemscanhavemassiveamountsof con�-
dentialandtrustedinformation,with quitecomplex security
policies.For example,recentlawsin theUnitedStatesman-
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Figure 1: Information-�o w contr ol in web-based inf ormation systems



datecomplicatedproceduresfor releasingmedicalinforma-
tion aboutpatients;suchpoliciesmustbe enforcedin the
informationmanagementsystemsusedby healthcareof-
�ces. Giventheubiquityandfamiliarity of theweb,provid-
ing a webinterfaceto suchinformationwould bevaluable,
but enforcing the appropriatesecurity policies is a chal-
lengingtask.

We proposea simpli�ed, yet generalarchitecturefor
suchweb-basedinformation systems,as depictedin Fig-
ure1. Thekey elementsare:

� Thestoragelayer:adatabasemanagementsystemthat
storesandmanagescon�dential andtrustworthy data
usingdatabaseschemas,tables,views anda database
querylanguage.

� The accesscontrol layer: a query interfacelanguage
that controls the releaseand updateof information
in the database.A query interfaceprovidesmeansto
accessthe database,but alsospeci�es language-level
information-�ow policieson theinterface.

� The presentationlayer: a web scriptinglanguagethat
executesthequeries,manipulatetheresultsandgener-
atewebpagesfor endusers.Theinformation�o w poli-
ciesfrom thequeryinterfacesareenforcedin theweb
scriptinglanguage.

It is desirableto usesecurity-typedlanguagesto pro-
gram thesesystems,becauselanguage-basedinformation
�o w control provides strong end-to-endsecurity guaran-
tees[13]: information-�ow policiesarespeci�edat theend-
pointsof theprogram(on variablesandmoduleinterfaces)
andenforcedin thewholeprogram.However, in theseprac-
tical systems,con�dential datalivesoutsidethe programs
that manipulatethem.The sourceof suchdatais not pro-
gram variablesor function call interfaces,but rather the
databasesthemselves.To enforceinformation�o w policies
acrossthewholesystem,it is necessaryto specifythepoli-
ciesdirectly at the very endof the system,namely, at the
databaselevel, andenforcetheseinformation�o w policies
acrosstheboundariesof differentcomponents.

The following sectionsoutline how the piecesof this
architecture�t together;subsequentsectionsexplain the
scriptinglanguagein moredetail.

2.2. Policy speci�cation in the DBMS interface

We require that all databasequeriesare accessedvia
strongly typed programminginterfacesprovided by the
DBMS. This is shown in Figure 1 as the accesscontrol
layer, which, for this examplecontainstwo queriesGetID
andFetchRecords . Theapplicationprogrammercanuse
only thedeclaredinterfacesto accessthedatabasebut can-
not executearbitrarySQL queries.As describedin the in-
troduction,thisis astandardengineeringpractice,asit man-

datesthat all the security-relatedqueriesbe implemented
as procedurecalls in the DBMS layer. However, because
our scriptinglanguagetypesincludesecuritypolicy infor-
mation,this layer doesnot have to enforceall the security
policiesin theDBMS. Instead,it canspecifysecuritypoli-
ciesastypeson theoutputof thequeriesandlet theappli-
cationsoftwareenforcethesepoliciesusinglanguage-based
information-�ow control.For example,theprogrammercan
declaretheoutputof aqueryto havesecuritylevel “secret”,
sothewebscriptsusingthisquerywill not leakits informa-
tion to publicplaces.

One issueis how to propagatethe typing information
from databasesqueriesto the scripting language.In rela-
tional databases,a query returnsa table that has a �x ed
numberof columns.The type of eachcolumnis statically
known. The script readsthe query resultsiteratively in a
row-by-row fashion,so theschemaof a tablecanbetrans-
latedto a tuple typethat representsthedatatypesfor each
column.As shown below, our scriptinglanguageprovides
built-in constructsfor accessingrowsof queryresults.

In our architecture,information-�ow policiesarespeci-
�ed onthequeryinterfacetypes.For con�dentiality, wecan
annotatetheoutputassecretso that it is not allowedto be
leaked to public places.For integrity, we canannotatethe
argumentof a queryasuntaintedsothatits valueis notaf-
fectedby tainted inputs.Besidesthesebuilt-in levels,pro-
grammerscanspecifydowngradingpoliciesassecuritylev-
els thatdescribehow secretvaluescanbecomepublic and
how untrustedvaluesbecometrusted.Section3 presentsa
generalizedframework of theseinformation�o w policies.

2.3. Policy enforcementin the webscripting
language

This remainderof this paperpresentsthe designof a
web scripting languagesimilar to PHP, which is usedfor
thepresentationlayershown in Figure1. Themajordiffer-
encewith PHPis that thequeriesto databasesarestrongly
typed.The argumentsandresultsof queriesareannotated
with information-�ow policies.Theinterfaceto eachquery
is explicitly de�ned in theprogram,which makesauditing
the softwarefor securityandmaintenancepurposeseasier
for humansand provides the information neededby our
type checker to determinewhether the web script satis-
�es the policies.At run-time,whenthe script connectsto
the DBMS, the type signatureof eachquery interface is
matchedagainsttheinterfaceprovidedin theDBMS.

At a high level, a web script takes some input data
provided by interactionwith the userand the DBMS and
producesHTML data as output. The input data coming
from the client web browsercan be treatedashaving the
security labelspublic and tainted. Resultsobtainedfrom
databasequerieshavesecuritypolicy speci�cationsde�ned



Labels l ::= cl ! il
Con�dentiality Labels cl ::= f cp1; : : : ; cpk g j secretj public
Integrity Labels il ::= f ip1; : : : ; ipk g j tainted j untainted

Con�dentiality Policies cp ::= c j s j ? j � cp1; : : : ; cpk j if cpcpcp j this
Integrity Policies ip ::= c j s j ? j � ip1; : : : ; ipk j if ip ip ip

TrustedVariables s ::= si

Constants c ::= ci

Operators � ::= + j � j hashj built-in operators...

DowngradingActions a ::= c j s j ? j � a1; : : : ; ak j if a a a j this

Figure 2: The pattern langua ge for security labels

by thequeryinterfaces.Thewebscriptperformssomecom-
putationusing theseinputs from different security levels
andproducestringsthat constitutethe resultingweb page,
which hassecuritylevel public. Additionally, thequeryar-
gumentssentalongwith thequeryarealsooutputsandthey
mayhaverequiredsecuritylevelssuchasuntainted. In our
model,thesecuritypolicieson theoutputsof thescriptare
enforcedby an information-�ow type system,which pro-
videsend-to-endsecurityguaranteesontheinput–outputre-
lationshipof the program.The following sectionspresent
ourscriptinglanguagefeaturesin detail.

3. Security levelsfor con�dentiality and
integrity

In many conventionalinformation-�ow typesystems,the
securitylevelsconsideredarelimited to thesimplelattices
publicv secret for con�dentiality and untaintedv tainted
for integrity. Our scriptinglanguageinterpretsthesesecu-
rity levels in a moregeneralframework, wheredowngrad-
ing policies [5] are usedto expressthe security levels of
data.A securitylevel is simply a non-emptysetof down-
gradingpolicies,whereeachpolicy describesthenecessary
computationthatmustbeperformedin orderto downgrade
the dataat this securitylevel. Suchpoliciesareexpressed
in a smallpattern-matchinglanguage.Con�dentiality poli-
ciesandintegrity policiesaremostlysymmetricin our lan-
guage.Thefollowingsubsectionspresentthesyntaxandthe
semanticsof thesesecuritylevels.

3.1. Input variables and the pattern language

Eachprogramtakessomeinput dataandproducesome
outputs.We classifytheprograminputsinto two kinds:

� Untrustedinput: inputswith securitylevel tainted and
public. Untrustedinputscomefrom theuserinputsvia
webforms.

� Trustedinput: inputswith securitylevel untaintedand
secret, or otherprede�nedsecuritylevels.Trustedin-
putscomefrom databasequeryinterfacesandrun-time
API calls. In our scripting language,suchinputs are
representedastrustedvariables. For example,theroot
password canbemodeledasa secretanduntaintedin-
put to the login process.We usethemetavariables to
representsuchtrustedinput variables.

Thesyntaxof securitylabelsis de�ned in Figure2. Each
labelhasits con�dentiality partandintegrity part.Eachcon-
�dentiality (or integrity) labelis anon-emptysetof policies.
Specialnamessuchassecret, public, untaintedandtainted
canalsobeusedaslabels;they canbeinterpretedassetsof
policiesasshown in Figure3. Thenext two subsectionsex-
plain thesemanticsof theselabels.

secret � f c0g public � f thisg
tainted � f ?g untainted � f ip j ? =2 ipg

Figure 3: Special security Labels

3.2. Con�dentiality labels

Syntactically, a con®dentiality policy is an expression
embeddedwith this and?. The meaningof sucha policy
is somecomputationrequiredto declassify(or downgrade)
the secret.When this is replacedby the annotatedsecret
valueandevery ? is replacedby a valueat securitylevel
public, the resultof the expressionis at public. For exam-
ple, if the password p hasa policy “ this = ?” and x is
a public value,thenthe expressionp=x is a public value.
This policy allows thepassword be comparedto untrusted
values,but doesnot allow thepassword be leakedby other
means.



Policy equivalence: We write cp1 � cp2 to denotethat
the two policieshave the samesemanticmeaning.For ex-
ample,x + y � y + x. To keepthingssimplein this paper,
weuseonly syntacticalequivalence.

A con®dentiality label is a non-emptysetof con�den-
tiality policies.Sucha label describesa securitylevel for
con�dentiality. If datax hasa con�dentiality label cl =
f cp1; : : : ; cpk g, it meansx can only be downgradedto
public by using one of the policies cpi in that label. In
other words, a label speci�es possibleways (policies) to
downgradethe data it annotates.For example, the label
f this = ?;hash(this)g on a password valuealsoallows the
passwordbeleakedbycomputingits hash.Wede�ne thein-
terpretation of a labelcl to beanin�nite setof policies:

S(cl)
4
= f cp1 j cp1 � [cp2=this]cp3; cp2 2 cl; si =2 cp3g

Intuitively, it meansthat if cp2 is a valid downgradingpol-
icy, i.e. cp2 representsa public expression,we canput cp2

in anothercontext cp3 to yield anotherdowngradingpolicy
cp1, aslong asthecontext cp3 doesnot containtrustedse-
cretvariables(which we denoteassi =2 cp3). Theinterpre-
tationof a label is thesetof all policiesthatcanbederived
from thepoliciesin thatlabel.For example,if “hash(this)”
is a valid downgradingpolicy, then it implies the policy
“hash(this)%16” is alsovalid.

In this framework, both secretand public can be ex-
pressedusingcon�dentiality policies:secretcanbe repre-
sentedby a constantpolicy f c0g, which trivially hidesthe
secretafter substitutingthis with the secret.The interpre-
tation of secretis all the patternexpressionsthat doesnot
containthis andsecretvariables.The securitylevel public
canberepresentedby theexpressionf thisg, whichsaysthe
annotatedvaluecanbe straightforwardly treatedaspublic
data.Theinterpretationof publicincludesall thepatternex-
pressionsthatdoesnot containtrustedsecretvariables.The
ordering on labelsis thende�ned usingsetinclusion:

cl1 v cl2 ( ) S(cl2) � S(cl1)

As an example,it is easyto verify that public v f this =
?;hash(this)g v f this = ?g v secret. Intuitively, higher
security levels containsfewer downgradingpolicies. The
join of labelsis interpretedasthejoin of thelabelinterpre-
tations,which canbe conservatively approximatedby tak-
ing theintersectionof two labels.

Thesesecuritylabelsallow usto formally de�ne down-
grading in programs.We usethe metavariablea to repre-
sentactions, which speci�esa fragmentof computationon
a value.In an actionexpression,this denotesthe valueof
interestandall the? representvaluesof public level. A la-
bel cl canbe downgradedto anotherlabel usingan action
a:

+ (cl; a) = f cp1 j [a=this]cp1 � cp2; cp2 2 clg

Here,+ (cl; a) is the labelof dataobtainedby takingdata
with label cl andperformingactiona on it. For example,
supposewe de�ne thefollowing labelsandactions:

cl1
4
= f (hash(this)%4)= ?g a1

4
= hash(this)

cl2
4
= f (this%4)= ?g a2

4
= this%4

cl3
4
= f this= ?g a3

4
= f this= ?g

We have + (cl1; a1) = cl2, + (cl2; a2) = cl3, +
(cl3; a3) = public. If a variablex hassecurity level cl1
andy is public, thenthe expressionhash(x) haslevel cl2,
hash(x)%4 has level cl3, (hash(x)%4) = y has level
public. Intuitively, an action is a patternthat matchesthe
computationin the program:this matchesa secretvalue
to be downgradedand? matchesany expressionsat level
public. Eachcon�dentiality labelcorrespondsto astatema-
chinethatmodelsdowngrading,wherestatesarelabelsand
transitionsaredowngradingactions.

3.3. Integrity labels

Integrity labelsarelargely thedualof con�dentiality la-
belswith severalsubtledifferences.Con�dentiality policies
specify what can be donewith the datain the future, in-
tegrity policy specify what hasbeendone to the data in
the past.An integrity policy is an expressionembedded
with ?, meaninganexpressionthathascomputedtheanno-
tatedvalueasaresult,whereeach? representsanuntrusted,
tainted input to theexpression.For example,if thevariable
x is tainted, thentheexpressionx%4 hasanintegrity pol-
icy “?%4”, which statesan integrity constrainton the re-
sult.An integrity label is anon-emptysetof integrity poli-
cies,whereeachpolicy describesan expressionthat could
have computedthe valueasa result.If the valuex hasan
integrity label il = f ip1; : : : ; ipk g, thenit musthave been
computedusingoneof theexpressionip j 2 il . Most inter-
estingintegrity labelshaveonlyonepolicy in them,because
addingpoliciesto alabelonly weakenstheintegrity guaran-
tee.Similar to con�dentiality labels,the interpretation of
integrity labelsis de�ned as:

S(il )
4
= f ip1 j ip1 � [ip2=?j ]ip3; ip3 2 il g

Theordering on integrity labelsis de�ned as:

il 1 v il 2 ( ) S(il 1) � S(il 2)

In this framework, tainted can simply be representedas
f ?g, as this is dual caseof public in con�dentiality. The
security label untainted correspondsto an in�nite label
f ip j ? =2 ipg, which includesall expressionsthat do not
usetainted inputs.Althoughwehaveuntaintedv tainted,
many interestingpoliciesdo not sit betweenthesetwo se-
curity levels. For example,f min(?;10)g hasno direct or-
dering with untainted. This explains why traditional def-
initions of noninterferencegivesa weakform of integrity



Variables x ::= x i

Expressions e ::= c j s j x j � e1; : : : ; ek j declassify(e;L : a) j endorse(e;L : a)
Commands p ::= � j p; p j x := e j [L :]if e p p j whilee p j print e

j x := queryname (e1; : : : ; ek ) j (s1; : : : ; sk ) := readrow x

Types � ::= string l j queryname

Programs Prog ::= I nputs Queries V ars B oby
Input I nput ::= f iel d ) s
Query Query ::= name (x1 : il 1; : : : ; x j : il j ) ) (s1 : cl1; : : : ; sk : clk )
Variables V ar ::= x : cl ! il
Body B ody ::= c B ody j p B ody j �

Figure 4: Abstract syntax

guarantee:therearemany interestingintegrity policiesbe-
sidesuntainted. In fact,untaintedis a verycoarsesecurity
level and it canbe further strengthened.For example,the

integrity label il 1
4
= f s2 + s3g satis�es il 1 v untainted.

It saysa very strongintegrity guarantee:valuesat this in-
tegrity level mustbe equalto the sumof two trustedpro-
graminputs.An evenstrongerintegrity labelf 0g workslike
a singletontype wherethe only inhabitantis zero.Down-
grading for integrity labelsis formalizedas:

+ (il ; a)
4
= f ip1 j [ip2=this]a � ip1; ip2 2 il g

For example,suppose

a1
4
= ToInt(this) il 1

4
= f ToInt(?)g

a2
4
= min(this; 10) il 2

4
= f min(ToInt(?); 10)g

a3
4
= max(this; 5) il 3

4
= f max(min(ToInt(?); 10); 5)g

We have + (tainted; a1) = il 1, + (il 1; a2) = il 2,
+ (il 2; a3) = il 3. If a variablex hassecuritylevel il 2, then
theexpressionmax(x; 5) haslevel il 3.

4. The webscripting language

4.1. Languagesyntaxand semantics

The web scripting languageprovides a programming
modelsimilar to PHP. Theabstractsyntaxis shown in Fig-
ure4. Programfragmentsareinsertedto thewebpageus-
ing specialtagslike<?ssp ... !ssp> . At thetoplevel,
a webscriptconsistsof a headerandseveralprogramfrag-
ments.A headerincludesthe mappingfrom the form in-
puts to variablenamesand the de�nition of query inter-
faces.A queryinterfaceincludesthenameof thequery, the
queryarguments,theresultvariablesandthesecuritylevels
of thesevariables.Eachprogramfragmentis a command.
Commandscan be sequentialcompositionof commands,
assignments,branches,loops,print statements,and query

operations.For simplicity, function calls arenot presented
in this paper, althoughthey are not fundamentallydif�-
cult to include.Oneotherdifferencefrom PHPandother
information-�ow languagesis that a branchstatementcan
have a tagL on it; suchtagscanbe usedin declassifyand
endorseexpressions,which will be explainedlater. When
thescriptis executedby thewebserver, eachprogramfrag-
mentis substitutedby its outputusingtheprint statement.
Exceptqueryhandles,all valuesaresimply stringsin this
language.

The type systemof the web scripting languageis pre-
sentedin Figures5, 7 and8. Thetypesystemstaticallycon-
trols the information�o w in the programs.Con�dentiality
labelsand integrity labelsare tracked separately. Like Jif
andFlowCaml, the type systemgenerallydisallows infor-
mation�o w from highsecuritylevelsto low securitylevels,
wherethe orderingof securitylabelsis de�ned asin Sec-
tion 3. For con�dentiality, implicit information �o ws are
also tracked by addinga programcounterlabel pc to the
typing context. The pc label is only permittedto be either
public or secret, becausethedowngradingpolicieswritten
by the programmerapply only to expressions,not to con-
trol �o w.

A typing judgment for an expressionhas the form
� ; � ` e : � , where � is the typing context for vari-
ablesand � is the context of conditionalexpressions,ex-
plained below. The typing judgments for commands
are of the form � ; � ; pc ` p meaning that the com-
mandp is well-typedunderthe contexts � ; � andthepro-
gram counterpc. For example, the C-ASSIGN rule only
allowsinformation�o w from low securitylevelsto highse-
curity levels. It also take pc label into accountto track
implicit �o ws.

The programwrites its output using the print state-
ment. Output data is publicly visible to the user, so the
typesystemmustensurethatthecon�dentiality labelof the
output is public in the C-PRINT rule. Furthermore,the pc



� ; � ; pc ` p1 � ; � ; pc ` p2

� ; � ; pc ` p1; p2
C-COMPOSITION

�( x) = string cl1 ! il 1

� ; � ` e : string cl2 ! il 2 cl2 v cl1 t pc il 2 v il 1

� ; � ; pc ` x := e
C-ASSIGN

� ; � ` e : string cl ! il cl � public pc � public

� ; � ; pc ` print e
C-PRINT

� ; � ` e : string cl ! il
cl � public � ; � ; public ` p pc � public

� ; � ; pc ` whilee p
C-WHILE

� ; � ` e : string cl ! il cl t pc v public
� ; � [ (L + : e); public ` p1 � ; � [ (L � : e); public ` p2

� ; � ; pc ` L : if e p1 p2
C-IF-PUB

� ; � ` e : string cl ! il
� ; � ; secret` p1 � ; � ; secret` p2

� ; � ; pc ` L : if e p1 p2
C-IF-SEC

Q(name) = (x1 : il 1; : : : ; xk : il k ) ) (: : :)
� ; � ` ei : string cli ! il 0

i cli � public
il 0

i v il i pc � public � [ (x : queryname); � ; pc ` p

� ; � ; pc ` x := queryname (e1; : : : ; ek ); p
C-QUERY

�( x) = queryname
Q(name) = (: : :) ) (S1 : cl1; : : : ; Sk : clk )

cl0i
4
= pct [s1=S1] : : : [sk =Sk ]cli

pc � public � [ (si : string cl0i ! f si g); � ; pc ` p

� ; � ; pc ` (s1; : : : ; sk ) := readrow x; p
C-READROW

Figure 5: Command typing rules: � ; � ; pc ` p



01 <?ssp_header
02 FormInputs ( "UserName" => u, "Password" => p, "QueryYear" => y );
03
04 Query GetID ( username: !tainted ) => (
05 PASSWORD: {this=*},
06 ID : {if (PASSWORD=*) this 0}
07 );
08
09 Query FetchRecords( index: !untainted, year:!{Integer(*)} ) => (
10 ORDERID : public,
11 AMOUNT : public,
12 CCNUM : {tailstr(this,4)}
13 );
14
15 Variables ( pub_id: public!untainted );
16
17 !ssp_header>
18 <html><head><title>....</title>
19 <meta http-equiv="content-type" content="text/html; charset=UTF-8">
20 </head><body>
21 ......
22 <?ssp
23 q1 := query GetID(u);
24 if ( empty(q1) ) {
25 print 'Unknown username';
26 } else {
27 (pwd, id) := readrow(q1);
28 L_AUTH: if (pwd=p)
29 {
30 print 'Username = '; print u;
31 pub_id := declassify(id, L_AUTH:(pwd=*));
32 print 'School ID ='; print pub_id;
33 q2 := query FetchRecords( pub_id, Integer(y) );
34 while (!empty(q2)) {
35 (orderid, amoumt, ccnum) := readrow(q2);
36 print 'Order ID = '; print orderid;
37 print 'Amount = '; print amount;
38 print 'Credit Card = XXXX-XXXX-XXXX-';
39 print tailstr(ccnum, 4);
40 }
41 } else {
42 print 'Wrong password';
43 }
44 }
45 !ssp>
46 .....

Figure 6: A web script example



� ; � ` c : string public ! f cg
E-CONST

�( s) = string cl ! il

� ; � ` s : string cl ! il
E-TRUSTVAR

�( x) = string cl ! il

� ; � ` x : string cl ! il
E-VAR

� ; � ` x : queryname

� ; � ` empty(x) : string public ! tainted
E-EMPTYTEST

� ; � ` e1 : string cl1 ! il 1 � ; � ` e2 : string cl2 ! il 2

CL(� ; cl1; cl2; il 1; il 2) = cl3 I L (� ; cl1; cl2; il 1; il 2) = il 3

� ; � ` e1 � e2 : string cl3 ! il 3
E-OP

� ; � ` e1 : string cl1 ! il

�( L + ) = e2 match(� ; e2; a) cl2
4
= + (cl; if a this 0)

� ; � ` declassify(e1; L : a) : string cl2 ! il
E-DECLASSIFY+

� ; � ` e1 : string cl1 ! il

�( L � ) = e2 match(� ; e2; a) cl2
4
= + (cl; if a 0 this)

� ; � ` declassify(e1; L : a) : string cl2 ! il
E-DECLASSIFY-

Figure 7: Expression typing rules: � ; � ` e : �

label in the typing context of the print statementmust
alsobepublic to prevent implicit information�o w suchas
“ if secret then print 1 else print 0”. Se-
cretdatamustbedowngradedto publicdatabeforethey can
beprintedto webpages.

Figure 6 shows an actualweb script. It hastwo query
interfacesto the database.The script takesthe userinput,
performsqueriesto thedatabase,readstheresultsfrom the
queryandgeneratesa web pagefor the enduser. The fol-
lowing subsectionswalk throughthis examplestep-by-step
to presentthelanguagefeatures.

4.2. Query interfacesand type declarations

Queryinterfacesandvariablesaredeclaredin theheader
sectionof a script. In Figure6, thescript headerfrom line
1 to line 17 speci�es all the input/outputdatatypes.Line
2 speci�es the inputs�elds submittedfrom theweb forms
in a HTTP requestandmapsthemto variablesu, p andy
in thescriptinglanguage.All of thesevariablesareconsid-
eredto be public, untrusteddata;they have securitylevel
“public! tainted” in thetypesystem.

Two query interfacesarede�ned in lines 4-13.At run-
time, they mustmatchtheir speci�cationsin theDBMS in-
terfaces.The�rst query,GetID , looksupausernamein the
databaseandreturnstheuser's password andidentity num-
ber;botharesecretsandcannotbe directly releasedto the
public.ThesecondqueryFetchRecords usestheuser's
identity numberto look up theuser's transactionhistory in
thedatabase.

Query arguments: Integrity labels are speci�ed for
queryargumentsin theinterface;theircon�dentiality labels
are public by default as requiredby the C-QUERY type-
checkingrule.For example,thequeryargumentindex on
line 9 hasan integrity labeluntainted, which makesit im-
possible to passan untrustedtainted value to index .
The argumentyear on line 9 requiresa mandatorycon-
version from an arbitrary string to a string that contain
only an integer, which forbids certain SQL string at-
tacks.

Query results: Query resultsare modeledas trusted
variablesin the type system.All the trustedvariablesare
treatedasreadonly in the typesystem:they cannotbeup-
datedusing direct assignments.Con�dentiality labelsare



CL(� ; cl1; cl2; il 1; il 2) = secret
CL-SECRET

cl1 v public cl2 v public

CL(� ; cl1; cl2; il 1; il 2) = public
CL-PUBLIC

il 2 v f ipg

a1
4
= this � ip match(a1; a2) cl3

4
= + (cl1; a2)

CL(� ; cl1; public; il 1; il 2) = cl3
CL-DOWNGRADE(L)

I L (� ; il 1; il 2) = tainted
IL -TAINTED

il 1 v untainted il 2 v untainted

I L (� ; il 1; il 2) = untainted
IL -UNTAINTED

I L (� ; f ip1g; f ip2g) = f ip1 � ip2g
IL -COMPOSE

Figure 8: Downgrading rules

speci�edfor queryresults,andtheir integrity labelsareim-
plicitly de�ned by theC-READROW rule: a variables has
an integrity label f sg. On line 5, the con�dentiality label
for PASSWORDstatesthattheonly possibleway to leakin-
formationaboutthepassword is to compareit with a value
at level public.

A row of the query result is read togetherusing the
readrow command.Thecon�dentiality policy of a query
resultvariablecanmentionnamesof othervariablesin the
samequery. For example,the variableID on line 6 hasa
policy that mentionsthe variablePASSWORD, sayingthat
thetheID stringcanonly bedisclosedif a publicly known
stringmatchesPASSWORDonthesamerow of thequeryre-
sult. This policy speci�esa run-timetestof identity infor-
mation.

4.3. Downgrading

Downgradingis thekey featureof this typesystem.The
downgradingpoliciesspeci�edby thequeryinterfacescon-
trol how con�dential datais releasedandhow trustworthy
informationis updated.Therearetwo downgradingmecha-
nismsin thetypesystem.

Implicit downgrading: Downgradinghappensimplic-
itly in eachstepof computationthatusesthebuilt-in opera-
tors.Without lossof generality, we presentonly thetyping
rulesfor binaryoperatorsin this paper. In traditionalsecu-
rity typesystems,if x hassecuritylevel l1 andy haslevel l2,
theresultof x� y hassecuritylevel l1t l2, whichisanupper-
boundof l1 andl2. TheE-OP rule in Figure7 is backward-

compatiblewith thosetypesystems.However, E-OP exam-
ines the labelsof the operandsmorecarefully usingrules
in Figure8. The CL-SECRET, CL-PUBLIC, IL-TAINTED

andIL-UNTAINTED rulesarestandardrules—they givethe
label of the result by approximatingthe join of the argu-
ments.The IL-COMPOSE rule, however, attemptsto com-
pute the integrity label for the result whenboth operands
have goodintegrity guarantees.The CL-DOWNGRADE(L)
rule declassi�estheleft operandusinganactionthatcorre-
spondsto the useof the � operator(thereis a symmetric
versionthatoperateson the right sideof � ). The integrity
label of the otheroperandis alsousedto describethis ac-
tion.

It is possiblethat morethanoneactiona2 canbe cho-
senin theCL-DOWNGRADE rule. For example,theaction
this = c0 can matchthe policy this = ?. The predicate
matchdetermineswhethertheactionmatchesa downgrad-
ing policy pattern;weomit thestraightforwardde�nition of
whensuchpatternsunify. We make this downgradingim-
plicit becausemostusefuldowngradingpoliciesaresimple
and it is easyto search(in the implementationof match)
for an usabledowngradingaction.To avoid searching,the
languagecouldbeextendedwith anoptionalconstructthat
speci�esthedowngradingactionasannotationson theop-
eratorsothatthetypecheckerknowswhichactionto use.

Conditional downgrading: The conditional expres-
sionsin thepolicy languageallow usto specifydowngrad-
ing patternswith branches.This is achievedin thetypesys-
tem by trackingthe “active conditions”on the currentex-
ecutionpath.The if statementscanhave an optionaltagL



in its syntax.In theC-IF-PUB rule, thecontext � is usedto
keeptrackof all theconditionalexpressionstagsonthecur-
rentexecutionpath.Thesetagsarealsoannotatedwith ei-
ther + , indicating the “true” branch,or � , indicating the
“f alse” branch.Programscan use declassifyand endorse
statementsto downgradethe label of a value by specify-
ing the tag of the conditionalexpressionthat corresponds
to the if statement,andan action that matchesthe condi-
tional expression.Here again,a match(� ; e;a) predicate
is neededto determinewhetherthe expressione can in-
stantiate action a in context � . Intuitively, the tag L
mentionedin the downgradingoperationprovidesthe jus-
ti�cation for control �o w that validates the use of the
downgradingaction.This is a novel extensionof our ear-
lier type system[5] without breakingthe relaxednonin-
terference result: the relaxed noninterferenceof condi-
tional patternscan be be justi�ed by an equivalencerule
“ if e1 E[e2] e3 � if e1 E[if e1 e2 c] e3” whereE is aneval-
uation context, with someside conditionson the typing
contextsandvariablebindings.

4.4. Inf ormation �o w control in the example

In Figure6, lines22-44show a programfragmentin the
webscript.It usesthequeryGetID to authenticatetheuser
andusesthequeryFetchRecords to look up theuser's
historyof transactions.

Reading query results: Line 23 submits a query to
the databaseand returns a handle q1 to the instance
of this query. Line 27 readsa row from the query re-
sults. When the variables(pwd,id) are addedto the
context, their types are addedto the typing context ac-
cording to the databaseinterfaces. The variable pwd
has security level f this=* g! f pwdg and id has secu-
rity level f if (pwd=*) this 0g! f id g. The variable
namesin the query interfacesare substitutedby the ac-
tual instancesin theC-READROW rule.

Implicit downgrading: Line 28 performsan implicit
downgrading in the conditional expression.The expres-
sion pwd=p correspondsto an action “ this = ?” for
the variablepwd, and we have + (f this = ?g; f this =
?g) = public. Therefore,the expressionpwd=p hassecu-
rity level public ! tainted by usingthe E-OP rule, the CL-
DOWNGRADE(L) rule andthe IL-TAINTED rule. The in-
formationleakon thisexpressionis permittedby thepolicy
and the pc label inside the branchwill be public. In con-
trast,in languageslikeJif, downgradingmustbeperformed
by usingits declassify expression.Implicit downgrad-
ing alsohappenson line 33 for the variabley andon line
39 for thevariableccnum. The typesystemprovidessub-
stantialguaranteesaboutdowngrading—allthedowngrad-
ingmustfollow permissibledowngradingpathsspeci�edby
thepolicies.

Conditional downgrading: When the if statementis
typecheckedonline 28,thetagL AUTHandtheconditional
expression(pwd=p) arestoredin thecontext � . This in-
formationis usedto justify furtherdowngradinginsidethe
bodyof thebranches.Line 31 showssuchanexample.The
declassifyoperationis a no-opat run-time.It merelyserves
asa hint to the typechecker thata conditionaltestis in the
currentexecutionpathandtheexpressionid canbedown-
gradedusinganactioncorrespondingto theconditionaltest
on line 28. First, the E-DECLASSIFY+ rule veri�es that
the action (pwd=*) matchesthe conditional expression
(pwd=p) that correspondto the tag L AUTHin the typ-
ing context. Then,the securitylevel of id is downgraded
usingtheaction(if (pwd=*) this 0) where0 is an
arbitraryconstant.Thus,the resultingcon�dentiality label
for pub id is public. If theprogrammerdoesnot perform
therequiredidentity test(speci�edon line 6), thetypesys-
temwill notpermittheprogramto outputtheID . Thiscon-
ditionaldowngradingpolicy effectively enforcesa run-time
identity test[15].

Writing query arguments: The declassify state-
mentonly affectsthecon�dentiality label.Theintegrity la-
bel for pub id is still f id g. Line 33 calls anotherquery
FetchRecords using the value pub id . According to
the C-QUERY rule, the interfaceof FetchRecords de-
mandsthat the �rst argumenthas an untainted integrity
level. This is satis�ed becausef id g v untainted in our
framework. If the FetchRecords query useda tainted
value—perhapsobtainedfrom userinput—thetypesystem
will detectsuchanerror.

5. Discussion

5.1. Untrusted code,timing channelsand side
effects

Our web scripting languageis primarily intendedas a
tool to help web-systemsbuilderscreatemoresecuresys-
tems.As such,the main focus of this paperhasbeenon
trusted code which is written without malicious intent.
Dealingwith untrustedcodeis a muchmoredif�cult prob-
lem. However, thedowngradingandtrustmodeldescribed
in this paperdiffersfrom previouswork in a couplesigni�-
cantways.

In Jif, downgradingis controlled using the decentral-
ized label model, where each principal can only down-
gradeits own policies. The DLM usesthe notion of au-
thority asjusti�cation for privilegedoperations;but author-
ity is not connectedto the programsemantics.As a result,
untrustedcode(codewithout the authority of a principal
P) cannotdowngradedataownedby P. Our languagepro-
videsacomplementaryability to specifydowngradingpoli-
ciesbasedon requiredcomputationratherthanusingcode



privileges. This makesit possibleto allow untrustedcode
to perform downgradingin a safemanneras long as the
downgradingpolicies are correctly speci�ed (and the un-
trustedcode passesthe typechecker). Of course,for un-
trustedcode,the downgradingpolicies must be speci�ed
conservatively with possibleattacksin mind. For example,
theFetchRecords queryisnotsafetousein anuntrusted
settingbecausethe attacker can enumeratepossibleiden-
tity numbersandstealinformationfrom thedatabase.This
problemcanbe solved by posingstrongerpolicieson the
query interface,for example,using run-time identity tests
like thepolicy on line 6.

For con�dentiality, untrustedcodecanalsoleakinforma-
tion throughcovert channelssuchas timing channelsand
sideeffects.This problemis solvedby requiringthepc la-
bel bepublicat all placeswhereobservablesideeffectsare
possibleto happen:loops,readingrows from queries,etc.
In thetypesystem,theC-PRINT, C-WHILE, C-QUERY and
C-READROW all requirethepc label to bepublic. This so-
lution is impracticalfor languageslike Jif andFlowCaml,
becausethe explicit declassi�cationneededmake it too
clumsyto allow usefulprogramsbe written. However, our
languagemakesit morepractical,becausemany secretdata
canbeimplicitly downgradedto public databeforethey af-
fectthepclabel.Thepclabelis indeedpubliceverywherein
theexamplein Figure6. It is alsoworthpointingoutthatthe
control�o w in a webscript is oftensimplerthanotherpro-
grams.Web scriptsnaturallyusethe continuation-passing
programmingstyleandmany scriptsexecutefor averyshort
time.By limiting thecon�dentiality labelof theloopcondi-
tion in theC-WHILE rule, timing channelleaksarelargely
eliminated.

For trustedcode,therequirementon thepc labelcanbe
relaxed.Insteadof rejectingaprogram,thetypecheckercan
raiseappropriatewarningsin the C-PRINT, C-WHILE, C-
QUERY andC-READROW rules,wherecon�dential infor-
mationcanbeleakedthroughcovertchannels.

Thewebscriptinglanguagepresentedin thispaperis in-
tendedto be a practicalinstantiationof a moretheoretical
languagein our earlier paper[5]. However, despitecon-
�dence in the type systempresentedhere(as justi�ed by
that previous work), we have not provedany formal secu-
rity guaranteesaboutit. The securitygoal is harderto for-
malizethantherelaxednoninterferenceresultprovedprevi-
ously, becausethis languageincludessideeffectsandstate.
A promising future direction is to formalize the security
guaranteefor this language,perhapsby usinga functional
variantof this languagewith monadiceffects.

5.2. Relatedwork

Language-basedinformation-�ow controlhasbeenstud-
ied for sometime [13]. Recentlanguageprototypessuchas

Jif [7], which extendsJava, andFlowCaml[14], which ex-
tendsCaml,providenonstandardtypesystemsthatenforce
information-�ow policies.The securityguaranteeof such
typesystemsis usuallyformalizedasnoninterference[4, 6],
anend-to-endextensionalguaranteethatrequiresthatnoin-
formationpropagatesfrom highsecuritylevelsto low secu-
rity levels.However, therehavebeenvery few practicalap-
plicationsthat demonstratethe useof thesesecurity-typed
languages.In this paper, we have proposedto apply these
techniquesto web scripting languages,for which security
concernsare increasinglyimportant.The currentstate-of-
the art in web scripting protectsdata con�dentiality and
(perhapsmoreimportantly)integrity in adhocways.Here
we aim to do better, yet still provide a practicalenforce-
mentmechanism.

One important challengein making suchan approach
practicalis theproblemof downgrading[8, 16, 3, 11, 2, 5].
Noninterferencealoneis too strongfor practicaluse.For
con�dentiality, it is usuallynecessarythat secretdatacan
beleakedto publicplaces,but only in controlledways.One
approach,thedecentralizedlabelmodel(DLM) [8] cancon-
trol downgradingby using privilegesassociatedwith the
code.The DLM allows us to specify policies aboutwho
candowngradethedata,but doesnot specifyhowthedata
shouldbedowngradedandwhatwhat is downgraded.As a
result,the end-to-endnoninterferenceguaranteeno longer
holdsfor codewith downgrading.

Another problem is information integrity policies [1].
Although con�dentiality and integrity are usually consid-
eredasdualsin information-�ow systems,theresultingin-
tegrity guaranteeis weak.Noninterferenceguaranteesonly
that tainteddatadoesnot affect the valuesof the trusted,
untainteddata,but it doesnot sayanything abouthow the
trusteddataaremanipulatedin the system.Thereis abso-
lutely nointegrity guaranteefor datacomingfrom untrusted
codein theJif language,becausea maliciousprogramcan
manipulatethetrusteddatain arbitrarywayswithout using
tainteddata.As a result,thetwo-dimensionalDLM degen-
eratesto aone-dimensionaltrustmodelor writersmodelfor
integrity policies.

Recentadvancesin the researchon downgrading ex-
tendthenotionof noninterferenceby specifyingdowngrad-
ing policiesassecuritylevelsandstudieshow thedataare
downgraded.Relaxednoninterference[5] anddelimitedre-
lease[12] provideend-to-endsecurityguaranteesondown-
grading.In the relaxednoninterferenceframework [5], an
information-�ow typesystemis usedto controldowngrad-
ing in a �ne-grained manneraccordingto the downgrad-
ing policies speci�ed by the programmer. A securepro-
gramcanbeprovedto beequivalentto aspecialform where
all the downgradingare explicit and external to the body
of the program.The security guaranteecan then be in-
terpretedin the model of delimitedrelease[12] proposed



by Sabelfeldand Myers, which statesa weakened and
backward-compatibleversionof noninterference.

This paperintegratesthesetheoreticalframeworks to-
gether in a practical, domain-speci�c programminglan-
guage.The relaxednoninterferenceframework expresses
thedowngradingpoliciesaslambdacalculusterms;manip-
ulatingthepoliciesrequireshigher-orderuni�cation andex-
tensive proof searching.In this paper, we simplify thepol-
icy languageby usingpatternsto representpoliciesanduse
straightforwardpatternmatchingin type-checkingto avoid
extensive searching.Insteadof usinganeffect typesystem
to enforcedelimitedrelease[12], wesimply requirethatall
thecon�dential inputvariablesareread-onlyvariables.Fur-
thermore,theconditionaldowngradingpoliciescanbeused
to enforcerun-timeidentity testsandachieve similar goals
with run-timeprincipals[15].

6. Conclusion

This paper presents an architecture for obtaining
strong, end-to-endsecurity in web-basedonline infor-
mation systemsand motivatesthe useof language-based
information-�ow control in a web scripting language.
In this approach, information-�ow policies are speci-
�ed in the databasequery interfacesand enforcedin the
webscriptinglanguageby a statictypechecker.

Basedonprior research,thispaperpresentsa framework
of downgradingpoliciesusinga simpleand tractablepat-
tern languagethat connectsimplicit downgradingto com-
putationsin thescript.Integrity policiesandcon�dentiality
policies are treatedsymmetrically, leadingto a cleanand
intuitive way for programmersto describetheir policies.
Moreover, this paperpresentsa novel downgradingmecha-
nismthatworks by trackingtheconditionalexpressionsin
the typing context and using them to enforcepolicies on
run-timeconditionssuchasidentity tests.
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