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Abstract ilar to rsync We are not aware of any published work in this
Givent . £ afil t ion located direction, but file synchronization techniques are a natpa
Iven two versions ot a file, a current version located on Or]eproach for updating content replicated at the network e(#e.

chhme and an o_utdated version known only_ to another MAweb access over slow links: A user revisiting a web page may
chine, the remote file synchronization problem is how to tpda f';llready have a previous version of the page in the browser

tcr:)emorﬁtdn?(tgtjic\Jlr?rsllnonz:r\t/i?:[l;P?/vt\ggr:ktr\?gt\r;earsrir;rqlsmaariaavrgougit Ocache, and it would be desirable to avoid transmission of the
NP ' y entire updated version. This idea is, e.g., implementetién t

'tlﬁr’ trt]: t?}al Qata Itra&s_mltted should be S|tgn|f|cantly S h tr roxy system [20], which uses thsyncalgorithm to update
an the file size. In this paper, we present a new approac rﬁgges that are being revisited.

file synchronization based on the use of erasure codes. Using
this approach, we design a single-round protocol that isvpro
ably efficient with respect to common measures of file distanc
and another optimized practical protocol that shows prongs
improvements ovesyncon our data sets.

Problem Formalization: In this paper, we focus on this
problem of updating files in a bandwidth efficient manner; we
refer to this as theemote file synchronization problem\e
note that a very widely used open source software tool called
rsyng included in many Linux distributions, addresses this
problem based on thrsyncalgorithm in [19, 21].

1 Introduction The setup for the file synchronization problemis as follows.
We have two files (stringS),.cw, foia € X* over some alpha-
Consider the problem of maintaining replicated collectiofi ~ betX (most methods are character/byte oriented), and two ma-
files, such as user files, web pages, or documents, over a slahinesC (the client) andS (the server) connected by a com-
network. In particular, assume that we have two machides, munication link. We also refer té,,; as theoutdated fileand
andB, that each hold a copy of the files, and that files may havéo f,,.., as thecurrent file We assume that' only has a copy
been updated at one of the machines. Periodically, a machired f,;,; andS only has a copy off,,..,. Our goal is to design
may initiate a synchronization to update all its replicash®  a protocol between the two parties that result§'iholding a
latest version. If the file or collection is large or the netlvo copy of f,.,, while minimizing the communication cost, i.e.,
slow, then it is desirable to perform this synchronizatiotha  the total number of bits exchanged between the two parties.
minimum amount of communication over the network. The communication cost incurred by the protocol should de-
The above scenario arises in a number of applications. Theend on the degree of similarity between the two files. Simi-
most common ones include: (1) Synchronization of user fileslarity is usually defined in terms of one of a number of edit
Both thersync[19, 21] andunison[13] tools are widely used distance measures that have been proposed, see [3, 2, #} for e
to synchronize personal files between different machinéstwh ample. We focus mainly on theit distance with block moves
may only be connected over a slow network such as a modennhich seems powerful enough to be used as a reasonable model
(2) Web and ftp site mirroringrsyncis widely used to mirror  of file similarity, but still simple enough to work with: Theli
busy web and ftp sites, including sites distributing nevsi@mrs  distance with block moves is the smallest number of insestio
of software. In this case, there may be significant simiksit deletions, and changes of single symbols or moves of blatks o
between successive versions of a software package thatallo symbols needed to transform one file into the other. For tech-
mirror to efficiently update to the newest release. (3) Guointe nical reasons, we assume that each block move operation adds
distribution networks: Several companies in the CDN spac@ to the distance, while other operations dadd
have studied and deployed file synchronization techniguess  We limit ourselves to a single round of messages between

client and server, since multiple rounds are undesirabitesiny
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nection. In addition, single-round protocols can be mo® ea  Various practical multi-round algorithms are proposed in
ily integrated into existing tools currently relying osyng and  [16, 3, 2, 4, 11, 7, 17, 8]. These algorithms are based on re-
multi-round protocols can introduce other complicationsetb  cursive partitioning of unmatched blocks, mostly in a btead
state that may have to be kept at the server for best perfamenanfirst manner with the exception of [4]. Experimental restdis

[8]. Multi-round protocols are suitable when dealing withdge ~ multi-round algorithms are providedin [7, 11, 17, 8].

files, or with large collections of files since the multiplento

munication rounds are not incurred on a per-file basis but caB An Approach Based on Erasure Codes

be overlapped for different files.

Before continuing, we point out a few assumptions. We as
sume that collections consist of unstructured files that beay s ' ' =1
modified in arbitrary ways, including insertion and delatip- | € Pasic idea underlying the new approachis quite simgle: e
erations that change line and page alignments betweenaitie Sentially, erasure codes are used to convert certain mauitie
versions. Thus, approaches that identify changed diskspag@rOtOCOIS into single-round protocols with similar comraa

or bit positions or that assume fixed record boundaries do ndf{on cost. We start by describing a simple multi-round peoto

work. We note that the problem would also be easier if all up_Subsection 3.2 contains the theoretical result obtainezbhby

date operations to the files are saved in an update log thisecan Ve"ting the multi-round protocol, and Subsection 3.3 dessr
transmitted to the other machine, or if the machine holdieg t @nd evaluates the practical protocol.

current version has a copy of the outdated version. However. . .

in many scenarios this is not the case. We are not concerne‘gd1 A Simple Multi-Round Protocol

with issues of consistency in between synchronizationsstep\ye now describe a simple multi-round protocol for file syn-
and with the question of how to resolve conflicts if changes ar chronization, which we refer to as thasic multi-round proto-

simultaneously performed at several locations [1, 14]. ¥ @ o) The protocol is not new and variations of it have previously
sume a simple two-party scenario where it is known which f'lesappeared in[16, 3, 11, 17].

need to *?e updated a_nd whichis the curr_ent version. The protocol runs in a number of rounds, starting with a
Contributions of this Paper: We describe a new approach pqck size ofbmas and then decreasing the block size by a fac-
to single-round file synchronization based on the use otieeas 4, 5¢9 in each round until reaching a block sizehgf;... In the
codes. Using this approach, we derive a protocol that comgst round, the server holding the current version pariithe
municates at mosD(k lg(n)lg(n/k)) bits on files with edit  fje jnto blocks of sizeh,..., and sends a hash value for each
distance with block moves of at mokt To our knowledge pock 1o the client. The client attempts to match the reagive
this is the first single-round protocol that is both feasiiel 1, qhes to all possible alignments in the outdated file, ag th

communication-efficient. Also, using the same approach, Weesnonds with a bit vector containing a “1” for each hash that
derive another algorithm and an optimized implementatiat t  ¢5,nd a match. and a “0” for all other hashes. By doing so

achieves very promising improvements ov@yncon a range e client notifies the server which of the hashes were “under

of test data. The results are still preliminary and we expectiqqq» by the client, and which hashes could not be decoded by
additional improvements in the final version of this paper. looking for a match in its file.

Next the server partitions each block whose hash did not

2 Related Work find a match into two halves, and sends hashes for these smalle

. ] ) . blocks to the client. The client again replies with a bit wect
The rsyncalgorithm [19, 21] is the basis of the very widely anq the server further splits any unmatched blocks. Onazkblo
usedrsync open source tool, which clearly provides a usefulgjzej, . is reached, the server sends all unmatched blocks.
improvement over the alternative of transmitting the erfile. Suppose we chood8,.. = [1/k],, bmin = lg(n), and
However, rsync does not guarantee any strong performance .. nashes of size Sé@jgn bits (vf/herew[n/kj. de,notes
bounds with respect to common file distance measures. the next smaller pO\;VGF o of n/k, andlg is thezlogarithm

There are a number of theoretical studies of the file synchragin base2). Then it can be shown that given two files with
nization problem [3, 2, 9, 10]. In particular, Orlitsky [90]L  egit distance with block moves df, the algorithm transmits
presents almostpgh_t bounds for the problem with varyingau - at mostO(k Ig(n) Ig(n/k)) bits and correctly updates the file
bers of communication phases, under some assumptions abQyth probability at least — L. In particular, on the first level
the assumed file distance metric. Since they assume that thg: have at mostk blocks for which hashes are sent. There are
receiver can invert a hash function over a large domain ierord 4¢ mostlg(n/k) levels. On each level at moktof the hashes
to decode the current version of the file, these results@jigic  {hat are sent do not find a match at the client, and thus again at

require exponential time for decoding; while this is allilé 1 5st2k hash values are sent at the child level, as implied by
under the standard model for communication complexityif6], he following simple lemma.

makes the algorithms impractical. Within this framewodQ]
discusses a relationship between Error Correcting Codés ahemma 3.1 Let f,.,, and f,;4 be two files with edit distance
file synchronization. with block moves at mogt, where each move operation is

In this section, we design two algorithms, one primarilytod-t
oretical interest and another one that performs well infarac



counted as a distance 8f If we patrtition f,,.., into some num- e Any hash value that would be sent by the basic multi-

berm of blockssg to s,,_1, then at most of these blocks do round algorithm (since it corresponds to a block with no
not occur inf,;,. matched ancestors) is also not sent to the client, but con-
sideredost.

We only sketch the proof of the lemma, which is not really )
new. Consider a sequencelogdit operations that transforms ~ ® Since on each level there can be at mbissuch blocks
Fo14 INtO fnew. IMagine thatf,., is printed on a long piece of that are declared:st, we can (ecreate the entire level of
paper, and that each edit operation may require us to cut the hashes at the client by sendiag extra erasure hashes,
piece of paper in order to insert, delete, or change a charact ~ computed with a systematic erasure code, and then recov-
at a particular position, or to move a block from one positimn ering thelosthashes.
another. Each single-character operation requires at amest T summarize, the algorithm works as follows:
cut, increasing the number of pieces of the old file by at most B ) )
one, while each move operation may require up to three cuts(1) The server partitiong,,.,, recursively into blocks from
Any substrings; that is completely within one of the at mdst Siz€bmax down t0by,in, and for each level computes all
pieces clearly also occurs jfy;4, giving the result. block hashes.

Several practical optimizations to this algorithm are de- (2) The server applies a systematic erasure code to eadh leve
scribed in [17]. Next, we show how to convert this algorithm of hashes except the top level, and compaiegrasure
into a single-round protocol with the same complexity. hashes for each level.

3.2 An Efficient Single-Round Protocol (3) In one message, the servers sends all hashes at thethighes

level to the client, plugk erasure hashes for each level.
First, we define theomplete multi-round algorithras the vari-

ation of the basic multi-round algorithm where in each rqund (4) The client, upon receiving the message, recovers the

we split all blocks in half and send hashes for all the result- ~ hashes on all levels in a top-down manner, by first match-
ing smaller blocks, including those whose ancestors have al g the top-level hashes. Then on the next level, the hash
ready found matches on a higher level. (Obviously, this tsano function is applied to all blocks with an ancestor that was
communication-efficient algorithm.) Due to the above lemma ~ matched on a higher level, to compute their hashes. Then
both variations have the property that on each level at rhost the2k erasure hashes are used to recover the hashes of the
hashes do not find a match. at most2k blocks with no matched ancestors.

Our second required ingredient ispstematic erasure code 5) At the bottom level with block siza,.;,,, we assume that

which we now discuss briefly. We refer to [15] for a more the hash is simply the content of the block, and thus we
detailed discussion. In arasure codewe are givenn source can recover the current file at the client.

data itemsof some fixed size each, which are encoded into

m’ > m encoded data itemsf the same size, such that if any Assuming no hash collisions, the algorithm correctly simu-
m’ —m of the encoded data items are lost during transmissiorlates the complete multi-round algorithm. Choosing as fgefo
they can be recovered from the at leastcorrectly received  bmaz = [n/k]y, bmin = 1g(n), and hashes of sizelg n bits
encoded data items. Note that it is assumed here that aeeceiwe get the following result:

knows which items have been correctly received and which are _ o

lost. A systemati@rasure code is one where the encoded datdn€orem 1 Given a boundk on the edit distance between
items consist of the: source data items plus’ —m additional ~ foid @nd frew, the erasure-based file synchronization algo-
items. In our application, which requires a systematicueras fithm correctly updatesoq to fn.., With probability at least
code, the data items are hashes, and we refer taithe m 1 — 5 Using a single message Ofk 1g(n) 1g(n/k)) bits.
additional items asrasure hashes

Our algorithm is essentially a communication-efficient We note that there are highly efficient single-message proto

. . . X cols for estimating file distances according to a varietydif e
single-round simulation of the complete multi-round algo- ~. ) .
distance measures; see [3]. These results imply that theeabo

rithm. Suppose we know an upper boundn the edit distance ; . .
with block moves between the files. Then on each level, Webound can be achieved by a single-round protocol even iéther

can simulate the complete multi-round algorithm according IS no a-priori known bqund on the f'l.e distance if t_he re-
the following rules: quest message from client to server is used to estifafio

our knowledge, this result is the first feasible single-mpro-

¢ Any hash value sent in the complete multi-round algo-tocol for file synchronization that is provably communioati
rithm that would not be sent in the basic multi-round al- efficient with respect to edit distance with block moves, my a
gorithm (since it corresponds to a block whose ancestodistance measure allowing for block operations. Anothirin
has already found a match) is not transmitted, as it can besting property of the protocol is that by broadcasting glein
recreated at the client by evaluating the hash function oomessage, the current version can be communicated to clients
the corresponding part of the match. holding different outdated versions.



3.3 A Practical Protocol Based on Erasure Codes rsyng and then use a smaller valuetgf;,, maybe around00
) _ o o to 200 bytes. Them; for the different levels are determined
While the protocol from the previous subsection is effidient 55 5 fraction; of the total number of hashes on a particular
implementable and has reasonable performance, it does suffyock. By assuming some minimum rate of matches on the
from two main shortcomings. higher levels we can decrease the cost of hashes at the lower
e The protocol requires us to estimate an upper bound ofevels and hence afford to go to smaller block sizes on very

the file distancé:. Although there are efficient protocols Similar files. We have experimented with a number of choices

for this, an underestimation would make the recovery im-0f byaz, bmin, and ther;.

possible at the client, thus to be sure we may have to send

more than needed. . . L
3.4 Implementation Overview and Preliminary Results

e More importantly, the algorithm does not support com-
pression of unmatched literals. The performancespfic  In our implementation, we included two additional optimiza
and other protocols such as [17] is significantly improvedtions ovemrsync In the first one, we replace tlgzipalgorithm
through the use of compression for literals. There araised for the transmission of the unmatched literals andhmatc
some tricks that one can use to integrate compression bit@kens with an optimized delta compressor. The server now
none of them completely resolves the issue. creates a reference file from the contents of all matchedb|oc

. then compresses the current file with respect to this re¢eren
To address these problems we now design another erasute . .
ile, and transmits the resulting delta. Also, the servedsen

based algorithm that works better in practice. The mainghan . . . . .

. . . a (possibly compressed) bit vector telling the client whidéh

is that now, as insyng hashes are sent from client to server as. . .
. o its hash values has found a match, allowing the client toterea

part of the request, while the server uses the hashes tafident

common blocks and then sends the unmatched literals in corrtlr-]e same reference file and then decode the current file. This

pressed form. In the algorithm, the first three steps ardiichdn has two advantages: First, it exploits redundancies beturse

to the previous one but with the roles of client and server ex_matched and matched parts of the current file [19]. Second, an

L optimized delta compressor may provide a more efficient way
changed and witim; instead oP2k erasures per level. to encode offsets and indices than the tokensync We used

(4) The server, upon receiving the message, attempts to rese highly optimizedzdeltadelta compressor [18], available at
cover the hashes on all levels in a top-down manner, byt t p: // ci s. pol y. edu/ zdel t a/ .
first matching the top-level hashes. Then on the nextlevel |n the second optimization, we make a better choice of the

at mostn;, the hash function is applied to all blocks that propability of a collision, sayt /2¢ for somed, and then use
do have a matched ancestor, anditheerasure hashes are 1g(n) + lg(y) + d bits per hash where is the file size ang is
used to recover the hashes of the other blocks. Otherwisgne total number of hashes sent from client to server.

we stop at the previous level of hashes. We implemented the algorithm using an implementa-

(5) We now use the hashes on the lowest level that was suéPn Of systematic erasure codes by Rizzo, available at
cessfully decoded, in exactly the same way they are uset t p://info.iet.unipi.it/~luigi/fec. htm.
in rsync Thus, common blocks are identified and all un- The erasure code implementation is based on Vandermonde
matched literals are sent in compressed form to the clienghatrices, and achieves encoding and decoding rates ofaever
For further performance improvementS, we app'y SomévIB per second. Given that the hashes are much smaller than

basic optimizations over thieyncapproach which we dis-  the actual files, this translates to a file processing spetzhef
cuss briefly in Subsection 3.4. to hundreds of MB/s. Thus, we do not expect coding to be a

. bottleneck. We chose the number of bits per hash as defined
If. we set parameters as before, we can show that t.h's alg%\'bove, fork = 10 andy equal to the total number of hashes
rithm achieves the_sam_e performance bounds, assuming an U('i’ép—level and erasure hashes) sent. We also integrated de-
per bound on the file distandethat can be used to choose ap- composable hashes into our implementation. This technique

propriatani (an_d assuming that compr(_ession does not increasmst proposed in [16] and recently rediscovered in [17Hwal
the size of the literals). However, even if we do not have an upy o ash of a child block to be computed from the hashes

per bound o, the algorithm degrades more gracefully: While of its parent and its sibling, halving the number of hashes

the previous algonthm fails to fcransnﬂ;.rmu if n_ot enou-gh €ra-  transmitted on all except the top level. (Thus, we applywes

sure hashes are available, this aIgpnthm,_ G will still coding only to left siblings and compute the right siblings a

correctly transmitf,,.,, though possibly at increased cost. I_n me server after decoding left siblings.)

the worst case, when not enough erasure hashes are available

to encode any of the lower levels, the algorithm will achieve For the experiments, we used thec andemacsdata sets

the same performance esyncon block sizeb;;; g - also used in [5, 17], consisting of versions 2.7.0 and 2.7.1 o
In practice, we will usually choosk,,., to be similar to gccand 19.28 and 19.29 @fmacs In Figure 3.1 we show pre-

or slightly larger than the default block size B0 used by liminary experimental results of the cost of updating akdil
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