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Abstract— We study the problem of distributed state estima-
tion of a linear time-invariant (LTI) system by a network of
sensors, some of which are subject to adversarial attacks. We
develop a secure distributed estimation strategy subject to an
f -locally bounded Byzantine adversary model, where a compro-
mised node is given complete knowledge of the network and
system dynamics, and allowed to arbitrarily deviate from the
rules of any prescribed algorithm. Under such a threat model,
we present sufficient conditions guaranteeing the success of our
estimation strategy. Our method relies on the construction of a
subgraph, which we call a Mode Estimation Directed Acyclic
Graph (MEDAG), for each unstable and marginally stable
eigenvalue of the plant. We provide a distributed algorithm
for constructing a MEDAG and characterize graph topologies
for which a MEDAG construction algorithm is guaranteed to
succeed. In the process, we make connections with the literature
on secure broadcasting. In the special case where there are
no adversaries, our proposed method provides a new class of
distributed observers with several appealing features. Our ap-
proach provides fundamental insights into the relationship that
exists between the dynamics of the system, the measurement
structure of the nodes, and the underlying graph topology.

I. INTRODUCTION

The distributed estimation problem consists of a dynamical
system (or plant) together with a network of nodes (or
observers) that each aim to estimate the state of the plant
using local measurements and information exchanges with
neighbors. This widely studied problem is broadly tackled
using two main approaches, namely: Kalman-filter based
techniques, and LTI observer based techniques. The founda-
tion for the distributed Kalman-filter based state estimation
approach was established in [1],[2]. These methods rely on a
two-step strategy: a Kalman filter based state estimate update
rule, and a data fusion step based on average-consensus.
However, a limitation of this method stems from the fact that
it requires an infinite number (theoretically) of data fusion
iterations between two consecutive time steps of the dynam-
ics in order to reach average consensus. Recently, in [3], the
authors propose a distributed Kalman filtering scheme for
discrete-time linear systems which enables finite-time data
fusion of agent measurements between two successive time
steps of the dynamics. Although an improvement over the
infinite-time data fusion case, their method still relies on a
two-time-scale strategy.

In [4] and [5], the authors propose a scalar-gain estimator
which runs on a single-time-scale. They provide sufficient
conditions for stability of their estimator, and introduce the
notion of “Network Tracking Capacity” (NTC), a measure
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of the most unstable dynamics (in terms of the 2-norm
of the state matrix) which can be estimated with bounded
mean-squared error. However, the tight coupling between the
network topology and the plant dynamics typically limits the
set of unstable eigenvalues that can be accommodated by
their method without violating constraints imposed upon the
range of the scalar gain parameter. An alternate approach
that works under the broadest observability assumptions was
proposed in [6], [7]. In these works, the authors rely on state
augmentation for casting the distributed estimation problem
as the problem of designing a decentralized stabilizing con-
troller for an LTI plant, using the notion of fixed modes [8].

Recently, distributed algorithms designed for various ap-
plications such as consensus [9], [10], broadcast [11], opti-
mization [12],[13] and fault detection [14] have been inves-
tigated from the perspective of security. The main challenge
in such problems is to come up with strategies which are
guaranteed to work (subject to certain conditions imposed on
the underlying graph topology) under carefully crafted adver-
sarial attacks. There is a very limited literature dealing with
secure distributed state estimation (in the context that we
are considering here). In [15] and [16], the authors employ
a metric known as the ‘belief divergence’, which provides
a measure of how much a received state estimate deviates
from the other received estimates in the neighborhood of a
given node. Based on this metric, the concerned node assigns
‘trust’ values to each of its neighbors. The authors in [17]
employ a similar trust-based scheme for assigning consensus
weights to neighbors. However, these works do not provide
formal proofs of convergence, nor impose any conditions on
the graph topology which guarantee success of their schemes.
Furthermore, they can be shown to be vulnerable to carefully
crafted attacks; we provide a detailed example illustrating the
same in the appendix.

In this work, we provide a secure distributed state esti-
mation algorithm with provable guarantees. In this context,
our main contributions are as follows: (i) we develop a
secure state estimation scheme where each regular (non-
adversarial) node has knowledge of only the plant dynamics,
its neighborhood and an upper bound on the number of
adversaries in its neighborhood. On the other hand, an
adversarial node is endowed with complete knowledge of the
system model (network topology and plant dynamics) and is
allowed to deviate arbitrarily from the prescribed algorithm.
(ii) we provide a formal proof of convergence (under certain
graph conditions) of the state estimates of the regular nodes
to the true state of the plant regardless of the actions of
the adversaries. (iii) we provide a sufficient condition on the



graph topology which guarantees the success of our proposed
technique.

II. SYSTEM MODEL

A. Notation

A directed graph is denoted by G = (V, E), where V =
{1, · · · , N} is the set of nodes and E ⊆ V × V represents
the edges. An edge from node j to node i, denoted by (j, i),
implies that node j can transmit information to node i. The
neighborhood of the i-th node is defined as Ni , {j | (j, i) ∈
E}. A node i is said to be an outgoing neighbor of node j if
(j, i) ∈ E . The notation |V| is used to denote the cardinality
of a set V . Throughout the rest of this paper, we use the
terms ‘nodes’ and ‘observers’ interchangeably.

The set of all eigenvalues (modes) of a matrix A is denoted
by sp(A) = {λ ∈ C | det(A − λI) = 0}. The set of all
marginally stable and unstable eigenvalues of a matrix A is
denoted by ΛU (A) = {λ ∈ sp(A) | |λ| ≥ 1}. For a matrix
A, we use aA(λ) and gA(λ) to denote the algebraic and
geometric multiplicities, respectively, of an eigenvalue λ ∈
sp(A). An eigenvalue λ is said to be simple if aA(λ) =
gA(λ) = 1.

B. Problem Formulation

Consider the following autonomous discrete-time linear
dynamical system1

x[k + 1] = Ax[k], (1)

where k ∈ N is the discrete-time index, x[k] ∈ Rn is the state
vector and A ∈ Rn×n is the system matrix. The system is
monitored by a network G = (V, E) consisting of N LTI
nodes. The i-th node has access to a measurement of the
state, given by

yi[k] = Cix[k], (2)

where yi[k] ∈ Rri and Ci ∈ Rri×n. We denote y[k] =(
yT1 [k] · · ·yTN [k]

)T
, and C =

(
CT

1 · · ·CT
N

)T
.

Each node is tasked with estimating the entire system
state x[k]. In particular, let x̂i[k] denote the state estimate
of node i, which it updates at each time-step k based
on information received from its neighbors and its local
measurements (if any). We refer to the network of nodes
maintaining and updating these estimates as a distributed
observer. In accordance with the terminology established in
[6], [7], consider the following definition.

Definition 1. (Omniscience) A distributed observer is said
to achieve omniscience if limk→∞ ||x̂i[k]− x[k]|| = 0,∀i ∈
{1, · · · , N}, i.e., the state estimate maintained by each node
asymptotically converges to the true state of the plant.

There are various challenges in achieving omniscience.
First, if the pair (A,Ci) is not detectable for some (or

1We omit noise terms in the dynamics for the ease of exposition (e.g.,
as in [6], [7]). However, it can be shown that the methods developed in
this paper lead to bounded mean square estimation error in the presence of
noise with bounded second moments. Further, it should be noted that our
proposed technique will be equally applicable to continuous time systems,
with straightforward modifications.

all) i ∈ {1, · · · , N}, then the corresponding nodes cannot
estimate the true state of the plant based on their own
local measurements, thereby dictating the need to exchange
information with their neighbors. Second, the exchange of
information is restricted by the underlying communication
graph G. In addition to the above challenges, in this paper,
we allow for the possibility that certain nodes in the network
are compromised by an adversary, and do not follow their
prescribed state estimate update rule. We describe below the
adversary model that we will be considering.

1) Adversary Model: We partition the set of nodes V into
two subsets: R comprising of a set of regular nodes, and
A = V \R comprising of a set of adversarial nodes. In this
work, we consider the Byzantine fault model introduced in
the computer science literature [18]. Under such a model, an
adversarial node can deviate from the rules of any prescribed
algorithm in arbitrary ways, and can transmit different state
estimates to different neighbors at the same time step. In
addition, we allow the adversarial nodes to possess complete
knowledge about the graph topology and the plant dynamics,
i.e., an adversarial node knows the measurements received
by the normal nodes at every time step. We endow such priv-
ileges to the adversaries with the aim of providing resilience
to worst-case (potentially coordinated among nodes of A)
behavior.

It is apparent that no distributed estimation algorithm
would succeed if all the nodes are adversarial. In the lit-
erature dealing with distributed fault-tolerant algorithms, it
is a common assumption to assign an upper bound f to the
total number of adversarial nodes in the network. This is
known as the f -total adversarial model. However, to allow
for a large number of adversaries in large scale networks,
we will consider a locally bounded fault model, taken from
[19],[20], defined as follows.

Definition 2. (f -local set) A set C ⊂ V is f -local if it
contains at most f nodes in the neighborhood of the other
nodes, i.e., |Ni ∩ C| ≤ f, ∀i ∈ V \ C.

Definition 3. (f -local adversarial model) A set A of ad-
versarial nodes is f -locally bounded if A is an f -local set.

We formally state the problem studied in this paper as
follows.

Problem 1. (Secure Omniscience Achieving Problem)
Given a system of the form (1), a set of nodes interconnected
by a graph G, and an observation model at each node
given by (2), formulate a state estimation scheme so that
limk→∞ ||x̂i[k] − x[k]|| = 0, ∀i ∈ R, regardless of the ac-
tions of any f -locally bounded set of Byzantine adversaries.

III. SECURE DISTRIBUTED ESTIMATION

In order to establish the key ideas for dealing with adver-
sarial behavior while minimizing notational complexity, we
make the following assumption in the rest of the paper.

Assumption 1. All eigenvalues of the state transition matrix
A are real and simple.



A direct consequence of having simple eigenvalues is that
we can diagonalize A by using the coordinate transformation
matrix V = [v(1), · · · ,v(n)], where v(1), · · · ,v(n) are n lin-
early independent eigenvectors of A. With z[k] = V−1x[k],
the dynamics (1) are transformed into the form

z[k + 1] = Mz[k]

yi[k] = C̄iz[k], ∀i ∈ {1, · · · , N}
(3)

where M = V−1AV is a diagonal matrix, and C̄i = CiV.
We denote the eigenvalues of M (which are the same as
those of A) by λ1, · · · , λn. For each node i, we denote the
detectable and undetectable eigenvalues2 by the sets Oi and
UOi, respectively. We define ρi = |Oi|. Next, we introduce
the notion of source nodes.

Definition 4. (Source nodes) For each λj ∈ ΛU (A), the set
of nodes that can detect λj is denoted by Sj , and called the
set of source nodes for λj .

Note that if each regular node in the network can accu-
rately estimate z[k], then they can also estimate x[k] using
the relation x[k] = Vz[k]. In view of this, we develop
an estimation scheme which enables each regular node to
estimate z[k]. For each λj ∈ ΛU (A), our estimation scheme
relies on separate strategies for nodes in Sj , and V \ Sj . In
particular, each node in Sj employs a Luenberger observer
for estimating zj [k] (the component of z[k] corresponding
to the eigenvalue λj), while the nodes in V \ Sj rely on
a secure consensus algorithm for asymptotically estimating
that state.3 Next, we discuss these ideas in detail.

The first step in the estimation process involves a common
coordinate transformation given by z[k] = V−1x[k], to be
performed by each regular node of the graph. As this only
relies on the knowledge of the system matrix A (which is
assumed to be known by all the nodes), all of the nodes can
do this in a distributed manner (e.g., by using an agreed-upon
convention for ordering the eigenvalues and corresponding
eigenvectors).

A. Design of Luenberger Observers

Consider a regular node i. Let Oi = {λn1
, λn2

, · · · , λρi}
(recall ρi = |Oi|) be the set of detectable eigenvalues for
node i. Define Ji , diag(λn1 , λn2 , · · · , λρi) and zOi [k] ,[
zn1

[k], zn2
[k], · · · , zρi [k]

]T
. Specifically, zOi [k] is a collec-

tion of the components of the state vector z[k] corresponding
to the detectable eigenvalues of node i. Let c̄inj

denote the
column of C̄i corresponding to the eigenvalue λnj ∈ Oi.
Define the observation matrix C̄Oi

∈ Rri×ρi as C̄Oi
,[

c̄in1
, c̄in2

, · · · , c̄iρi
]
.

Remark 1. Under Assumption 1, if λj is not detectable,
then its corresponding column in C̄i is a zero vector [21].

2Given a pair (A,Ci), an eigenvalue λ ∈ ΛU (A) is said to be detectable

if rank
[
A− λIn

Ci

]
= n. Each stable eigenvalue of A is by default

considered to be detectable.
3Our strategies will apply identically to each unstable and marginally

stable eigenvalue of M. Thus, we focus our discussion on a generic λj ∈
ΛU (A).

Consequently, for each node i, the undetectable components
of the state vector z[k] (corresponding to the eigenvalues in
UOi) do not contribute to the measurement yi[k].

Let ẑinj
[k] denote the i-th node’s estimate of component

znj
[k] (corresponding to the eigenvalue λnj

) of the state
vector z[k]. Define the composite estimate vector ẑOi [k] ,[
ẑin1

[k], ẑin2
[k], · · · , ẑiρi [k]

]T
. Consider the following Luen-

berger observer at node i

ẑOi
[k + 1] = JiẑOi

[k] + Li
(
yi[k]− C̄Oi

ẑOi
[k]
)
, (4)

where Li ∈ Rρi×ri is an observation gain matrix at node i.
From the definitions of Ji and C̄Oi , it follows that the pair
(Ji, C̄Oi

) is detectable. Thus, Li can be chosen so that (Ji−
LiC̄Oi

) is Schur stable, and limk→∞ ||ẑOi
[k]−zOi

[k]|| = 0.
This leads to the following straightforward result which we
shall use in our subsequent development.

Lemma 1. Suppose Assumption 1 holds. Then, for each
regular node i ∈ R and each λj ∈ Oi, the observer given
by equation (4) ensures that limk→∞ |ẑij [k]− zj [k]| = 0.

Remark 2. The above result shows that a node does not
have to rely on information exchange with neighbors in order
to estimate certain subsets of the state. Specifically, a node
needs to talk to its neighbors for estimating only the portion
of the state that is not locally detectable. The rest of the
state space can be estimated using local measurements and
by constructing observers of the form (4).

In the following section, we describe a secure consensus
based strategy for estimating the portion of the state that is
not locally detectable.

B. Consensus Based Secure State Estimate Update Rule

Consider the unstable (or marginally stable) eigenvalue
λj ∈ UOi. For such an eigenvalue, node i has to rely
on the information received from its neighbors (some of
whom might be adversarial) in order to estimate zj [k].
We propose a consensus based strategy which ensures that
node i can estimate zj [k] asymptotically in the presence
of adversaries. To this end, our proposed secure consensus
algorithm requires each regular node i ∈ V \ Sj to update
its estimate of zj [k] using the following two stage filtering
strategy:

1) At each time-step k, each regular node i collects the
state estimates of zj [k] received from only those neigh-
bors which belong to a certain subset N i

j ⊆ Ni (to be
defined later), and ranks them from largest to smallest.

2) Node i removes the largest and smallest f estimates
(i.e., removes 2f estimates in all), and updates its own
state estimate using the following rule:

ẑij [k + 1] = λj
∑

l∈Mi
j [k]

wjil[k]ẑlj [k], (5)

where the set Mi
j [k] ⊂ N i

j (⊆ Ni) denotes the set of
nodes from which node i chooses to accept estimates of
zj [k] at time instant k, after removing the f largest and
f smallest estimates from N i

j . Also, wjil[k] is the weight



the i-th node associates with the l-th node at the k-th
time instant, for the estimation of zj [k] . The weights are
non-negative and chosen to satisfy

∑
l∈Mi

j [k]
wjil[k] =

1,∀λj ∈ UOi.

We refer to the above algorithm as the Local-Filtering based
Secure Estimation (LFSE) algorithm. For implementing this
algorithm, a regular node i needs to construct the set N i

j ,
∀λj ∈ UOi, based on the relative positions of its neighbors
(with respect to its own position) in the graph G. We
will provide the exact definition of N i

j , and a distributed
algorithm for constructing such a set in a subsequent section.

Remark 3. Notice that in the update rule defined by equation
(5), a regular node i ∈ V \ Sj does not use its own estimate
value for the update, i.e., it assigns a zero self-weight to
itself. The rationale for this is that λj is an unstable (or
marginally stable) eigenvalue belonging to the unobservable
subspace of node i (i.e., λj ∈ ΛU (M)∩ UOi), and hence it
relies purely on the information provided by its neighbors to
estimate the state corresponding to λj .

Remark 4. The idea of disregarding the most extreme values
in one’s neighborhood, and using a convex combination of
the rest for performing linear updates, is a strategy which has
been adopted for secure distributed consensus in [9], and is
termed the Weighted-Mean-Subsequence-Reduced (W-MSR)
algorithm. For the secure distributed estimation problem,
a regular node i needs to disregard information received
from some of its neighbors not only based on their extreme
nature, but also based on their relative positions (with respect
to node i) in the graph. This is a fundamental difference
between the strategies adopted for secure distributed con-
sensus and secure distributed estimation. The latter can be
thought of as a class of secure consensus problems, where
the consensus value itself needs to follow a certain trajectory
dictated by the given plant dynamics.

a) Summary of the Secure Estimation Scheme: We
briefly summarize the secure estimation scheme as follows.

1) All nodes perform a common coordinate transformation
defined by z[k] = V−1x[k]. Accordingly, a regular
node i identifies its detectable and undetectable eigen-
values (Oi and UOi).

2) Each regular node i uses a Luenberger observer defined
by equation (4), to estimate the states zOi

[k] corre-
sponding to its detectable eigenvalues.

3) For each undetectable eigenvalue λj ∈ UOi, each
regular node i follows the LFSE algorithm governed
by equation (5) for updating ẑij [k].

Remark 5. It should be noted that the estimation strategies
described previously are actually developed for all the nodes,
as one does not know which nodes belong to the set A. The
adversarial nodes may or may not choose to follow them.

In the next section, we analyze the proposed secure
estimation strategy.

IV. ANALYSIS OF THE SECURE DISTRIBUTED
ESTIMATION STRATEGY

In this section, we provide our main result, which gives a
formal proof of asymptotic convergence of the state estimates
of the regular nodes to the true state of the plant, under
our adopted strategy and under certain conditions on the
graph topology. To this end, we first introduce the following
definition.

Definition 5. (Mode Estimation Directed Acyclic Graph
(MEDAG)) For each eigenvalue λj ∈ ΛU (M), let there exist
a spanning subgraph Gj = (V, Ej) of G with the following
properties.
(i) If i ∈ {V \ Sj} ∩ R, then |N i

j | ≥ 2f + 1, where N i
j =

{l|(l, i) ∈ Ej}.4
(ii) There exists a partition of R into the sets
{Lj0,L

j
1, · · · ,L

j
Tj
}, where Lj0 = Sj ∩R, and if i ∈ Ljm

(where 1 ≤ m ≤ Tj), then N i
j ∩R ⊆

⋃m−1
r=0 Ljr.

Then, we call Gj a Mode Estimation Directed Acyclic
Graph (MEDAG) for λj ∈ ΛU (M).

If a regular node i ∈ Ljm, we say it belongs to level m.
The implication of the first property of a MEDAG is that the
set Mi

j [k] (recall that a regular node i ∈ V \ Sj only uses
estimates from Mi

j [k] ⊂ N i
j for updating ẑij [k] at time step

k) is non-empty ∀i ∈ {V \ Sj} ∩ R. The second property
implies that a regular node i in level m (where 1 ≤ m ≤ Tj)
accepts estimates from only those regular nodes belonging to
levels 0 to m−1 (and which belong toMi

j [k] ⊂ N i
j ).5 This

gives rise to the acyclic structure of Gj ; we later prove that it
contains no directed cycles consisting only of regular nodes.
The significance of this acyclic structure will be apparent
during the convergence analysis.

We now provide a lemma that shall be required for proving
our main result.

Lemma 2. Let Assumption 1 hold. Suppose that the network
G contains a MEDAG Gj for each λj ∈ ΛU (M), and let N i

j

be the neighbors of node i in Gj . Then, for each regular node
i ∈ R and each λj ∈ UOi, the LFSE dynamics described
by equation (5) ensures that limk→∞ |ẑij [k]− zj [k]| = 0.

Proof. As G contains a MEDAG for each λj ∈ ΛU (M), the
sets {Lj0,L

j
1, · · · ,Ljp, · · · L

j
Tj
} form a partition of the set R.

We prove by induction on the level number p. For p = 0, by
definition of the set Lj0, all the regular nodes in Lj0 belong
to the set Sj , i.e., λj ∈ Oi for each regular node in Lj0. As
Assumption 1 holds true, Lemma 1 holds, and hence each
regular node in level 0 can estimate zj [k] asymptotically.
Notice that for any regular node i belonging to a level p,
where 1 ≤ p ≤ Tj , we have λj ∈ UOi. Consider a regular
node i in Lj1. We partition the set N i

j into the sets U ij [k],
Lij [k], andMi

j [k], such that the sets U ij [k] and Lij [k] contain
f nodes each, with the highest and lowest estimate values

4Given a regular node i ∈ V \ Sj , and an undetectable eigenvalue λj ,
the set N i

j constructed specifically for λj is a certain subset of the original
neighborhood of node i in G.

5A regular node i also listens to adversarial nodes (if any) in Mi
j [k].



(for zj [k]) respectively, transmitted to node i at time step k,
andMi

j [k] contains the rest of the nodes inN i
j . According to

the LFSE dynamics (5), node i only uses estimates from the
setMi

j [k] to update its own estimate ẑij [k]. Notice that based
on the properties of a MEDAG, the setMi

j [k] is non-empty.
Let the error in estimation of zj [k] for node i be denoted by
eij [k] , ẑij [k]− zj [k]. Subtracting zj [k + 1] from both sides
of equation (5), and noting that zj [k + 1] = λjzj [k] (based
on the decoupled dynamics given by (3)), we obtain

eij [k + 1] = λj
∑

l∈Mi
j [k]

wjil[k]ẑlj [k]

− λj

 ∑
l∈Mi

j [k]

wjil[k]

 zj [k]

= λj
∑

l∈Mi
j [k]

wjil[k]elj [k], (6)

where we used the fact that
∑
l∈Mi

j [k]
wjil[k] = 1. Now,

consider the following two cases. (i) Mi
j [k] ∩ A = ∅, i.e.,

there are no adversarial nodes in the setMi
j [k]: in this case,

all the nodes in the set Mi
j [k] are regular and belong to Sj

(as N i
j∩R ⊆ L

j
0 = Sj∩R). (ii)Mi

j [k]∩A is non-empty, i.e.,
there are some adversarial nodes in the setMi

j [k]: based on
the f -local adversarial model, it is apparent that each of the
sets U ij [k] and Lij [k] contain at least one regular node. Let
p and q be two such regular nodes belonging to U ij [k] and
Lij [k] respectively. Based on the definitions of the sets U ij [k],
Lij [k], andMi

j [k], we have ẑqj [k] ≤ ẑlj [k] ≤ ẑpj [k], and hence
eqj [k] ≤ elj [k] ≤ epj [k], for any node l ∈Mi

j [k]. Thus, for any
l ∈ Mi

j [k], we can express elj [k] as a convex combination
of the errors eqj [k] and epj [k]. Analyzing each of the two
cases, and referring to equation (6), we infer that at every
time-step k, the estimation error eij [k+1] is expressible as a
convex combination of the errors of regular nodes in level 0,
i.e., regular nodes belonging to the set Sj . Based on Lemma
1, we have that limk→∞ elj [k] = 0, ∀l ∈ Sj ∩ R. Thus, we
conclude that ẑij [k] converges asymptotically to zj [k] for any
regular node i in Lj1. Next, suppose the result holds true for
all levels from 0 to p (where 1 ≤ p ≤ Tj − 1). It is easy
to see that the result holds for all regular nodes in Ljp+1 as
well, by noting the following.
• A regular node i ∈ Ljp+1 has N i

j ∩R ⊆
⋃p
m=0 Ljm.

• For each i ∈ Ljp+1, it holds that every estimate of
zj [k] received (and used for state estimate update) is
either from a regular node belonging to any level from
0 to p, or from an adversarial node. In the latter case,
based on the LFSE dynamics, this value is sandwiched
between the values of two regular nodes (belonging to
any level from 0 to p). Since the values of regular nodes
in levels

⋃p
m=0 Ljm asymptotically converge to zj [k]

(based on our induction hypothesis), the value ẑij [k] will
also converge to zj [k] asymptotically.

Our argument was general and hence holds for any λj ∈
ΛU (M). We arrive at the conclusion that any node i ∈ R

can asymptotically estimate zj [k] for any eigenvalue λj ∈
UOi.

We are now in a position to state and prove our main result,
which provides sufficient conditions for achieving secure
omniscience.

Theorem 1. Let Assumption 1 hold and suppose that the net-
work G contains a MEDAG for each λj ∈ ΛU (M). Then, the
distributed estimation strategy governed by the Luenberger
observer based dynamics described by (4), and the LFSE
dynamics described by (5), achieves secure omniscience.

Proof. Based on Assumption 1, there exists a one-to-one
correspondence between the eigenvalues of M, and the com-
ponents of the transformed state vector z[k]. Accordingly, for
each regular node i, the state vector z[k] can be partitioned
into two components zOi

[k] and zUOi
[k], corresponding

to the detectable and undetectable eigenvalues of node i,
respectively. As Assumption 1 holds, the result of Lemma 1
holds, and hence ẑOi

[k] converges to zOi
[k] asymptotically.

As Assumption 1 holds and a MEDAG exists for each
λj ∈ UOi (notice that UOi ⊆ ΛU (M)), the result of
Lemma 2 also holds. Consequently, node i can asymptot-
ically estimate each component of the state z[k] associated
with eigenvalues in UOi, i.e., node i can estimate zUOi [k]
asymptotically. Combining these results, we conclude that
node i can asymptotically estimate the entire state z[k], and
hence x[k] also, based on the relation x[k] = Vz[k]. This
completes the proof.

Having established that secure omniscience can be
achieved by each of the regular nodes, we now present a
distributed algorithm for constructing a MEDAG for each
λj ∈ ΛU (M).

V. DISTRIBUTED MEDAG CONSTRUCTION ALGORITHM

Recall that the filtering algorithm for secure consensus
required a node i ∈ V\Sj to accept estimates from neighbors
belonging to the set Mi

j [k], which was a subset of N i
j (the

neighbor set of node i in the MEDAG Gj). In this section, we
present a distributed algorithm (Algorithm 1) for constructing
a MEDAG for each unstable and marginally stable eigenvalue
λj ∈ sp(M), which in turn outlines the strategy adopted for
constructing the set N i

j for each i ∈ R. The construction
of these MEDAGs’ constitutes the initialization phase of our
design, which can then be followed up by the estimation
phase described earlier. Algorithm 1 requires every node
i ∈ R to maintain a counter cj(i) and a list of indices N i

j

for each λj ∈ ΛU (M). The nodes in N i
j ⊆ Ni will be the

parents of node i in the DAG constructed for the estimation
of zj [k]. We start with cj(i) = 0 and N i

j = ∅ for each regular
node. Each regular source node in Sj broadcasts a predefined
(and arbitrary) message mj to its outgoing neighbors, sets
cj(i) = 1, maintains N i

j = ∅ for all future time, and goes to
sleep. Each regular node i ∈ V\Sj waits until it has received
mj from at least 2f + 1 distinct neighbors, at which point it
sets cj(i) = 1, appends the labels of each of the neighbors
from which it received mj to N i

j , broadcasts mj to its



Algorithm 1 MEDAG Construction Algorithm

The nodes perform a coordinate transformation given by
z[k] = V−1x[k].
For each eigenvalue λj ∈ ΛU (M) do:
Initialization : Initialize cj(i) = 0, N i

j = ∅, ∀i ∈ R.
Each node determines whether it belongs to the set Sj .hg
Source nodes transmit : Each regular node in Sj updates
its counter value cj(i) = 1, and transmits a message mj

(e.g. “1”) to its outgoing neighbors. Following this step,
it does not listen to any other node, i.e., N i

j = ∅ and
cj(i) = 1, ∀i ∈ Sj∩R for the remainder of the algorithm.
Non-source nodes receive : Each regular node i ∈ V \Sj
does the following:
• If cj(i) = 0, and node i has received mj from

at least 2f + 1 distinct neighbors (not necessarily
simultaneously) it updates cj(i) to 1, appends the
labels of the neighbors from which it received mj

to N i
j , and transmits mj to its outgoing neighbors.

• If cj(i) = 1, it does not change cj(i), and does not
listen to (discards) the information received from its
neighbors i.e., it does not update N i

j .
Return : A set of sets {N i

j , λj ∈ ΛU (M)} for each i ∈ R.

outgoing neighbors, and goes to sleep. When the algorithm
terminates, if we have cj(i) = 1, ∀i ∈ R, we say that
the MEDAG construction algorithm “terminates” for λj . The
objective of the algorithm is to return the set N i

j for every
unstable and marginally stable eigenvalue λj ∈ sp(M), and
i ∈ R.

In the next section, we give rigorous graph conditions
which guarantee the termination of the MEDAG construc-
tion algorithm under arbitrary adversarial behavior. For the
following discussion, we characterize the properties of the
output of Algorithm 1 if it terminates. Consider the spanning
subgraph Gj = (V, Ej) of the original graph G, induced by
the sets {N i

j}, i ∈ R, returned by Algorithm 1. We shall
show that Gj satisfies all the properties of a MEDAG (given
in Definition 5).

Proposition 1. Based on Algorithm 1, the spanning sub-
graph Gj of the original graph G contains no directed cycles
where every node belongs to R.

Proof. We prove by contradiction. Let there exist a directed
cycle viPvi, where vi and the nodes in P belong to R.
The path P originates from vi when node i transmits mj

to its outgoing neighbor on path P . Let this occur at time
instant t = k. Assuming that a node updates its counter
value (from 0 to 1) and transmits at the same time instant,
node i updates its counter value cj(i) from 0 to 1 and
simultaneously transmits mj at t = k. Let the last vertex
on path P be vl. Clearly, node i receives information from
node l at a time instant t > k. As a directed edge exists from
node l to node i, it is apparent that node i chooses to listen
to node l even when its counter value cj(i) is set to 1. This
goes against the rules to be followed by a regular node i as

described by Algorithm 1. Thus, we reach a contradiction.
The same argument holds for every node vi belonging to the
set R ∈ Gj .

Proposition 1 justifies the use of the terminology “DAG”
regarding the spanning subgraph Gj . Notice that during the
construction of a MEDAG for an eigenvalue λj ∈ ΛU (M),
an adversarial node can misbehave in any of the following
ways. (i) It can choose to transmit any message other than
the true message mj . (ii) It can transmit the true message, but
out of turn, i.e., before receiving mj from at least (2f + 1)
neighbors. (iii) It can choose not to transmit a message at
all. In this context, consider the following result.

Proposition 2. If Algorithm 1 terminates for λj ∈ ΛU (M),
then an adversarial node can be detected by a regular node
if it violates the rules of Algorithm 1 by sending any message
other than mj to a regular node.

Proof. This is a straightforward result which follows directly
from the definition of a f -local adversarial model, and by
noting that if Algorithm 1 terminates, then |N i

j | ≥ 2f + 1,
∀i ∈ {V \ Sj} ∩ R.

Thus, Proposition 2 illustrates how the MEDAG con-
struction algorithm can be used to detect any adversarial
node which tries to violate the rules of the algorithm, by
sending a message other than the true message. However
if an adversarial node chooses to send the true message,
but does so out of turn, i.e., before receiving the true
message from at least 2f + 1 incoming neighbors (and
therefore violating Algorithm 1), then it becomes impossible
to detect such an adversarial node based on only local
(i.e., neighborhood) knowledge of the graph topology. If a
regular node is furnished with the additional information
that the network contains N nodes, and that the MEDAG
construction algorithm is guaranteed to terminate, then it can
detect any adversarial neighbor which chooses not to transmit
mj at all. It can do so by noting that any neighbor which
has not transmitted mj to it within N time-steps (Algorithm
1 is guaranteed to terminate within N time steps under the
conditions we provide in the next section) is sure to be an
adversarial node.

Interestingly, the proof of asymptotic convergence for
Theorem 1 does not require an explicit detection of the
adversarial nodes. In other words, the adversarial nodes can
behave arbitrarily during the MEDAG construction phase,
and yet our secure distributed estimation strategy can be
shown to succeed under graph conditions which guarantee
the termination of the MEDAG construction algorithm. We
shall detail such conditions in the next section.

We associate a notion of time with the MEDAG construc-
tion algorithm: let a regular node i update its counter value
cj(i) from 0 to 1, and transmit the message mj at the same
time instant t = k. Then, we say that node i belongs to level
k (for λj), denoted by the set Ljk. We say that node i belongs



to Lj0 if i ∈ Sj ∩R.6

Proposition 3. If Algorithm 1 terminates for λj ∈ ΛU (M),
the sets {Lj0,L

j
1, · · · ,L

j
Tj
} form a partition of the set R in

Gj , where Tj denotes the smallest integer such that at time
instant Tj , we have cj(i) = 1, ∀i ∈ R.

Proof. Suppose Algorithm 1 terminates for λj ∈ ΛU (M).
Then, each regular node must update its counter and transmit
mj at some time instant. Thus, it is obvious that

⋃Tj

m=0 Ljm =
R. Also, it is apparent that a regular node cannot update its
counter from 0 to 1 and transmit mj at two distinct time
instants (goes against the rules of Algorithm 1). Thus, Ljm∩
Ljn = ∅, ∀m 6= n. This completes the proof.

Proposition 4. If Algorithm 1 terminates for λj ∈ ΛU (M),
a regular node in Ljk (where 1 ≤ k ≤ Tj) has at least f + 1

regular neighbors from the set
⋃k−1
m=0 Ljm in the spanning

subgraph Gj .

Proof. Since Algorithm 1 terminates for λj ∈ ΛU (M), we
have |N i

j | ≥ 2f + 1, ∀i ∈ {V \ Sj} ∩ R. Based on the
rules of Algorithm 1, if a node i ∈ R belongs to Ljk (where
1 ≤ k ≤ Tj), then N i

j ∩R ⊆
⋃k−1
m=0 Ljm. Also, since at least

f+1 of the nodes in the set N i
j are regular under the f -local

adversarial model, the desired result has to hold.

Remark 6. Note that our overall estimation scheme can
be broadly decomposed into two phases, namely, the initial-
ization phase and the estimation phase. The initialization
phase involves the construction of a MEDAG for each λj ∈
ΛU (M), and needs to be implemented just once. Once the
initialization phase ends, one can implement the estimation
phase, summarized previously in Section III. A merit of the
proposed scheme is that each phase of the design admits
a fully distributed implementation subject to adversarial
behavior.

Theorem 2. If the MEDAG construction algorithm termi-
nates for λj ∈ ΛU (M), then there exists a subgraph Gj
satisfying all the properties of a MEDAG.

Proof. The result follows trivially from the way Gj and the
sets Ljm (for 0 ≤ m ≤ Tj) are defined, and from the results
of Propositions 1 and 3.

It follows from the above theorem that if the MEDAG con-
struction algorithm terminates for every λj ∈ ΛU (M), then
based on Theorem 1, secure omniscience can be achieved
by our proposed estimation scheme. In the next section, we
provide rigorous conditions on the graph topology which
guarantee the termination of the MEDAG construction al-
gorithm.

6Note that our strategy allows even some of the source nodes in Sj to
be adversarial.

Clique 1

Clique 2

Clique m

· · · · · ·
· · · · · ·

· · · · · ·
Fig. 1. Illustration of a feasible graph topology. Each clique has size
(3f + 1). Each node in clique p (where 2 ≤ p ≤ m− 1) is connected to
every node in cliques p− 1 and p+ 1.

VI. FEASIBLE GRAPH TOPOLOGIES

In this section, we characterize a set of feasible graph
topologies which guarantee the termination of the MEDAG
construction algorithm for each λj ∈ ΛU (M). To this end,
we borrow the following definition from [9].

Definition 6. (r-reachable set) For a graph G = (V, E) and
a set S ⊂ V , we say S is an r-reachable set if there exists
an i ∈ S such that |Ni \ S| ≥ r, where r ∈ N+.

Thus, if a set S is r-reachable, then it contains a node
which has at least r neighbors outside S. We slightly modify
the notion of a strongly-r robust graph [9] for our case as
follows.

Definition 7. (strongly r-robust graph w.r.t. Sj) For r ∈ N+

and λj ∈ ΛU (M), a graph G = (V, E) is strongly r-robust
w.r.t. to the set of source nodes Sj , if for any non-empty
subset C ⊆ V \ Sj , C is r-reachable.

Lemma 3. The MEDAG construction algorithm terminates
for λj ∈ ΛU (M) if G is strongly (3f + 1)-robust w.r.t. Sj .

Proof. We prove by contradiction. Consider any λj ∈
ΛU (M) and let G be strongly (3f + 1)-robust w.r.t. the set
of source nodes Sj . Suppose that the MEDAG construction
algorithm for λj does not terminate. This implies that there
exists a set of regular nodes C ⊆ V \Sj which never update
their counter cj(i) from 0 to 1, where i ∈ C. As G is strongly
(3f + 1)-robust w.r.t. Sj , it follows that C is (3f + 1)-
reachable, i.e., there exists a node i ∈ C which has at least
3f + 1 neighbors outside C. Under the f -local adversarial
model, at most f of these nodes are corrupt, and at least
2f + 1 of them are regular nodes with cj(i) = 1. Thus, at
least 2f+1 regular nodes must have transmitted mj to node
i. Thus, based on the rules of Algorithm 1, node i must have
updated cj(i) from 0 to 1 at some point of time. We thus
arrive at a contradiction.

Based on the above Lemma, we present the main result
of this section, which pieces together the previous results
presented in this paper, and presents a complete picture of
the connection between the feasible graph topologies, and
the solution of the secure omniscience achieving problem.



Theorem 3. If G is strongly (3f + 1)-robust w.r.t. Sj ,∀λj ∈
ΛU (M), then secure omniscience can be achieved using the
proposed estimation strategy.

Proof. From Lemma 3, it follows that if G is strongly
(3f + 1)-robust w.r.t. Sj for every λj ∈ ΛU (M), then
the MEDAG construction algorithm terminates for every
unstable and marginally stable eigenvalue λj . As a result,
from Theorem 2, it follows that a MEDAG exists for every
λj ∈ ΛU (M). Finally, based on the result of Theorem 1,
the existence of a MEDAG for every λj ∈ ΛU (M) implies
that secure omniscience can be achieved using our proposed
estimation strategy. This completes the proof.

Corollary 1. If G is strongly (3f+1)-robust w.r.t. Sj , ∀λj ∈
ΛU (M), then |Sj∩R| ≥ 2f+1, i.e., there are at least (2f+
1) regular source nodes for every unstable and marginally
stable eigenvalue λj .

As an illustration of a feasible graph topology, consider
the network represented by the undirected graph G shown in
Figure 1. G comprises of m cliques of size (3f + 1) each.
Further, each node in clique p is connected to every node in
cliques p − 1 and p + 1 (where 2 ≤ p ≤ m − 1). For each
λj ∈ ΛU (M), let the set of source nodes Sj correspond to
one of the m cliques of G. Then, it can be easily verified
that G is strongly (3f + 1)-robust w.r.t. any Sj , where λj ∈
ΛU (M).

A. Connection with Secure Broadcasting Literature

A secure broadcasting algorithm is said to succeed if every
regular node in the graph accepts the message transmitted
by a single non-adversarial source node. In [9], the authors
show that given a designated source node s, the commonly
used Certified Propagation Algorithm (CPA) [19] for secure
distributed broadcast succeeds under an f -locally bounded
adversarial model, if any subset C ⊆ V \ S is (2f + 1)-
reachable, where S = {s} ∪ Ns and Ns denotes the neigh-
borhood of the source node s. Interestingly, in our setting,
if the Byzantine attack is limited to the estimation phase
only (i.e., all nodes behave regularly during the MEDAG
construction phase), then a strongly (2f + 1)-robust graph
w.r.t. Sj (for each λj ∈ ΛU (M)) would suffice for achieving
secure omniscience.

The above result can be interpreted as follows. For each
unstable (or marginally stable) eigenvalue λj , the set Sj ∩R
can be thought of as the source of reliable information for
the component zj [k] of the transformed state vector z[k].
Whereas in broadcast the objective is to transmit a constant
message from the source to the rest of the nodes, the objec-
tive in distributed estimation is to pass down information
about zj [k] along the edges of the MEDAG constructed
for λj , from the regular nodes in Sj to all the regular
nodes in V \ Sj . Thus, there exists an analogy between
the broadcast problem and the estimation problem. However,
unlike distributed broadcast, where the message is a constant,
the state zj [k] is time-varying in the distributed estimation
problem, and hence the problem studied in this paper poses
a bigger challenge. Thus, it is indeed interesting to note that

they can be solved under identical graph conditions (under
a specific type of adversarial behavior).

VII. ANALYSIS OF THE NON-ADVERSARIAL CASE (f = 0)

It is interesting to note that if f = 0, i.e., if there are
no adversarial nodes in the network, then our proposed
estimation strategy succeeds if (i) for every unstable and
marginally stable eigenvalue λj ∈ sp(M), the set Sj is non-
empty (consider Corollary 1 with f = 0); and (ii) every node
in V\Sj is reachable from at least one source node in Sj . It is
easy to see that both these conditions are in fact necessary for
distributed estimation (for the specific class of LTI systems
studied in this work). While the first condition states that for
every unstable and marginally stable eigenvalue, there has to
exist at least one source node which can detect it, the second
condition implies that a node can never estimate the entire
state if it does not receive information about an eigenvalue
λj belonging to its undetectable subspace.

To the best of our knowledge, the literature dealing with
the distributed estimation problem (in the absence of adver-
saries) treats all the nodes in the network identically, in the
sense that all the nodes follow the same state-estimate update
rule based on consensus dynamics. Our method differs from
the existing literature in this area by building on the following
key observation: a node needs to rely on consensus for
estimating only the portion of the state that corresponds to
its undetectable subspace; the rest of the state space can be
estimated solely using local measurements. For the class of
LTI systems studied in this paper, our approach is appealing
because of the following features: (i) it results in a single-
time-scale algorithm; (ii) it provides theoretical guarantees
regarding the design of asymptotically stable estimators; (iii)
it does not require any state augmentation; (iv) it requires
only state estimates to be exchanged locally; and (v) it can
be implemented in a fully distributed manner.

VIII. CONCLUSION

We analyzed the problem of distributed state estimation
in networks subject to worst-case adversarial attacks for a
specific class of LTI systems. We proposed a secure state esti-
mation algorithm and established sufficient conditions for the
success of the algorithm. We introduced the notion of a Mode
Estimation Directed Acyclic Graph (MEDAG), and showed
that it plays a key role in guaranteeing asymptotic conver-
gence. Accordingly, we presented a distributed algorithm for
constructing a MEDAG for each unstable and marginally
stable eigenvalue of the plant. Next, we characterized a set of
feasible graph topologies which guaranteed the termination
of the MEDAG construction algorithm, and in turn, the
success of our overall secure estimation scheme. Finally,
we discussed that for a non-adversarial setting, our method
leads to the design of distributed observers possessing several
attractive features simultaneously.

Future work in this area would aim towards the extension
of our existing method to systems with more general plant
dynamics. In this work, we provided sufficient conditions
on the graph topology which guarantee the success of



our method. However, the problem of obtaining a single
necessary and sufficient condition under the most general
plant dynamics for solving the secure distributed estimation
problem remains open.
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APPENDIX

Vulnerability to Adversarial Attacks

In this section, we study the performance of an existing
‘trust-based’ secure distributed estimation scheme in the face
of adversarial attacks. Specifically, we present an example
which demonstrates how a carefully crafted attack can cause
an estimation scheme relying on the notion of ‘belief diver-
gence’ [16] to fail (similar trust-based schemes have been
used in [15], [17]). The example shall also illustrate how
the method proposed in this paper succeeds under such an
attack.

LTI plant

1 2 3 4

5 6 7 8

l2· · · · · ·
Fig. 2. Network topology for illustrating the attack. Node 7 is the only
Byzantine adversary in the network.

a) Updating Trust Values based on Belief Divergence:
We briefly discuss the mechanism for updating trust values
based on the notion of belief divergence, as employed in
[16]. First, based on the state estimates received from its
neighbors, each node i ∈ V computes a belief divergence
dij , for each node j in its neighborhood, according to the
formula

dij =
1

|Ni| − 1

∑
k∈Ni

||x̂j − x̂k||2. (7)

Next, the trust values are updated by node i using the
following formula:

Tij = ci − dij , j ∈ Ni, (8)

where ci is a positive constant chosen as

ci > max{dij | j ∈ Ni}. (9)

Such a choice of ci ensures that the trust values in equation
(8) are always positive. The normalized versions of the trust
values Tij are computed according to the formula

pij =
Tij∑

k∈Ni
Tik

. (10)

Noting from the above formula that the normalized trust-
values are not necessarily zero for nodes with large belief
divergence, a thresholding scheme is introduced on the
normalized trust values. Accordingly, if pij < pmini , then
the trust value Tij is set to zero. Here, pmini represents



the minimum acceptable value for pij and its lower bound
is chosen to be inversely proportional to |Ni|. Finally, the
weights used in the consensus step are updated using the
following equation

wij =
Tij∑

k∈Ni
Tik

. (11)

In [16], the authors provide a distributed Kalman filtering
algorithm which essentially involves a local update rule of
the form

φi = ζi + Li(yi −Ciζi), (12)

where φi is an intermediate Kalman estimate of the true
state and Li is a time-varying gain matrix which needs to be
updated (for more details refer to [16]). Based on the belief
divergence scheme described previously, the state is updated
using a consensus rule given by

x̂i =
∑
j∈Ni

wijφj , (13)

followed up by the update ζi = Ax̂i.
b) Attacking the Trust-based Algorithm: Consider a

scalar plant with dynamics x[k+ 1] = 1.5x[k], and network
topology G given by Figure 2. The nodes 1,2,3 and 4 have
identical measurements yi[k] = x[k], i = 1, 2, 3, 4, while the
rest of the nodes have no measurements. Let S = {1, 2, 3, 4}.
Node 7 is the only Byzantine adversary in the network.
There are M identical nodes l2 in G. We shall show that
although the graph G has a majority of regular nodes in the
neighborhood of any node, the single Byzantine adversary
(node 7) can cause the estimates of nodes 6,8 and each of
the M identical nodes l2, to diverge from the true state of
the plant, under the ‘trust-based’ weight assignment scheme
based on the notion of belief divergence. Since we consider
a deterministic setting, equation (12) amounts to running a
standard Luenberger observer with a fixed gain. Accordingly,
the nodes in S run the following observer for estimating and
predicting the state:

x̂i[k + 1] = 1.5x̂i[k] + (y[k]− x̂i[k]), i ∈ S, (14)

where x̂i[k] denotes the estimate of x[k] maintained by node
i at time-step k. It can be easily verified that the resulting
estimation error dynamics is asymptotically stable. Each
regular node i in V\S has no measurements and hence relies
purely on consensus; based on equation (13), and noting that
A = 1.5 in this example, the consensus equation is simply
x̂i[k + 1] = 1.5

∑
j∈Ni

wij x̂j [k], where the weights wij are
decided based on the notion of belief divergence at every
time instant. If G contains no adversarial nodes, this scheme
shall always achieve omniscience for any choice of M . Next,
we outline the strategy to be followed by the adversarial node
7.

The Byzantine adversary does the following at each time-
step k: (i) it transmits x̂l2 [k] + ε6 to nodes 6 and 8; and (ii)
it transmits x̂6[k] + εl2 to each of the M identical nodes l2.
Here, ε6 and εl2 are small deviations chosen appropriately by
node 7 such that the estimates transmitted by it are used in
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Fig. 3. Estimation errors of node 6 and the M identical nodes l2 when
M = 4.
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Fig. 4. Consensus weights when M = 4. (Top) Weights assigned by node
6. (Bottom) Weights assigned by the M identical nodes l2.

the consensus update by nodes 6,8 and the M identical nodes
l2 (i.e, these values are chosen in a way such that node 7 gets
assigned a non-zero trust by its neighbors).7 Note that node
7 can transmit different estimates to its neighbors at the same
time instant since it is assumed to be a Byzantine adversary.
The insight behind this attack strategy is as follows: with
respect to each of the nodes 6 and 8, node 7 pretends to
behave like one of the regular nodes l2. Similarly, with
respect to each of the identical nodes l2, node 7 pretends

7Note that since node 7 transmits the same value to nodes 6 and 8 at
every time-step, the estimates of nodes 6 and 8 evolve identically (based
on the graph topology). Similarly, the estimates of each of the M nodes l2
evolve identically.



to behave like node 6 or node 8. The ultimate objective is
to drive out the nodes S from the set of trusted nodes in the
neighborhoods of nodes 6 and 8, and drive out node 5 (the
estimate of node 5 is not corrupted by node 7 and is hence
sure to converge) from the trusted neighborhood of each of
the identical nodes l2. By doing so, and by corrupting the
estimates of the nodes 6,8 and the set of identical nodes l2,
the Byzantine adversary causes their estimates to diverge.

Consider the case when M = |S| = 4. For this case, our
experiments reveal that the adversary succeeds in making
the estimates of nodes 6 and l2 diverge. This is achieved
as follows. By corrupting the estimates of the 4 identical
nodes l2 in the neighborhood of node 6 (and node 8), the
adversary causes these estimates to be aligned with its own
estimate and to slowly drift away from the estimates of
the 4 nodes in S (the estimates of the nodes in S evolve
identically). As this process continues, the estimates of a
majority of the nodes in the neighborhoods of nodes 6 and
8 become corrupted. Consequently, based on the notion of
belief divergence, nodes 6 and 8 assign gradually decreasing
trust values (and hence consensus weights) to the nodes in
S, eventually causing these weights to drop to zero. Figures
3 and 4 illustrate this phenomenon. Based on the evolution
of weights in Figure 4, notice that the nodes in S (which
are sure to converge) are assigned zero weights at steady
state by node 6 (as w61 settles to zero). Similarly, node 5
(which is not corrupted by the adversary) gets assigned a
zero weight by the nodes l2 (as wl25 settles to zero). Node 6
treats node 7 identically as the nodes l2, and hence each of
these nodes get assigned a weight of 1

(M+1) (which in this
case equals 0.2 as M = 4). Similarly, nodes l2 treat node 7
identically as the nodes 6 and 8, and hence these nodes get
assigned a weight of 1

3 each. This example thus illustrates
how a smart adversary can exploit the graph topology and
breach a ‘trust-based’ security scheme, even for networks
with high-connectivity such as the one considered in this
example. An identical trend is noted for M > |S|.

For each of the simulations, we have used the following
parameters: pmin6 = 1

|N6| , p
min
l2

= 1
|Nl2
| , c6 and cl2 in

equation (9) are chosen to be 0.5 higher than the maximum
belief divergences in their neighborhood, and ε6 and εl2 (the
small deviations injected by the adversary) are each set to
0.05. The true state x[k] has an initial value of 0.2, and the
initial estimates maintained by each of the source nodes is
zero.

Notice that each of the nodes in S can detect the unstable
eigenvalue λ = 1.5, and hence they act as the source nodes
for λ = 1.5. It is easy to see that the network in Figure 2 is
strongly (3f + 1)-robust with respect to the source nodes S
(here f = 1). Hence, irrespective of any strategy adopted
by the single adversary (node 7), the secure distributed
estimation scheme presented in this paper shall allow each
regular node to achieve omniscience based on Theorem 3.


