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“Code is Data”




Code is Data

M.C. Escher, Drawing Hands, 1948




Code is Data

* AlJavasourcefileis just a sequence of characters.

 We can represent programs with Strings!

"Strlng p_3 = "class C { public static void main(String args[])
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Strlng p_ 13 = "class C { public static void main(String args[])
{System.out.println(\"Hello, world!\");}}";

String p_12012023423123123@0 = /* Mushroom of Doom! */
"class Game { public static void main(String args[]) {..}}";

String p_999932490009023002394008234070234 = /* Minecraft! */
"class Minecraft { public static void main(String args[]) {.}}";

String p_99234992342399999324900023428234073450234534 = /* Eclipse! */
"class Eclipse { public static void main(String args[]) {..}}";




Consequence 1: Programs that
manipulate programs

Bootstraps




Interpreters

We can create programs that manipulate programs

An interpreter is a program that executes other programs

interpret ("3 + 4") =27

Example 1: JavaScript

JavaScript

® L] D Proof That Computers Can X / W JavaScript - Wikipedia, the %\ Steve

€« C f [ https://en.wikipedia.org/wiki/JavaScript
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. JavaScript o
WIKIPEDIA p
The Free Encyclopedia From Wikipedia, the free encyclopedia
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IDEs and Compilers

@ @® .. Java - Quine/src/Quine.java - Eclipse - /Users/stevez/Classes/cis120/workspaces/workspace20...
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 Example 2: Eclipse
B (& Java

— Note that Eclipse manipulates a & > =5 [ aeme 2 0 cumome 1) ciow o=

= < bublic class Quine {

represen tatlon Of Java programs L_:._;'>kArrayDemo public static void main(String[] args) {

» (=5 > ArrayDemoQ String[] str = {
M4 M4 M4 . M > ‘,f-'_;'> Chat [works " . . "

— Eclipse itself is written in Java L e || ¢ ublic closs Quine {1, ,,

> G Equality [we pu 1'c static void main(String[] args) {",
. ,‘»&}:;:;'>Examples [v ) String[] str = {",

- SO you COUId use ECIIpse » =5 > Final [works " B,

» > GC [worksp " for (int i=0; i<3; i++) { System.out.println(str[i]); }",
f 21 '
i i > (7 > HashTests [ " for (int i=0; i<10; i++) ",
to edlt the COde or ECIIpse'" ‘g " iz > Histogram [ " { System.out.println((char)34 + str[i] + (char)34 + (c
" far (int 1=+ 110 i1 § Quctam nii+k nrintinlctrlHT1Y. 1"

b 74> HistogramPr

b (= > HWO6 [worl

> i > HWO6Test [ [ Console &2 ~Civ= 08

» i > HWO7Dev [

> 75> HWO7Dev2
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> 5> Paint [works

— The Java Compiler takes a Writable Smart Insert 1:1
representation of a Java program

No consoles to display at this time.

— It outputs a “low-level” representation of the
program as a .class file (i.e. Java byte code)

— Can also compile to other representations,
e.g. x86 “machine code”



Example Compilation: Java to X86

.globl _fun Point.move
__fun_ Point.move:
pushl %ebp
movl %esp, Yoebp

class Point { w34,
-i. n t X ; movl 8(%ebp), Yoeax
'i_ n 't y ; movl 4(%eax), Yoeax

Point move(int
int dy) {

X = X + dx:
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Consequence 2: Malware

Rene Magritte, The Human Condition, 1933




Consequence 2: Malware

* WhydoesJavado array bounds checking?

Unsafe language like C and C++ don’t do that checking;

— They will happily let you write a program that “writes past”
the end of an array. ec e

Result:

— viruses, worms, “jailbreaking”
mobile phones, Spam, botnets, ...

Fundamental

issue:

— Code is data.

— Why?

O] €« &

Keri.Day@seas.upenn.q
To: Stephanie Weirich
How to make money onl

spamfolder
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March 1, 2016 at 4:59 AM
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Consider this C Program

void m() {
char[2] buffer;

char c = read(Q);

int 1 = 0;

while (c '= -1) {
buffer[i] = c;
c = read(Q);
1++;

¥

process(buffer);

¥

void main() {
mC);
// do some more stuff

}

Notes:
- C doesn’t check array bounds
- Unlike Java, it stores arrays

directly on the stack

- What could possibly go wrong?




Abstract Stack Machine

“Stack Smashing Attack”




Abstract Stack Machine

Workspace Stack

mC);

// do some more stuff

Call to main() to start the program...




Abstract Stack Machine

Workspace

Stack

char[2] buffer;

char ¢ = read();

int 1 = 0;

while (c !'= -1) {
buffer[i] = c;
c = read(Q);
1++;

ks

process(buffer);

-

// do some more stuff

Push the saved workspace, run m()




Abstract Stack Machine

Workspace

Stack

char ¢ = read();

int 1 = 0;

while (c !'= -1) {
buffer[i] = c;
c = read(Q);
1++;

}

process(buffer);

-

// do some more stuff

buffer [EE]

Allocate space for buffer on the stack.



Abstract Stack Machine

Workspace

Stack

int 1 = 0;

while (c !'= -1) {
buffer[i1] = c;
c = read(Q);
1++;

}

process(buffer);

-

// do some more stuff

buffer

Allocate space for c.

Read the first user input...



Abstract Stack Machine

Workspace

while (c '= -1) {

Stack

buffer[i] = c;

process(buffer);

-

// do some more stuff

buffer

Allocate space for .




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = c;
c = read(Q);

1++;

}

process(buffer);

Stack

-

// do some more stuff

buffer

Copy (contents of) c to buffer[0]




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i1] = c;

=r
1++;

b

}

process(buffer);

Stack

-

// do some more stuff

buffer

C

Read next character ... 'y'

1

sl<In]




Abstract Stack Machine

Workspace Stack
while (c !'= -1) { _;
buffer[i1] = c; // do some more stuff
c = read(Q);
1++;
1 buffer
process(buffer); C

Increment i



Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = c;
c = read(Q);
1++;

}

process(buffer);

Stack

Copy (contents of) c to buffer[1]




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i1] = c;

=r
1++;

b

}

process(buffer);

Stack

-

// do some more stuff

buffer

C

Read next character ... 'N'

1




Abstract Stack Machine

Workspace Stack
while (c !'= -1) { _;
buffer[i1] = c; // do some more stuff
c = read(Q);
1++;
1 buffer
process(buffer); C

Increment i



Abstract Stack Machine

Workspace Stack
while (c '= -1) {
buffer[i] = c; N &o some more stuff
c = read(Q);
1++;
1 buffer
process(buffer); C

Copy (contents of) c to buffer[2] ?!?

Overwrites the saved workspace!?




Abstract Stack Machine

Workspace Stack
while (c !'= -1) { N
buffer[i1] = c; LN do some more stuff
= r ; '
1++;
1 buffer
process(buffer); C

Keep going... read 'o'...



Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i1] = c;
= I ;
1++;
3

process(buffer);

Stack

'N do some more stuff

buffer

Keep going... read 'o'...increment ...




Abstract Stack Machine

Workspace Stack

while (c != -1) { B
buffer[i1] = c;
= I ;
1++;
1 buffer
process(buffer); C

1

Keep going... read 'o'...increment i...write 'o' into saved workspace...




Abstract Stack Machine

Workspace Stack
Now I pwn U!!!]
O
O buffer
: B
O i

Later...



Abstract Stack Machine

Workspace Stack

Now I pwn U!!!]

The stack smashing attack succe wrotearbitrary

codeinto the program's workspace...

The Top Five Cyber Security

Buffer overflows are

Vulnerabilities the top software

POSTED IN GENERAL SECURITY, INCIDENT RESPONSE ON JULY 2, 2015 o security vulnerability
‘ of the past 25 years

ON MAR 11, 13  BY CHRIS BUBINAS * WITH 2
COMMENTS

In a report analyzing the entire CVE and NVD
databases, which date back to 1988, Sourcefire




Other Code Injection Attacks

volid registerStudent() {
print("Welcome to student registration.");
print("Please enter your name:");

String name = readLine();
evalSQLC"INSERT INTO Students('" + name + "')" );

} "INSERT INTO Students('Robert'); DROP TABLE Students; --')"

+ "Robert'); DROP TABLE Students; --" + "')"
HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY
YOUR SONG SCHOOL. | BREAK SOMETHING? | NAME YOUR SON
WERE HAVING SOME N A WAY Robert'); DROP
COMPUTER TROUBLE. TABLE Students;-~ 7

, ~OH.YES UTTLE
BOBBY TABLES,
i) i q WE CALL HIM.

http://xkcd.com/327/



Consequence 3: Undecidability




Undecidability Theorem

Theorem: It is impossibleto write a method
boolean halts(String prog)
such that, for any valid Java program P represented as
a stringp_P,

halts(p_P)
returns true exactly when the program P halts, and
false otherwise.

Alonzo Church, April 1936 Alan Turing, May 1936



Halt Detector

 Suppose we could write such a program:

class HaltDetector {

public static boolean halts(String javaProgram) {
// ...do some super-clever analysis...
// return true if javaProgram halts
// return false 1if javaProgram does not

¥
¥

* A correctimplementation of HaltDetector.halts(p) always
returns either true or false

— i.e., it never raises an exception or loops

* HaltDetector.halts(p) = true means “p halts”
* HaltDetector.halts(p) = false means “p loops forever”



Do these methods halt?

“boolean m(){ return false; }”

= YES

“boolean m(){ return m(); }”

= NO (assuming infinite stack space)

“boolean m(){
1f (“abc”.length() == 3) return true;

else return m(); }”

= YES
“boolean m(){
String x = “”;

while (true) {
1f (x.length() == 3) return true;

X = X + \“a\”;

¥

return false;

1”
= YES




Do these methods halt?

boolean m(){ return false; }
= YES

boolean m(){ return m(); }
= NO (assuming infinite stack space)

boolean m() {
if ("abc".length() == 3 ) return true;
else return mQ);

¥
= YES




Does this method halt for all n?

boolean m(int n) {
1f (h<=1) return true;
else 1f ((n%2) == @) return m(n/2);
else return m(3*n + 1);

h

Assuming infinite amount of stack space and
arbitrarily large integers, it is unknown whether
this program halts for all (strictly) positive integers!

Collatz Conjecture proposedin 1937!




Consider this Program called Q:

class HaltDetector {
public static boolean halts(String javaProgram) {
// ...do some super-clever analysis...
// return true 1f javaProgram halts
// return false 1if javaProgram does not

¥
¥

class Main {
public static void Q) {
String p_Q = 777; // string representing Q
if (HaltDetector.halts(p_Q)) {
while (true) {} // infinite loop!

¥
¥
¥




What happens when we run Q?

public static void QO {
String p_Q = 777; // string representing Q
if (HaltDetector.halts(p_Q)) {
while (true) {} // infinite loop!

}

3
if HaltDetector.halts(p_Q) = true then Q = infinite loop

if HaltDetector.halts(p_Q) = false then Q = halts
Contradiction!

- Russell’s Paradox (1901)

- Godel’s Incompleteness
Theorem (1931)

- Both rely on self reference

Bertrand Russell, 1901 Kurt Godel, 1931



Potential Hole in the Proof

What about the ??? in the program Q?
It is supposed to be a String representing the program Q itself.
How can that be possible?

Answer: codeis data!

— And there's more than

one representation

YO, I'M M.C. QUNE
for the same data. AND T HERE TOSAY

"yo, ITM M.C. QUINE
AND TM HERE. TD SAY!"

See Quine.java L




Profound Consequences

The “halting problem” is undecidable
— There are problems that cannot be solved by a computer program!

Rice’s Theorem:
— Every “interesting” property about computer programs is undecidable!

You can’t write a perfect virus detector!
(whether a program is a virus is certainly interesting)

1. virus detector might go into an infiniteloop
2. itgives you false positives (i.e. says somethingis a virus when it isn’t)
3. it gives you false negatives (i.e. it says a program is not a virus when it is)

Also: You can’t write a perfect autograder!
(whether a program is correct is certainly interesting)




Recommended Courses

Bootstraps i)

* Programs that
manipulate Programs
— CIS341: Compilersand
interpreters
* Malware
— CIS 331: Introto
Networks and Security
* Undecidability

— CIS 262: Automata,
Computability and
Complexity
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