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Announcements

« HWS6: Analysis & Optimizations

— Alias analysis, constant propagation, dead code elimination, register
allocation

— Due: TOMORROW - Wednesday, April 30" at 10:00pm
— Posted test case due tonight at 10:00pm

« Final Exam:
— Thursday, May 8™ noon - 2:00pm
— Coverage: emphasizes material since the midterm

— Cheat sheet: one, hand-written, double-sided, letter-sized page of notes

Zdancewic  CIS 4521/5521: Compilers



COMPILER VERIFICATION
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LLVM Compiler Infrastructure

[Lattner et al.]
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Other LLVM IR Features

C-style data values

— ints, structs, arrays, pointers, vectors

Type system
— used for layout/alignment/padding

Relaxed-memory concurrency Make targeting LLVM IR
primitives easy and attractive for
Intrinsics developers!

— extend the language malloc,
bitvectors, etc.

Transformations & Optimizations



-y
... It's complex

= Arguments:

LVM
%ﬁ.n,mma&nz
= Semantics:
= Example:
Fptosi .. to’ Instruction
B ho>

LLVM H:
ome | Documentation»
LLVM 2 ML « catchsuiten
Lanc Pointer Type o - b
gt : Ovnta).( 'urem’ Instruction
T : A:EMEW = Syntax: = Synt:
¢ Abstra = Token Type = ‘llvm.loo . Sergnuamte'nts- 2Vervwew_ . o‘:/eax e
| ) | . - ] sic Functi ¢
. 5 § o : et rguments: g . rview: cti = 1D g
Introd - A Ty 11vm. 1oop.unroll_and, h Example: = Semantics © Memory Access 2 Argument ° Variable Arg e
= = S - e = B = ‘alloca’ = Semanti A ] Intrinsic redt 50
e‘ i x i ' » o G o g xample: a’ Instry . antics lvm.va = Synin 11vm. experiment:
¢ Identif = Stru ¥ 11vm. loop ynrall and oy sable’ Metadatz . yntax sren’ Instruction = Syntax: * Bample: = Synta . ¢ . e R
. i = O cture) = ‘llvm.loop, . .f"'t-n?m.v Matadata Overview: = Syntax: = Overview: = ‘uitofp .. 1 = Overy| o Pt |
- B = = oy Do = Overview: = Arguments = Syntax: = Argur " Arg = Syntax: rinsic
°o Mo ° s\m“l‘s = “Livm.men’ 0 Slie 0 Commis + Arguments: + Semantics; 7 Overview, P e e
Li ° copeconstar = ‘llvm.mem Overview: _ 0 Emrh * Semantics _ 0 Emms = Argument P T S ol
in mplex Const, . 4 = Arguments: ‘cleanupret’ Instructi P e = - g = ’
o o Global V: irr_loop’ LI B = Syntax: ion = ‘frem’ B S antics Synta; o e
Cal ° U ariable; = ‘invari: emantics: yntax: ren’ Instruction e hwites - 2 5 .
- c : Pn.deﬁ"edvalu L Mant ' Example: Overview: = Syntax: = Overview. = ‘sitofp .. 1 = Argu . Arg = Overview:
o ° i .‘a lw o : g = Overview: = Arguments = Syntax . sem" = ‘Ilvm. = Semantics:
s roen Vs : . D GrieE Semantics: » Arguments: = Semantics; = Ovenvi . el Intrins = ‘Llvm.instrprof
o Thr o Constant Expre prof’ Metz = Overview: . Example: * Semantics = Examples: = Ar rview: . vm.va = Syn Lo T
o + Other Values = branch | = Arguments: ‘unreachable’ Instruction s e x = = : = =
Rur, o Inli = fi s: = Syntax: o Bitwi: .S _— : : :
i il L Louments o e ise Binary Operati yntax: = Exampl, Ar . Arg = Arguments:
o . . . 8 . i 50 . ! - . | |
Stru Inline Asm C | |+ Module F‘Vp Example: . s::.W'iY’ s"; Instruction . EVemew, . Kntrtnin: . sggm“’f = ‘livm = Semantics: e
) = O lags Me = ‘sitof| 0 antics: = Syntax rguments o ] : | B . .
Noi . Inulpu! o © Objective-C G L :-- to’ Instrug © Binary Operations = Overview: = Semantics:! Syntax: © Accurate Ga Intrins; - \Srm»instrprnﬂincrement-stev' " G
£ . I:m 3 i . Oyn X nar Operaions O Qv = Example = Overview: = Experimg = Syn - oy"fa tr = Overview:
o Fur . ndirect i o Ctype width . verview: = Syntax: 5 e = ‘fence’ Instru = Argument = ‘llvm.gc = Owe . oot RE
2 . EIObbE” = ; :rguments: = Overview: * Example - Syntax: = Semantics = Synta o i Arguments: = Syntax: Intrinsic
Aliz . S“nsnai, « ThinLTO Summai . Ei”‘"‘nncs; = Arguments: = “Ishr’ Instruction 2 pon it = e | luj:"!micsz =
o IFu o g upporte o Module Path S o -ptrtafﬂple - Syntax: = Arguments inttoptr . = Argur Intrins; . .instrprof.value.profile’ Intri . o
5 | Inrm = S . Som - * Semantics: = Syntax: = Sema = Syn . f)y"‘ﬂx- ntril . rguments:
.M ine Asm N = Function St yntax: = Overview: = ‘llvm.ge b e e
o Nar etadata = Global Vari = Overview: = Synt; . Arg = Arguments: = Hement Wi o
© Metad; ‘s a -s : o s
o Par ata Node = Alias Sumn rguments: E = -
. ” . . . = e Atomi
o Ga Specialized | Function Fl . Semantics: Intrins; 11vm. thread. pointer’ Intrin: R i
1 = DICompil = Calls Example: o = Syntax: . . B
: 5 : = ZV,, 0 GrIiE: Intrinsic ered.atomic’
; .. to' Inst E l-‘ = - .
o Pro = DIBasicTy = Typeldinfo Syntax: = Arg ° St e -
o Pe = DISubrou. = TypeTes = Overview: = ‘1lvm .taf‘da'dcubmw ninsies -
r = DiDerivec = TypeTes = Arguments: C Intrins} 11vm.memcpy’ Intrinsic i
o Att = DICompg = TypeChy = Semantics: E = . Semantics}’
e ! B ey . _ EempEh Xal = Ove = Overview: = Lowerin N
o Gl = DIEnume ° = TypeCh bitcast .. to’ Instrt " ‘f"“’"mpe: 5 = b g.
o = DiTemple | [+ Inf Type ID Summ = Syntax: . s m"s("llcnon . e - -uvmg s : -
o Opl « DITemplz trinsic Global V = Overview: i smanice . . ] 11vm.memmove” Intrinsi e o
o2 - = semanc GrirEs = Intrins; o nsic =5
. = DINames| ° Th vm. use Arguments: 0 QYD = or' Instn ‘t = Overview: = Semantic: = Syn Syntax: yntax:
] " - £ . | 5 . ' . v
. =l ‘Evm.m iemanms: : Arumens o Symax(mn » Arguments 0 EerEn = Semal . o :"Ervnew, Overview:
. N - Ex . : 2 . ° . 0" i s |
. . EISubpm o The ;11:"' gla 5 naddr:mple h Example: = Overview: Semantics: O"IE’OPE’E"W o ‘i, : Sei;:sms. kel
= = - me - canoie 0 YErD * Example icmp’ Instrud = Synta: = ‘liwm. . ‘lvm ics: = Semantics:
o Mo = DiLexical a uction Refen Syntax: = Syntax: R —— = Vector of p = Syntax: = Overy, Int .memset.*’ Intrinsics o :
o e - x| . . o © Conversion . o rins = Syntax: ) ing:
o Dat ocatic it . w: Overview. Example: - e o = i i =
* DiLocalVi ret’ Instry Arguments: = Arguments: = ‘xor’ Instruction trunc .. to = Argument . ‘Livm.fr * o e . .
L = o g ¢ Asumenss 0 G = Syntax: = Semantic = Synta AV‘ = Arguments: Intrinsic ed.atomic’
q . 7 . i . . . . . t . < = Arg = Semantics: : :
. = ! S . mher::)xampl'e _, o Gami Overview: o Queniew Example: = Overy o Half Preci o EEaraD : Syntax:
o Vol Dlimport: . Sgumé o Or— perations i wl’ Instruction Arguments: a sa?n”ME_ms = “femp’ Instrul = Argur = ‘Livm. b . i
° = = =8 i o G . antics:| = Syntax: = Semal = 5 = Arguments:
o ! b E e = Syntax: « Overview: o Ve Example: 0 & Example = Overview: = ‘llvm.lo - . + Semantics:
o Ato = ‘tbaa’ Metac br' Instrug = Overview: = Arguments: Vector Operations S| - semen ‘ b - = ) )
o Fl = Semantic| = Syntax: = Arguments: = Semantics: = ‘extractelement’ It " o . Semnsm : SCSI:S . = =
- N = - L] . - i 1 - : E i
o = Represen Overviey Semantics: . Example: Syntax: . 2"°rv.ew, = Example o 0ve:, o o
o Fas = ‘tbaa.str = Argume = Example ‘udiv’ Instruction e : = RE | x E = =
; E ’uc = i e s = Arguments: . Semantics: = S ruct o Srgur = ‘Ilvm. = Overview:
€ . ke = Exampl¢ = Syntax: = Overview: * Semantics _ 0 Emmi . O""‘ax; — ema = Syn e e Lo’
Sou o .P"'ﬂth Met = ‘switch’ In 5 @i = Arguments: * Example: sext .. to' | ; AVEMew; lvm.re = Owe = Semantics: B LLVM-areference SR
e TypeS range’ Metd = Syntax: 5 Argumen‘ts = Semantics: = ‘insertelement’ I Zyntax_ S"gumem In"s‘nsics - A = ‘llvm.sin.* Intrinsic represen;at' ro provdes ype safer s
- T - 5 3 - . . - = Sem: ics ) : | | e
o Voi ‘absolute_s Overviey = Semantics: . Example: Syntax: . A"emew oG antics B ynta. = Sen Syntax: tions i e o e
I = = - . e -y At * Bample: Overv - E = Overview: g . and - y, low-level opera-
o ‘ ‘ = . . 0 Sl = ‘select’ = S Xa iew: the c f pera-
3 £ i = s e - Exa ntics: Inst o] ° Debuggel = Arguments: of r ing ‘all’
B - [ - i ] : : : » ) .
o Firs = ‘llvm.loop’ implem = Syntax: " ;’Vewnew zemanucs - ‘fP"“"‘p‘e f)ym“ ;Mt e =
9 - ¢ - S . I - . .~ 4 " v i . : g
. 11vm. 1oop Exampl¢ = Overview: ? Arguments: , o Bxample: = Syntax: D Grwiy ynta: o Trampolil e cos #nirins
“11vm . = ‘indirectb) o - Semantics: ‘shufflevector’ In: . e Senanc = b SI(
. a1 .1oop. = Syntax: - ngumen!s: * Example: = Syntax: B :"erv‘ew = Semantice ] 3 o
o g vm. loop. = Overvie . emantics: £div’ Instruction 2 P . Srgumems o I . Oyn = |
11vm. 1oop. = Argui ; Example: = Arguments: emantics: * ‘call’ Instru( o : e = i
= ‘llvm.loop. - seg me = ‘select’ Instruction e T = : g .‘ =
Y B manti = Syntax: . Ex . = ‘fpext .. to’ o X ey = Sen e
i ot Bt ample: Overview: = Semal . o ic
o o . ¢ = Overview: © Aggregate Operati : o . K gt =
11vm. 1oop. = Exampld B iew: L perations| = Overvi - Somamic I : i
= ‘llvm.loop. = ‘invoke’ In ;"gumems: o E“S"a(:value'lny " A'g‘”:‘eew; - Banpie g f)yn . Argumew“
“ . - = Sel . . " 3 =| \ ! - ?
= “1lum.loon. . Exam,:":‘cs- - o‘c‘e:" = Semantics: g g Example: = Overy - A:( T n
. I ple: R iew: = Example ‘'va_arg’ Inst — : : i
o e . ‘“fptoui = Syntax: = ‘llvm Sen p.*" Intrinsic
= e : o .pr. o Masked V = Syntax:
= Example: = Syntax: Overview: o T - s
] = Overview: = Argument = Overy| . s‘ e
o for o (s - o gt B
i - : nsics
g e vm. exp2.*" Intrinsic
= Syntax:
= Ouerview




One Example: undef

The undef "value" represents an arbitrary,
but indeterminate bit pattern for any type.

Used for:

- uninitialized registers

- reads from volatile memory

- results of some underspecified operations



What is the value of %y after running the following?

or 18 1

X )
Xor 18 %X, %X

y

o® o°

One plausible answer: 0
Not LLVM’s semantics!

(LLVM is more liberal to permit more aggressive optimizations)



Partially defined values are interpreted
nondeterministically as sets of possible values:

X = or 18 , 1
y = Xor 18 %X, %X

[i8 undef] = {0,..,255}
[18 1] = {1}
[%x] = {a or b | a€[18 undef], b €[1]}
= {1,3,5,..,255}

= 1a X0 0 aE[%x], bE[%X]}
{0,2,4,..,254}

o® o°




Consider:

versus:

Interactions with Optimizations

%y = mul 18 %x, 2

[18 undef]
{0,1,2,3,4,5, .,255}

[%x]

[%x] = [18 undef]
= {0,1,2,3,4,5,..,255}
%yl = {a + b | a€[%x],

10



Interactions with Optimizations

Consider:

versus:

o°
<
1l

mul 18 %x, 2

add 18 %x, %X

ey

Upshot: if %X is undef, we
can't optimize mul to add
(or vice versa)!

11



What's the problem?

Bug List: (12 of 435) First Last Prev Next Show last search results

Bug 33165 - Simpify* cannot distribute instructions for simplificati l

C#atue: DENDENEN Danarkad: dN17_NE_DK ND2:12 DNT huv Ahiina | anac

Davide Italiano 2017-05-25 08:55:40 PDT Comment 6 l
We
cc Davide Italiano 2017-05-25 09:05:26 PDT Commig
T¢

n« (unless we want to give up on some undef transformations, and special case sele
bt T'm afraid nthere miaht ha affaerted +nn)

g (_ John Regehr )2017-05-25 09:09:24 PDT Comi

di
. Yes, this is one of those test cases. There are so many optimization failures

™ Nuno has been automatically filtering out classes of mistranslation that are
to be hard to fix but I guess he decided to take a closer look at some of the

Soon I'll be able to include branches/phis in these test cases, but only forw
branches due to a limitation in Alive.

12



Compiler Bugs

[Regehr's group: Yang et al. PLDI 2011]

Csmith
random
test-case generation

\

(25 critical)

’
325 bugs

Source >

Programs )\E\E\/M - otal

More recently:

* Yarpgen/YarpgenV2
« ALIVE/ALIVE2 projects ...8 other C

« miscompilation of C, Rust Compilers j
SOuUrces [Lee et al. OOPSLA 2018]




LLVM is hard to trust
(especially for critical code)

What can we do about it?

14



Approaches to Software Reliability

* Social
— Code reviews
— Extreme/Pair programming

«  Methodological

— Design patterns

— Test-driven development This isn’t a tradeoff... all of these methods
— Version control should be used.
— Bug tracking Even “formal” methods can have holes:

* Did you prove the right thing?
. * Do your assumptions match reality?
° Technologlcal  Knuth. “Beware of bugs in the above code; I have only

— “lint” tools, static analysis proved it correct, not tried it.”
— Fuzzers, random testing

e Mathematical

— Sound programming
languages tools

— “Formal” verification




Goal: Verified Software Correctness

* Social
— Code reviews
— Extreme/Pair programmi

« Methodological
— Design patterns
— Test-driven development
— Version control
— Bug tracking

« Technological
— “lint” tools, static analysis
— Fuzzers, random testing

e Mathematical

— Sound programming
languages tools

— “Formal” verification

Q: How can we move
the needle towards

mathematical software
correctness properties?

Taking advantage of

advances in computer science:

* Moore's law

 improved programming languages
& theoretical understanding

* better tools:
interactive theorem provers




CompCert — A Verified C Compiler

Optimizing C Compiler,
proved correct end-to-end
with machine-checked proof in Rocq

Xavier Leroy
INRIA
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Csmith on CompCert?

[Yang et al. PLDI 2011]

Csmith
random
test-case generation

=
[ ource » CompCert BRI

Programs
J




Verification Works!

"The striking thing about our CompCert results is that the middle-end
bugs we found in all other compilers are absent. As of early 2011, the
under-development version of CompCert is the only compiler we have
tested for which Csmith cannot find wrong-code errors. This is not for
lack of trying: we have devoted about six CPU-years to the task. The

apparent unbreakability of CompCert supports a strong argument that
developing compiler optimizations within a proof framework, where
safety checks are explicit and machine-checked, has tangible benefits for

compiler users."
— Regehret. al 2011



LLVM is hard to trust
(especially for critical code)

What can we do about it?

Ve"vm
verified
LLVM

20



The Vellvm Project

[Zhao et al. POPL 2012, CPP 2012, PLDI 2013, Zackowski, et al. ICFP2021, Beck et al. 2024]

- _“—i-“—v-’

Vellvm

verified
LLVM

- - ’ ,.-aa-d.

Typed SSA
= IR

-

Optimizations/
Transformations

J

T

[ Analysis }

Formal semantics

Facilities for creating
simulation proofs

Implemented in Rocq

Extract passes for use
with LLVM compiler

Example: verified
memory safety
Instrumentation



Structure of the Formalism: Informal Spec

ccccccc
INFRASTRUCTURE

informal
specification



Structure of the Formalism: Control Flow

cccccc

informal
specification

1tree

W

* "free monad" (nearly syntax)
* infinitary behaviors



Structure of the Formalism:
Monadic Interpreters

cccccccc
;;;;;;;;;;;;;;

| . 5
LLVM Language Reference Manual |

informal
specification

1tree

state ;

W

"free monad" (nearly syntax)
infinitary behaviors

Interpret the events
e.g., to introduce state



Structure of the Formalism: Nondeterminism

W

* "free monad" (nearly syntax)
* infinitary behaviors

cccccc
;;;;;;;;;;;;;;

| . 5
LLVM Language Reference Manual |

* Interpret the events
e e.g., tointroduce state

nondeterminism

informal E O =

specification

* Interpret into Rocq's Prop



factorial.ll

define 164 @factorial(i64 %x) {
%ptr = alloca 164

ret %ans

}
— a Net Result

e defines sets of

LLVM L‘anguage)Refere’nce Manual 1 b e h aVi O rS
2.
nondeterminism * equivalence earlier implies
informal o8 equivalence later
specification

[[ factorial ]]
€ P(mem - I0(result))



Status of Vellvm

Large subset of sequential LLVM IR

— Most C programs, modulo libraries

— A few "intrinsics” + support for adding more
Rich memory model [ICFP24]

Verified interpreter with some nice features
— printf

— Command line argument support for LLVM
programs

GenlLLVM = randomized testing

Upshot: can interpret man
> . > Y Relatively easy to add new
compiled C programs, C .. : :
: ) intrinsics and library functions.
depending on library usage.




Writing Interpreters in Rocq

Gallina (Rocq's Language)

- rich, dependent type system

- pure, total functional language Inductive instr := Load | Store | Add | ..

How do we write the
interpretation functione

Inductive terminator := Ret | Cbr | Br
Record block :=
{
blk_id : block_1id;
blk_code : list (id * instr);

blk_term : terminator;

}
Datatypes for Abstract Syntax

42



Inferaction Trees

[POPL 2020 - Xia et al. Distinguished paper]

X = load 164* ScC
a = add %x 1
store %c, %a
return S%x

o® o°

LLVM IR program

Interaction Tree
Representation

43



Inferaction Trees

[POPL 2020 - Xia et al. Distinguished paper]

%Loop:
(%x = load i164* S%c )
%a = add %x 1 store; 3

store %c, %a
\ br label %loop

looping LLVM IR program

Infinite Tree

Representation
(coinductive datatype)

44



Good Qualities of Interaction Trees

« ITree E is a monad

— models sequential computation
— bind is grafts on subtrees

« Extractable from Rocqg into OCaml/Haskell
= we can run the computations

« Behavioral Equivalenc

— strong bisimulation
— weak bisimulation

— rich equational theory

S
N Quite intricate coinductive

proofs needed here...
... but, they're encapsulated
in the library. [cpp 2020]

45



Inferpreters over I[Trees

interp_state

Process the
events of
the tree...

N

Interaction Tree
Representation

= fun ¢ = ret(c+1,x)

... fo crunch them
down to @

simple function of
the inifial state.

46



Defining Modular Semantics

« Core: LLVM control-flow-graph interpreter
« undef values / computation
« Memory Model [cav 15pPD1 15, 1CFP24]

— interprets loads/stores

— nondeterminism for allocation

— support for casts

LLVM SSA
core IR

External calls




LLMV Memory Model Events
(simplified )

(* Memory event types for the LLVM IR *)
Inductive MemE :=

Alloca : type - MemE uvalue
Load : type - uvalue - MemE uvalue
Store : uvalue - uvalue - MemE untit
MemPush : MemE untit
MemPop : MemE untit.

\ J




LLVM IR Effects

intrinsics

global environment
local environment
stack & memory
nondeterminism (undef)
undefined behavior
out-of-memory

external calls

F

ifree Eo U

\ 4

ifree E; U

v

modular

stateTg (itree E;, U)

stateT g (itree E3 U)

/\

stateTyg (ifree E4 U) > P sta

teTus (itree E4 U)

stateTy.g (ifree Es U) > P sta

teTus (itree Es U)

Y
stateTyg (ifree Es U) —» P

stateTyg (ifree Es U) —» P

LLVM IR Specification

(extraction)

executable

49



Vellvm Framework

type system
and SSA

syntax

proof techniques & metatheory

fransform

other
optimizations

50



Vellvm Framework

type system
and SSA

syntax

proof fechniaues & metatheory

exfract
S ocaml
other
optimizations

51



So Whate

Finding bugs

— thinking hard about corner cases

— identify inconsistent assumptions of the LLVM compiler
Automated Tests

— e.g. integrate with CSmith

Formally validate program transformations
— IS a particular optimization correcte

— Improved confidence

Verified compilers

— to obtain high-confidence software

52



Ambiguities in LLVM IR

"Allocating zero bytes is legal, but the returned pointer may
not be unique"
-- LangRef

"The allocated memory is uninitialized, and loading from
uninitialized memory produces an undefined value"
-- LangRef

X
©
!

alloca [0 x 132]
load [© x 132], [© x 132]* %p

o
X
!

Is %x undef?



We Found Bugs in Clang!

define 18 @main() {
%v0 = alloca 132

store 132 0, 132* %v0, align 1 .

vl = ptrtoint 132* %v0 tog'164

%v2 = inttoptr 164 %v1 to <{T, i8}>*

%v3 = load <{T, 18}>, <{T, i8}>* %v2, align 1

%v4 = extractvalue <{T, 18}> %v3, 1

ret 18 v j_“
}
main:

addi sp, sp, -16

mv a0, zero

Sw ad, 12(sp)

1b ad, 16(sp)

addi sp, sp, 16

ret

« Off-by-one error in extractvalue with packed struct with vector
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We Found Bugs in Clang!

define 18 @main() {
%v0 = alloca 132
store 132 0, 132*% %v0, align 1
vl = ptrtoint 132* %v0 to 164

%v2 = inttoptr 164 %v1 to <{T, i8}>*
%v3 = load <{T, i8}>, <{T, 18}>* %v2, align 1
%v4 = extractvalue <{T, i8}> %v3, 1
ret 18 %v4
}
main:
addi sp, sp, -16
mv a0, zero
Sw ad, 12(sp)
b a0, 16(sp)
addi sp, sp, 16
ret

main:
addi sp,
mv al,
sw ao,
1b al,
addi sp,
ret

<3 xi8>

i B

sp, -16
zero
12(sp)
15(sp)
sp, 16

« Off-by-one error in extractvalue with packed struct with vector



We Found Bugs in Clang!

define 18 @main() {
%v0 = alloca 132

store 132 0, 132* %v0, align 1 .
vl = ptrtoint 132* %v0 to 164

%v2 = inttoptr 164 %vl to <{<3 x 18>, 18}>%*
%v3 = load <{<3 x 18>, 18}>, <{<3 x 18>, 18}>* %v2, align 1

%v4 = extractvalue <{<3 x 18>, 18}> %v3, 1
ret 18 %vé ._ ']_“
}

o "zero-initialize" an 132 intfo a 32-bit
packed-struct

 Read the last byte from it
« Semantically, O should be returned!

clang: 46
But:

Vellvm: 0



Proving Optimizations:

« Refinement of uvalues

[18 undef] = {0,..,255} '\'{\/e <|:On so;{lr]rcr:l]ly
[[18 1]] - {1} slgeiﬁi?s’r?on .

SO: [18 undef] 2 [18 1] REPENLEERY RS
* Behavioral refinement of computations

[PIm 2 [Q]m

Q is a valid optimization of P.
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Proofs are programs!

Theorem mul add correct

V x, x # undef - [mul 164 2, x] 2 [add 164 x, x].

Proof.

Qea.

Machine checked proof! We can't miss cases or use
an invalid step of reasoning.

We can soundly optimize multiplication to

addition, assuming x is defined.
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Correctness Theorem

Theorem: The execufable
reference interpreter s

a valid implementation of
the specification.

*

ifree Eo U

\ 4

ifree E; U

v

stateTs (itree E; U)

stateT g (itree E5 U)

/\

stateTy g (ifree E4 U) —» P stateTy. g (ifree E4 U)

(itree EsU) - P

stateTy (ifree Es U)

STOTGTMLG (

STOTeTMLG (”ree E5 U) —

LLVM IR Specification 2
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Example Optimizations

- Standard "computational” optimizations
— e.g., [mul 164 %x, undef]=2 {0}

« Control-flow graph optimizations
— e.g. 'block fusion” = merge two sequential blocks

 Dead-alloca / dead ptrtoint cast elimination
define void @ptoi_code() {

%ptr = alloca 164 define void @ret _code() {
%1 = ptrtoint 164* to 164 2 ret void
ret void }

}

Surprisingly difficult to prove! [Beck et al. 2024]

- infinite memory = ptrtoint removal unsound!
- finite memory = alloca removal unsound!




Validity of Vellvm

« We have a large formal semanftics for LLVM IR

— Formal interpreter using interaction frees and @
two-phase infinite/finite memory model.

» But does it adhere to the LLVM Language
Reference?

— We want Vellvm semantics faithfully model the
iInformal specification.

» Testing!
— Unit Testing (manual + Alive?2)
— Differential Testing (like CSmith and YARPGen)




LLVM Language Reference Manual |

informal
specification

factorial.ll
define 164 @factorial(i64 %x) {
%ptr = alloca 164

ret %ans

}

itree

nondeterminism

[[ factorial ]]
e P(mem -» I0(result))



© Global Variables
o Global Variables

LVM Home | Documentation » Reference » LLVM Language Referer
LLVM Language Reference Manual |

informal
specification

factorial.ll
define 164 @factorial(i64 %x) {

}

%ptr = alloca 164

ret %ans

itree

nondeterminism

ﬂ factorial ﬂ
e P(mem - IO0(result))

vellvm

interpreter

> vellvm -interpret factorial.ll
Program terminated with: 164 120



LLVM Language Reference Manual |

informal
specification

factorial.ll
define 164 @factorial(i64 %x) {
%ptr = alloca 164

ret %ans

}

itree

vellvm

nondeterminism

interpreter

> vellvm -interpret factorial.ll > clang factorial.ll
[[factor-'l_a'l_]] Program terminated with: 164 120 > ./a.out

120
e P(mem -» I0(result))



factorial.ll
define 164 @factorial(i64 %x) {
%ptr = alloca 164

ret %ans

}

itree

LLVM Language Reference Manual |

vellvm
interpreter

nondeterminism

informal
specification

H factorial ﬂ > vellvm -interpret tst.ll > clang tst.ll

Program terminated with: 18 100 > ,/a.out
e P(mem - IO(result)) ) 30 /



Trickiness in Differential Testing
of LLVM IR

* Deterministic * Exercise large subset of LLVM
 Well-formed syntax
- Type-safe, well-scoped, etc. * Nontrivial control flows

 Undefined-behavior free e Random code patterns



VELLVM

* Verified SoftBound rori 2012

— retrofit memory safety in legacy C code

 Verified mem2reg (702013 i

— register promotion, defined via
"micro-optimizations”

» Verified Program Analyses crr 2012
— Cooper-Harvey-Kennedy Dominator Algorithm [2000]

 Memory models
— pftrtoint casts [PLDI 2015]

]
SoftBound

— modular formalization [CAV 2015]

— infinite/finite reconciliation [ongoing]




Vellvm: Ongoing / Future Work

« Beftter |/O / C library support
« Factoring out the memory model Vc"vm
. Verified Analyses and Optimizations e

« Concurrency

o "A concurrency model based on monadic

interpreters”
[Chappe et al. CPP25]

 LLVM IR version bump
« More instructions in GenLLVM




Can Formal Verification Scale@¢

CompCert - fully verified C compiler

Vellvm - formalized LLVM IR Verified .|
Software < Hosr A 2

Toolchain M“‘“

Ynot - verified DBMS, web services )x
e —

Verified Software Toolchain Core Spec

Bedrock — web systems/packet filters

«R \9/ Vellvm

II - ) verified
e LLVM
SR |
Iy

CERTIKOS ___

CertiKOS - certified OS kernel l

CakeML - certified ML compiler

Core Spec — Haskell

SEL4 - certified secure OS microkernel
Kami - verified RISCV architecture
Cryptography — verified SSL primifives

A Verified Implementation of ML




Where nexte

* Proof engineering is still nascent
— automation, scale, maintenance ﬁ
— software engineering++ \% ﬁ
— new theory needed: dealing with equality

 Verification is still hard
— labor intensive, difficult, $$$$ <

* Formal Specifications

— what are the principles? @ %
— compositionalitye @
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What have we learned?
Where else is it applicable?
What next?

COURSE WRAP-UP

Zdancewic  CIS 4521/5521: Compilers 88



Final Exam

*  Will mostly cover material since the midterm
— Starting from Lecture 14
— Lambda calculus / closure conversion
— Scope / Typechecking / Inference Rules

— Obijects, inheritance, types, implementation of dynamic dispatch
(de-emphasized, since we didn’t cover it thoroughly)

— Basic optimizations

— Dataflow analysis (forward vs. backward, fixpoint computations, etc.)
* Liveness / constant propagation / alias analysis

— Graph-coloring Register Allocation

— Control flow analysis
* Loops, dominator trees

* One, letter-sized, double-sided, hand-written “cheat sheet”

CIS 4521/5521: Compilers
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Why CIS 4521/55212

You will learn:

Practical applications of theory
Parsing

How high-level languages are
implemented in machine language

(A subset of) Intel x86 architecture
A deeper understanding of code

A little about programming language
semantics

Functional programming in OCaml

How to manipulate complex data
structures

How to be a better programmer

« Did we meet these goals?

CIS 4521/5521: Compilers

modern

compiler
implementation
in ML

Compilers

Principles, Techniques, & Tools

andrew w. ag

Compilers |

Principles, Techniques,

Wation

Alfred V.Aho 4% |
RaviSethi &
Jeffrey D. Ullman

> < g
FAa & .3 X
¢
K y
-
LY 3
‘ |
W
\
<

AN
Real World
OCaml

TIONAL PROGRAMMING FOR THE MASSES

Yaron Minsky, Anil Madhavapeddy
& Jason Hickey )



Stuff we didn’t Cover

«  We skipped stuff at every level...

* Concrete syntax/parsing:
— Much more to the theory of parsing...
LR(*)
— Good syntax is art, not science!
« Source language features:

— Exceptions, advanced type systems, type
inference, concurrency

* Intermediate languages:

— Intermediate language design, bytecode,
bytecode interpreters, just-in-time
compilation (JIT)

» Compilation:

— Continuation-passing transformation,
efficient representations, scalability

*  Optimization:
— Scientific computing, cache optimization,
instruction selection/optimization Compiler Passes

* Runtime support:
— memory management, garbage collection

CIS 4521/5521: Compilers 91



Related Courses

« CIS 5000: Software Foundations

— Theoretical course about functional programming, proving program
properties, type systems, lambda calculus. Uses the theorem prover Rocq.

« CIS 5010: Computer Architecture
— Prof. Devietti
— 4710++: pipelining, caches, VM, superscalar, multicore,...

« CIS 5470: Software Analysis
— Prof. Naik
— LLVM IR + program analysis

« (IS 5520: Advanced Programming
— Prof. Weirich

— Advanced functional programming in Haskell, including generic
programming, metaprogramming, embedded languages, cool tricks with fancy
type systems

CIS 6700: Special topics in programming languages
CIS 7000: Programming Languages: Semantics and Types

CIS 4521/5521: Compilers 92



Where to go from here?

« Conferences (proceedings available on the web):
— Programming Language Design and Implementation (PLDI)
— Principles of Programming Langugaes (POPL)

— Object Oriented Programming Systems, Languages & Applications
(OOPSLA)

— International Conference on Functional Programming (ICFP)
— European Symposium on Programming (ESOP)

« Technologies / Open Source Projects
— Yacg, lex, bison, flex, ...
— LLVM — low level virtual machine
— MLIR - based on LLVM IR, but more general-purpose
— Java virtual machine (JVM), Microsoft's Common Language Runtime (CLR)
— Languages: OCaml, F#, Haskell, Scala, Go, Rust, ...?

CIS 4521/5521: Compilers 93



Where else is this stuff applicable?

* General programming

— Better understanding of how the compiler works can help you generate
better code.

— Ability to read assembly output from compiler

— Experience with functional programming can give you different ways to
think about how to solve a problem

*  Writing domain specific languages
— lex/yacc very useful for little utilities
— understanding abstract syntax and interpretation
* Understanding hardware/software interface
— Different devices have different instruction sets, programming models

CIS 4521/5521: Compilers
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Thanks!

« To the TAs: Gary Chen, Noé De Santo, and Alex Shypula

 To you for taking the class!

* How can | improve the course?
— Let me know in course evaluations!

CIS 4521/5521: Compilers
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